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Abstract: 

Internet has become the backbone of this modern world. Though internet has brought 

the world as close as a click away from our fingertips still there are a lot of issues in 

this world of cyberspace. Cyberspace is the environment where various devices and 

equipments are interconnected to each other and are used widely in our day to day lives 

making it a lot easier to deal with. In order to keep the cyberspace clean both from in-

side and outside it is necessary to maintain specific rules and regulations like „Cyber-

hygiene‟. This paper explores the various aspects of the cyberspace, issues that arise 

while we deal in the world of cyberspace and how to maintain proper cyber-hygiene so 

keep individuals as well as a group of organizations safe from different cyber attackers, 

cyber threats and cyber-risks. From our study we find that Cyber Hygiene will provide 

a better protection, better security and also in monitoring and maintenance of the net-

works. 

Keywords:CIS-Centre for Internet Security, CCS-Council on Cyber Security, Cyber-

space, Cyber threats, Cyber attack. 

 

1. Introduction 

Cyber-hygiene refers to maintain proper norms and 

guidelines in the cyberspace in order to protect data 

from attackers. Now-a-days we can see the increase 

in cyber-threats vividly in the cyber-world. Starting 

from an individual to a group of organization each 

and everyone needs to maintain cyber-hygiene to 

keep them saves from the spasm, virus attacks, etc. 

As indicated by the CIS (Center for Internet Securi-

ty) and CCS (Council on Cyber Security) digital 

cleanliness is characterized as “Means to appro-

priately protect and maintain IoT systems [1] and 

devices and implement cyber security practices [2]”.  
The Defense department adopted the good cyber 

security techniques for free computer malware [3]. 

It also maintains Cyber hygiene at all time and helps 

reducing insider threats. Now a day‟s cyber attacks 

frequency increases on healthcare systems as well 

as financial industries. A recent ASIC (Australian 

Securities and Investments Commission) reported 

that industry system must be tightened for financial 

services and other services i.e. “Cyber-resilience 

health-check”[4]. The important organization must 

be concerned about unprecedented cyber attacks, 

which grow rapidly over different area like mobile, 

Internet, data-driven, and cloud services. Mainly 

cyber criminals and hackers induce different types 

of malware to their victims. Recently a dangerous 

malware, ransomware blackmail for crash the vic-

tim‟s computer. Crypto-ransomware is another one 

has become popular for extract money from vic-

tim‟s inadvertently downloading the malware. This 

new variant of malwares helps to the cyber crimi-

nals to attack on individuals as well as organizations 

[5]. 

Remaining part of the paper systematized as fol-

lows; in Section 2 we describe the concept of cyber 

hygiene with proper explanation of cyber attacks. In 

Section 3 we review some of the literature about 

cyber hygiene.  In Section 4 we represent the types 

of threats and their control measure with some cyber 

threats and cyber attacks. In section 5 we presented 

how to regulate the cyber security by the help of 

cyber hygiene. In last section we conclude our paper 

with some references. 
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2. Cyber Hygiene 

In this era of 21st century which is better known as 

the digital era, where we can‟t even imagine our 

lives without the internet, there is also an aspect 

called the cyber-hygiene which is closely associated 

with the internet and without which probably we 

can‟t rely on this internet fully [6]. No doubt inter-

net has made our lives much easier than before; we 

can say literally it has brought the world to our fin-

ger tips. Starting from carrying out all necessary 

household jobs to working in our professional sec-

tors, Internet has done everything a lot more easily 

[7]. For example, right from filling up the bills of 

electricity, water to filling of home loans of lakhs 

everything can be done by just sitting at the home 

and accessing the internet. At the same time if we 

don‟t consider some really necessary norms then 

everything has surely a risk of falling in the hands 

of cybercriminals and all our personal and profes-

sional data will be available to them within seconds 

[8]. This paper will enlighten us about the most im-

portant aspect related to the era of internet and that 

is the cyber-hygiene. Cyber attacks mostly occur 

through the cyberspace and the cyber applications 

only. Let's have a look on the steps through which 

these cyber-attacks are mainly carried out as de-

picted in Figure 1. 

 

i.Recon:The attacker finds the weakest link in the 

victim‟s device or the system software. 

ii.Intrusion & Presence:In this phase the attacker 

establishes connection through the link with tar-

geted victim‟s software without the knowledge of 

the victim and injects the malware to the victim‟s 

system. 

iii.Lateral Movement:The attacker tries to find the 

targeted data in the victim‟s system by establishing 

connection with the internal network of the victim‟s 

device. 

iv.Privilege Escalation:Here the attackers use false 

identification to gain the necessary privileges in or-

der to extract data from the victim‟s device or the 

system software. 

v.Mission Complete:The attacker reaches the final 

stage and extracts the data from the victims system 

and corrupts and disrupts all the activities that have 

been carried out in the victim‟s computer. 

 

Cyber mess-In current data information system 

which builds the digital hazard factor or an informa-

tion rupture is called as cyber mess [9]. This cyber 

mess can be arranged into two classifications i.e. 

technical and non-technical.  

The technical digital hazard occurs due to the ab-

sence of following:  

i. Authentication, authorization and accounting 

ii. Security Monitoring and its intelligence 

iii. Access control like data level and function 

level 

iv. Incident response plan (accidental) 

v. Continuation of risk assessment and risk 

factor management 

 The non-technical cyber mess occurs due to the 

absence of following: 

i. Security awareness  

ii. Organization policies  

iii. Ignorance  

iv. Employees training  

v. Social engineering awareness. 

2.1. Working principle of Cyber Attacks 

 
Figure 1: Cyber attack (Source: 

https://resources.infosecinstitute.com /the-

importance-of-cyber-hygiene-in-cyberspace/#gref) 

Cyber attack can be operates in three major steps as 

depicted in Figure 1 and all eight steps are de-

scribed below. 

A) Internet Hacker’s activities: 

i. Inject malicious iframe to the victims 

vulnerable website 

ii. Exploit the Java script values on 

hacker control website 
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iii. Next hacker controlled server 

planted the malware 

B) Legitimate the web usage: 

i. General Internet user requests victim‟s web-

page, which opens malicious iframe, without 

taking consent. 

C) Malware path Infection: 

i. In web browser, malicious iframe executes 

& exploit the codes. 

ii. Exploit browser vulnerabilities to take the 

control & instruct to download the malware. 

iii. From hackers server , browser silently re-

quest malware. 

iv.  Malware then silently install & execute it‟s 

operation on user‟s Internet.  

 

3. Literature Review 
 

In order to know the different cyber-hygiene prac-

tices first of all we need to be aware of different 

cyber threats that arise in the cyberspace .The two 

well known organizations CIS and CCS both joint-

ly launched a cyber-hygiene campaign aiming at 

providing immediate and effective defences against 

cyber-threats at a comparatively lower cost. J.A. 

Oravec et al. [10] represents the “Developing cyber 

hygiene practices for the Internet of Things (IoT): 

Professional issues in counseling customers and in-

structing clients on IoT protection and security” 

throws light on the issues arising out of cyber-

threats and cyber-attacks and at the same times 

shows how cyber-hygiene can combat this effect in 

the field of Internet of Things(IoT) and cyberspace 

as well. This paper also discusses the roles of vari-

ous professionals such as doctors, lawyers, teach-

ers, consultants, marketers, etc in reducing the ef-

fect of cyber-attacks  by adopting to certain useful 

cyber-hygiene practices. This paper also explores 

various measures by which cyber hygiene can be 

maintained by all groups of people dealing in the 

world of cyberspace for carrying out their respec-

tive jobs or tasks. J. A. Chaudhry et al. [11] de-

scribed in thier research paper about “Phishing: 

Classification and Countermeasures” and also dis-

cussed about various hybrid problems involving 

both technical and social issues arising from phish-

ing attacks. This paper also explores the efficient 

measures to combat the effect of these attacks. It 

also discusses technical as well as practical me-

thods so as to defend against these attacks by har-

dening the infrastructures and by making the em-

ployees as well as usersaware against such attacks. 

In reference R. Savold et al. [12]  introduced the 

concept  “Architecting Cyber Defense: A Survey 

of the Leading Cyber Reference Architectures and 

Frameworks” and also discussed the need to build 

an agile structure in the field of cyber-hygiene and 

cyber-security in order to develop the informing 

procedure of such unknown threats, fraudulent ac-

tivities for the users which makes them aware 

about these attacks from a much before time so that 

they can get enough time to reduce the effect of 

those attack to much lower extent. H.Kimiyama et. 

al. [13] throws light on how cyber attacks put ad-

verse impacts in the world of cyber space. The au-

thor takes into consideration the DDOS attack that 

happened in the year 2016 that used “Mirai botnet” 

and generated 600gbits/traffic which is much more 

the traffic generated in the previous years. The au-

thor also proposed an Artificial Intelligence Sys-

tem(AIS) infrastructure that helps in securing the 

data in the cyberspace to a large extent as well as 

proposed 3 multilayer binding routers to carry out 

the security functions by the infrastructure and also 

shows how all the malicious activities can be fil-

tered by his proposed AIS infrastructure. W. Ding 

et.al.[14] focus the light on how the current world 

is facing the security challenges and cyber attacks 

as well proposed designs which should be taken in-

to consideration in order to make the world of cy-

berspace more clean and secured. 

 

4. Types of  Cyber Threats and Their counter 

Measures 

 

There are mainly 6 types of cyber threats that arise 

in the world of cyber space. Let‟s have a discussion 

on these 6 types of threats and the countermeasures 

of mitigating them to a large extent. 

 

i. Social Engineering: It refers to attacking the 

“weakest link” in the security chain by psychologi-

cally manipulating the people for performing ac-

tions or divulging confidential information by tech-

niques such as phishing, “dumpster diving” or even 

personal blackmailing [15][19]. It‟s the main reason 

why even well equipped and security aware compa-

nies falls as victims in the hands of cyber attackers. 

Cyber criminals are always on a mission of finding 

the weakest link in security chain through which 

they can insert the virus or the malicious software to 

the targeted victim‟s system. Therefore it is neces-

sary to find and secure the weakest link in the soft-

ware security chain. Some of the initial actions that 
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can be taken to combat such attacks include block-

ing network connections to malicious content, 

blocking Wi-Fi connections to unsecured networks, 

stop using malicious web-pages and websites and 

performing activities on them. Other approaches 

including patching vulnerable systems, mitigating 

known threats in the application, keeping your de-

vices up-to-date with the latest version, etc need to 

taken in order  to reduce such attacks. 

 

ii. Attacks on Hosted Components: These attacks 

includes malicious software injection to the targeted 

system such as SQL injection, cross –site scripting, 

etc and other techniques that threatens the access 

and authentication controls in cloud based control 

systems which handles large no. of sensitive data 

[16]. Here,the control-measures mostly include API 

authentication, role based approaches, creating 

awareness to protect against „impersonation‟ at 

cloud level,etc. 

 

iii. Hacked Device Software: When the attacker 

gains access to the software at device level then it 

carries out a lot of techniques and fraudulent activi-

ties including malware injection, denial of service, 

false identification, elevation of privileges, etc to 

take control over the data present in the system 

[17]. We can combat this types of attacks by carry-

ing out techniques such as “secured boot” which 

means when any fraudulent activities is carried out 

in the system then normally after rebooting the sys-

tem doesn‟t turns on thus all the data present in the 

systems becomes safe from the attacker, software 

update that is keeping the system and the its soft-

ware up-to-date with the latest version available, 

software isolation, etc. 

 

iv. Physical Attack: This type of attack is mostly 

carried out in the area where a lot of IOT applica-

tions is used as IoT applications are connected with 

a lot of hardware devices and components which 

are located far away from each other and can‟t be 

monitored at a single location easily and thus hack-

ers can easily hack these devices [18]. The major 

counter measures here includes file system encryp-

tion which means proper encryption decryption 

techniques and algorithms must be used so that the 

data can be secured properly, trusted platform mod-

ules enables to store the data on different platforms 

securely, remote attestation means attesting a re-

mote to each far away hardware devices so that it 

can be controlled from faraway places as well. 

 

v. Network Compromise: These types of attacks 

are known as „middle way attack‟ where the attack-

ers mostly use techniques such as session hijacking 

to enter a network to disrupt ,block or alter commu-

nications between the devices and their cloud based 

controller. Here the control measures includes prop-

er file encryption and decryption techniques to be 

used while sending and receiving data between the 

end-to-end user, keeping the software updated, etc 

 

vi. Security Mis-configuration: Many a times due 

to some carelessness or inattentiveness while han-

dling the security changes of the software, the secu-

rity changes become misconfigured and thus pro-

viding the hackers with an opportunity hack the de-

vices and extract the data from it. So security 

changes should be carried out with utmost care with 

proper encryption decryption techniques as well 

[19]. 

 

4.1. Lack of Cyber Hygiene Leading to Cyber 

Threats and Cyber Attacks 

 

A cyber-attack named WannaCry [20] Ransomware 

attack which came few years back attacking the Mi-

crosoft Windows operating system on a large scale 

including windows 8, 2003 and XP users as well. 

Because of the reason that a lot many people and 

organizations had not updated their software securi-

ty version as per the month of March whereas the 

latest version had been released in 2014 itself. Due 

to this reason unlicensed windows software, sys-

tems having out-dated software versions became 

more vulnerable to this attack. This particular af-

fected a lot of business institutions, hospitals, bank-

ing and corporate sectors from all over the world. 

Computes, MRI Scanners, CT Scanners, databases 

were affected in the hospitals. In banking and cor-

porate sectors, computers having transaction data-

bases had been affected severely by this cyber-

attack. Around 200,000 to 300,000 estimated com-

puter systems were affected in approximately 150 

countries. Generally cyber attackers/criminals are 

targeting billionaire, Government departments, de-

fense department and Web site of big industries/big 

companies. 

 

Ransomware [21] is a cyber malware, which blocks 

the data access and related information. It contami-

nated through the access over data with vulnerable 

ports (SMB). Sometimes it needs a n amount to be 
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paid for accessing the infected data and when the 

user clicks on that link or attachment it actives on 

that email.It can also in filter the system when the 

user visits some websites or some web-pages inside 

the websites. This cyber malware encrypts accord-

ing to itself, blocks the internal files and make them 

inactive or inaccessible for the end user. It also in-

fects the server attached to that system and some-

times also locks up the whole computer network 

systems. 

 

In this procedure first of all, the attacker generates a 

key pair and places the corresponding public key in 

the malware and then the malware is released. After 

that the malware generates a random symmetric key 

which then encrypts the user‟s data with it .This is 

known as hybrid encryption in which it uses the 

public key in the malware to encrypt the symmetric 

key and this results in the formation of small 

asymmetric ciphertext and symmetric ciphertext of 

the user‟s data as well. It also puts up a message to 

the user including the asymmetric ciphertext and a 

ransom amount which is supposed to be paid by the 

user in order to get rid of this attack. If the user 

sends back the asymmetric ciphertext along with the 

e-money or the ransom amount to the attacker, then 

the attacker deciphers the asymmetric ciphertext 

with the attacker‟s private key and sends the sym-

metric key back to the users after which the user 

will be able to decipher the encrypted data with the 

help of the symmetric key. And in this way this 

crypto virological attack will be completed. 

 

Though there are no such records of computers get-

ting decrypted after making the required payments 

still this attack was mitigated by Marcus Hutchin 

battles accusations of involvement in a malware 

scam, which discovered a “kill switch” which was 

coded in the malware itself [22]. He enrolled a 

space name for the DNS sinkhole(a DNS which 

gives false data about a domain),and halted the 

spreading of the infection like a worm, accordingly 

backing off the spread of malware and offering time 

to the clients to concoct protective measures. Then 

another person named Adrian Guinet created a 

“wannakey” which was a solution to the WannaCry 

Ransomeware based on its flaws ,provided that the 

infected computer was not being rebooted or the 

decryption key was not overwritten by the malware 

[23]. This is just an example of showing how a little 

ignorance in cyber-hygiene could lead to severe cy-

ber-attacks and cyber threats [24-25]. Some of the 

prevention should be taken i.e. delete cookies regu-

larly, activate Google Opt-Out while logged into 

Google to avoid unwanted search, use credit cards 

& PayPal cards instead of debit cards, put a hard 

drive to back up the data, turn off the Google‟s web 

history and bring counterfeit for any online pur-

chase. If the users would have updated their soft-

ware in due period of time then such major attacks 

could have been avoided easily and efficiently. 

 

5. Various Campaigns And The Cyber Secu-

rity Threats 

 

There are mainly two associations namely the CIS 

and CCS are responsible for regulating the security 

aspect of all IT systems and devices[26]. The vision 

over here is providing low cost immediate and ef-

fective cyber-hygiene practices against cyber at-

tacks. It creates awareness by organizing various 

campaigns and the practices includes the below 

steps mainly: 

Count- Knowing your own connection and the de-

vices that are connected to your system. 

Configure- Implementing the security settings to 

protect your system thoroughly. 

Control- Managing the security settings about the 

various visibility aspects of the system. 

Patch- Keeping the device and the system soft-

ware‟s up-to-date. 

Repeat-Revise and re-visit the top priorities for a 

solid foundation of cyber security. 

Generally different kinds of  cyber security threats 

are: 

1. Bring your own device(BYOD) policies: Using 

personal devices infected with a virus at work can 

easily compromise the organization‟s as well. 

2. Shadow IT systems: Usually, these IT systems 

are not compactable with an organization‟s central 

IT system. AS a result data loss and security threat 

keep rising.   

3. DDOS: The distributed denial-of service attack 

floods the organizations network with traffic and 

ultimately shuts it down. 

4. Malware Attack: Malicious software programs 

can get ahold of your sensitive information without 

you, even noticing. 

5.Flaws in Internet of Things(IoT): Devices con-

nected through a flawed Internet of things is more to 

security issues. 

6. Inside Man: Bad players within an organization 

can easily breach security because of easy access.   
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7. Crypto-Malware: This malware get access to your 

computers processing power and use it to mine 

crypto-currencies. 

8. Phishing E-Mail: It contains the Trojan horse or 

ransom-ware viruses. 97% of the people can‟t tell 

the difference and open it, releasing the virus. 

9. Data Breach: Many use obsolete data storage 

networks that are prone to data breaches. 

10. Insecure Application user Interface(API): The 

lack of proper security measures in the application 

user interface can cause security breaches. 

11. Fileless Malware: This malware don‟t exist as a 

file in the hard-drive and work in the background. 

12. Stegware: Stegware are malicious files hidden 

within another file, such as Video, image, messages 

etc. 

13. Cloud abuse: Most of the cloud storage can be 

accessed by hacking the virtual machine. 

14. Single factor passwords: Using only a single 

factor password is not enough to offer full security 

till date, because they are easy to crack. 

15. Zero day Threats: Most of the programs come 

with security holes and cyber criminals find this 

security lopes and use it. 

16. Whaling: It‟s a form of phishing attack, where 

the attacker convinces to be reliable, but latter 

abuses the data. 

 

5.1 Best Practices in Cyber Hygiene 

 

The guideline of digital cleanliness centers on 

breaking any progression in the digital assault 

chain, which thusly will effectively keep the assault. 

Basic security preparing programs are not only ade-

quate to battle the assaults that occur in the realm of 

the internet. Thus, obstructing the underlying phish-

ing messages, blocking system associations with 

known pernicious substance, and halting malevolent 

process action are basic to battling digital dangers. 

The genuine test lies in deciphering mind boggling 

and specialized digital information into down to 

earth data which can be effortlessly comprehended 

by the business and also the security experts. Digital 

cleanliness incorporates fundamental advances like 

fixing helpless frameworks, diminishing known 

dangers in applications, solidifying servers and sys-

tem sensors. 

 

Individuals as well as group of organizations must 

adopt certain policies[27] and practices to recognize 

the weakest connections and security escape claus-

es. Actualizing security at each level from applica-

tion improvement, foundation solidifying, arrange 

checking, Bring Your Own Device (BYOD) ap-

proaches [28], to representative mindfulness is ur-

gent part in taking care of the security issues i.e. 

i. Identify: Distinguishing every last gadget that 

is associated with the web. Each gadget that is 

associated with the web is defenseless against 

digital assaults and gets digital dangers at con-

sistent interims. It makes an assault surface and 

a passage point for the digital crooks. 

ii. Prioritize: Devices and applications should be 

ranked and categorized based upon sensitivity 

and data exposure. It also reduces the workload 

for the system administrators and security engi-

neers. 

iii. Security Hardening: Gadgets, frameworks 

and applications must be solidified to secure and 

decrease the section point for a digital assault. It 

consolidates encryption of information, vulne-

rability assessments, secure configuration audits 

password policies, and two-factor authentication 

[24][29]. 

iv. Security Patches: Executing patch and weak-

ness administration in all gadgets and frame-

works is security Patches[30]. As indicated by a 

Verizon 2015 information breach investigation 

report, numerous existing vulnerabilities stay 

open, principally in light of the fact that security 

fixes that have for quite some time been access-

ible were never actualized. Actually, a signifi-

cant number of the vulnerabilities are followed 

to 2007, a hole of very nearly eight years. 

v. Backup: Organizations must execute a decent 

reinforcement arrangement. Customary rein-

forcement of critical information is a piece of a 

decent reinforcement technique for information 

security. It is the last safeguard against informa-

tion misfortune or information burglary. Fusing 

an information recuperation process will guar-

antee that you can really recoup information 

from your reinforcement. 

vi.Effective training: Effective training is the 

most cost effective training in cyber hygiene 

practices.As per the European Network and In-

formation Security Agency, “Awareness of the 

risks and available safeguards is the first line of 

defense for the security of information systems 

and networks.”The weakest link in cyber securi-

ty is the people around us involved in cyber 

space and effective training begins with a person 

only which involves customer and staff educa-
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tion, customer education program on spotting 

threats and so on and so forth. 

 

 

5.2High Level control objectives and founda-

tional Cyber Hygiene tasks: 

 

Five Key cyber hygiene control objectives are 1. 

Protect the networks 2. Protect the perimeter 3. Pro-

tect the individual devices 4. Use the secured cloud 

and 5. Protect the supply chain. 

 

The foundational Cyber Hygiene Tasks are de-

scribed as follows: 1. Have a record of all hardware 

so you know what your estate looks like.  2. Have a 

record of all software to ensure it is properly 

patched or not.  3. Manages data in and out of your 

network.  4. Utilize secure configuration or harden-

ing guides for all devices. 5. Scanning incoming 

emails.  6. Minimization of the admin accounts. 7. 

Regular back up of data.  8. Setup an incident plan 

record. 9. In supply chain give more security level 

10. In cloud environment, provide security control 

service agreements. 

 

 

6. Conclusion 

 

According to Yaacob Ibrahim, Singapore‟s Minister 

of communication and Information “We need indi-

viduals to practice good cyber hygiene and safe 

surfing habits at work and at home, and we need all 

organizations to take ownership of your systems‟ 

and play your part”. Cyber Hygiene distinct from 

cyber security, but it relates to each and single indi-

viduals rather than a group of organization. While 

cyber-hygiene is the responsibility of an individual, 

cyber-security is the responsibility of a group or 

organization and applies to their professional activi-

ties only.  In this paper we throws light on various 

necessary practices that should be carried out by 

individuals as well as groups of organizations and 

implemented with continuous monitoring and miti-

gation analysis in order to achieve effective de-

fenses against cyber-attacks and cyber threats. 

Hence, cyber-hygiene is a must in the world of cy-

berspace. 
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