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Abstract
Security plays an important role in any transactions in E-Banking. The

main objective of this paper is to propose the smart way to
authenticate the user in the bank and access the account through the
pictorial password. This is achieved by providing the indirect pin. The
pin should predict the original password. Previously the server
provide the pre-defined image as a password image and the users used
to upload or select the image. But that was having some limitation.
There is no security to the user’s account if any intruder provides
some password to the user’s account. This system is designed by
introducing the OTP in an image method. An effective E-banking
service is achieved by using the E-pay. It also provide security to the
customer’s account from an unauthorised person. This is done by
identifying the person who enters the wrong password frequently.
This system provides a proper way to transfer the amount from one
user to another user. The methods used in the system are to be
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provided to ensure the security for the banking sectors.
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1. Introduction

The information is protected from theft and damages only
by the help of cyber security. The system is designed to
propose the smart way to authenticate the user to access
the bank account. The password is hidden inside the
picture can be obtained with the help of indirect pin. This
helps to get the original password using temporary login
indicator. Using this the account holder can login and get
access to banking features. The server will provide a
password by uploading the predefined image whenever
the user needs to authenticate. The user has to select an
image as password. The selected image is processed by
the server by splitting the image into 10x14 grids and
display all the grid images to the user. The user has to
select the single grid as a password grid for a particular
image. Then the user gets number of images as needed by
the user and he has to select the each grid as a password
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for an image. When the server identified the user is an
authenticated person send the login indicator. The user
can login with the help of login indicator. The proximity
sensor in user device hold the screen in circle image
protecting the password.

2. System Design
The user is provided with the password image.

The image can be splited into 10x14 grids and
display the gridded images to the user. Then the user has
to select a single grid as a password grid in that particular
image. The system user has to choose one grid as a
password for an image. When the user is login with the
provided login indicator, the login indicator is visible
when the user is holding the proximity sensor of the user
device. The user can move the horizontal and vertical
bars using navigation keys available. The user has to
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choose the correct password grid and press ok button.
Like this the user has to select the correct password image
grid in all the provided images. These images are sent
based on the images chosen at the time of registration.

3. System Architecture

The E-Banking system is the system that provides
security and efficient services to the customers. It is
possible to get the password if the user forgot it. The
password can be sent to the user to his personal mail after
asking so many questions to the user. If an unauthorised
person try to access the password can be identified and
intimated to the account holder. This system provides
high security.
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4. Methodology Used

There are two Algorithms used in the system. They are
Encoding and KHMAC algorithms.

Encoding Algorithm

Encoding algorithmis a group of binary to text
encoding schemes. The set of characters used to represent
the members of the encoding protect the information. The
information  systems, Multipurpose Internet  Mail
Extension (MIME)'s also uses the encoding algorithm.

KHMAC Algorithms

A Keyed-Hash Message Authentication Code (KHMAC)
is a cryptographic hash functionand it provides a
secret cryptographic ~ key.  Thedata  integrity and
the authentication of a message is verified by Message
authentication code. The cryptographic robust of the
KHMAC depends upon hash function and the size of its
hash output. The KHMAC varies when the size and
quality of the key changes. The message is broken into
fixed sized blocks. An iterative compression hash
function is used to breaks up a message into fixed sized
blocks.
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5.  Method Description

Security is ensured by providing the new login indicator
and gridded password image. The image is appeared with
movable horizontal bar and vertical numeric bar. The
movable horizontal bar and denotes the alphabetic value
and movable vertical bar denotes the numeric values.
Based on the grid values the server confirms that the grid
will be authenticated, and checks with new login
indicator. Once when the user is completing all image
authentications, the services will be provided to the user.

Authentication
Authentication

After seeing the login indicator with numeric values, the
authentication process started. The user will upload the
image with the numeric values scattered in the image.
The user has to drag the numbers and place the numbers
in the password field. The image in which the numbers
are hidden is specified during the time of registration.

Recovery Module

The recovery module is used to support the user in case if
he forgot his password. This can be rectified by asking
problem can be rectified by asking security questions
about the user and confirmed that he is the right user.
This helps him access his account with the new password
given by the bank authority.

E-Banking Services

Now a days the entire world is suffered by COVID-19.
Everybody got lock down inside their house to avoid the
spreading of the virus. E-Banking services plays a vital
role and providing all sort of money transactions through
online.

Using Proposed Graphical

6. Results

The E-Banking system supports the user by providing
friendly and an interactive environment to the user. This
E-banking service provides high security to the
authentication system so that unauthorised person cannot
be able to access the customer accounts. Entering the
password is also a complicated task, to maintain the
security. Every application has its own merits and
demerits. Changing the existing modules or adding new
module  scan  appends  improvements.  Further
enhancements can be made to the application, so that the
website functions very attractive and useful manner than
the present one.

7. Conclusion

The system is working perfectly after testing with various
data. Using encoding and KHMAC algorithms, the
message can be secretly transferred to the user.
Authenticated user only can access the bank and the
forget password can be recovered from this system. This
system can be extended further by getting messages if
unauthorised user tries to access the account. The system
has covered almost all the requirements of the user and
works efficiently.
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