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Abstract: 

The number of terror attacks is increasing globally from day to day and we have a 

need to analyze and predict the occurrence of the terror attacks. The effect of the 

terrorism increases mainly due to the internet, i.e., internet leaves as a platform to 

spread the terrorism in major 9/11 attacks in India, the attack created more havoc 

due to social media. So, when the government announces the major policies it will 

make the people to stay away from the social media to avoid terror attacks. We 

have a database called as GTD (Global Terrorism Database) which has the 

information about the terrorism activities. So, by using the information by this 

database, we can use some algorithms like Random Forest Algorithm, Gaussian 

Naive Bayes and Decision Tree Algorithm to predict and measure the accuracy of 

the occurrence of the terror attacks in may be future also. This will shows the list of 

countries that are involved in the major terror activities and the losses that are 

occurred to the countries till date due to terrorism. 

Keywords:Global Terrorism Database, Data mining, classification algorithm’s, 

processing techniques, python programming. 

 

I. INTRODUCTION 

Terrorism is the word which is shaking the entire 

world. It is nothing but illegal use of the weapon, 

nuclear bombs and killing the large number of 

innocent people. Where are different reasons for 

which terror attacks are done like to stand globally 

as a supreme power in the world to conquer other 

places of the country for acquiring domination in the 

same community which occur among the different 

sets in the same community like Sunni’s and Shia’s 

to spread their religion all over the world. Not 

willing to live in the particular rule of a political 

leader for releasing their terrorist leader who was 

arrested in same other country. There are different 

types of terrorism like:  

A.  State Sponsored Terrorism: 

It is nothing but one state will sponsor money to 

their own terrorist in their country to attack another 

state. There may be many reasons for the occurrence 

of this type of terrorism. The country that is mostly 

involved in this type of terrorism is Pakistan’s 

former president ―Musharraf‖ told that ―there has 

been a training for their militant groups in their 

country to fight against India in Kashmir‖ this is one 

of the example of the State Sponsored Terrorist. 

B.  Dissent Terrorism: 

It is nothing but the international rebellion. There are 

some groups which didn.t like the rule of their 

government. So, they will start violence like 

bombing attacks for killing the innocent people etc. 

This is one of the dangerous type of terrorism in 

order to make another person as a leader of the 

government, these rebellion groups will kill the other 

political leaders. Terrorism activities by particular 

group in order to gain special benefits from 

government, these two are the main reasons for the 

occurrence of Dissent terrorism. 
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C.  Terrorist left and right: 

There are some groups which are involved and 

rooted in particular political ideology and religious 

ideology. If any state government tries to disturb 

their ideology, they will do the attacks.  

D. Religious Terrorism: 

This is most common and widely seen cause for the 

occurrence of terror attacks in order to spread their 

religion across the world and to maintain their 

religion all over the world, attacks were done. 

E. Criminal Terrorism: 

This type of terrorism that is done by the criminals 

for the sake of making money. For e.g., Smugglers 

are involved in this type of terrorism. It also comes 

under internal terrorism. So, these are main causes 

and types of terrorism in the world globally. 

One more interesting fact about terrorism is that, the 

amount of money that is invested to do terror attacks 

i.e., huge amount of money is required for 

performing the terror attacks. Because , it requires 

raw material gathering for making bombs planning 

for making illegal passports to enter into the other 

country. A lot of consequences will occur after the 

terror attack are happened like many innocent people 

were killed, huge economic loss, loss of tourism and 

a great loss of markets. So, we need to predict the 

occurrence of the terror attacks and for that process 

we use a machine learning algorithms to predict the 

terrorist attacks globally. 

II. Literature Survey 

A lot of research had made with different types of 

problems involved in terrorism. So, came up with 

different machine learning algorithms. Accuracy of 

prediction is totally based on the input data which 

are in the form of data sets. 

Terrorism [1], [2], [7] is pinning out each and every 

state in the entire world and killing the large number 

of innocent people. Where there are different reasons 

for which terror attacks are done like to stand 

globally as a supreme power in the world to conquer 

other places of the country for acquiring domination 

in the same community which occur among the 

different sets in the same community like Sunni’s 

and Shia’s to spread their religion all over the world. 

Not willing to live in the particular rule of a political 

leader for releasing their terrorist leader who was 

arrested in same other country. 

In light of expand of terror percentage throughout 

the years, we should deal with an enormous amount 

of terrorism information stored in warehouses which 

would be hard to be examined physically, and 

furthermore now a day's, terrorists are getting 

advanced in technology, so they utilizing advance 

techniques to keep government in front of them. The 

main focus is on the survey of algorithms and 

techniques utilized for identifying the terrorism. 

Terrorism analysis [6], [8] is a methodology for 

recognizing where the more terrorism is taking 

place. The terror regions are for the most dependent 

on the crime type these distinguished terror zones 

are useful to diminish the terror percentage. Here in 

this paper the reason for gathering all this 

information is to get the knowledge actually what 

terrorism is, what are the types, in which areas the 

more terrorism takes place. So that it is easy to 

analyze and predict the states of terrorism by using 

different machine learning algorithms [3], [4], [9], 

[13], [19] like here in this paper the algorithms used 

are Decision Tree Algorithm, Gaussian Naive Bayes 

Algorithm and Random Forest Algorithm. The cloud 

technology [14], [15], [16], [17], [18] is used to store 

the large amounts of data and process it. 

Terrorism [5] data analysis can help to the Terror 

investigators to analyze the Terrorism. Based on 

classification and regression extract the Terrorism 

areas into a structured data. The reason for events of 

terrorism like terror details of person and other 

factors we are focusing mainly on terror factors of 

early years. K-NN order was utilized. In the present 

framework, Random Forest Algorithm, Gaussian 

Naïve Bayes algorithm and Decision Tree Algorithm 

will be used to analyze and predict the terrorism 

information. 
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Security has consistently been one of the most 

critical concerns. Government and security 

organizations are striving to prevent terrorism and 

protect their people. Challenge of managing huge 

measure of information has become a significant 

issue for all organizations. Consequently, a terrorism 

data system that can procedure huge amount of data 

in a brief time is required for analysts to know 

terrorism hotspots. Data pre-processing [10], [11], 

[12] is done in terrorism database and three 

methodologies for crime analysis and prediction is 

performed. These three methodologies are looked at, 

and results are affirmed with ground truth. 

III. Proposed System 

Functional aspects of proposed system 

The figure 1 shows the flow of work. It is divided 

into 3 sections: 

1. Collection of Data. 

2. Pre-processing of data. 

3. Apply of Classification Algorithms. 

4. Estimation of Result in Accuracy. 

 

Fig.  1. Model Design. 

A. Collecting Data 

GTD is an organization where it will have all the 

data of the terrorist attacks which were happened in 

the past. They have the documents more than 

190,000 international and domestic terrorism attacks 

which occurred worldwide since 1970. The data 

which is used to train and test the data is collected 

from the Global Terrorism Data Base. To starting of 

any process, it is very important to collect the data, 

here large datasets are collected for the better 

analyzation and prediction to find the better 

accuracy. 

B. Data Pre-processing 

The collected data from Global Terrorism Database 

will not follow a particular format, because, 

Terrorism can be in many forms: According to the 

National Advisory Committee, there are six types of 

terrorism. Where the entire attacks goal is to invoke 

fear and attempt to harm the lives of public. They are 

Politics Terrorism, Religious Terrorism, State 

terrorism, protesting terrorism, Quasi terrorism, 

Civil disorder terrorism.so, there will be a large data 

more than 170,000 instances collected through the 

investigation from the year started (1970) to till date. 

So, the data we can’t directly use for training the 

data as it contains the missing values and loss of 

data. That’s the reason we should do data pre-

processing and then followed by training the data. 

Then all the missing values will be distracted and 

lossy data will be come out and the data which was 

driven from that Machine learning techniques is now 

ready for training the data. 

C. Data Classification: Algorithms 

Decision Tree Algorithm:  

It is a type of data mining technique used to build 

classification models, regression problems and also 

used for categorical and numerical data types.   

Depending upon the training data sets we build 

training models which is used for prediction class 

labels. We compare the values of the root attribute 

with the recorded attributes. More class labels will 
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predict the more accuracy results, it is also used for 

removing over fitting problem. 

 

 

Random Forest Algorithm:  

It is one of the classifier technique algorithm which 

is used in classification, regression problems, 

predictive accuracy and handling missing values. 

Here algorithm is not only used for training on 

different sets of data but also be used is different 

features to make decisions. In this algorithm the 

training data set is subdivided into training samples 

and those are used to build the decisions trees. More 

decision trees occurs more accuracy. 

 

Gaussian Naive Bayes’ Algorithm: 
The widening of the naive Bayes is called Gaussian 

Naive Bayes. it is also one of the Classification 

algorithmwhich is based on Bayes’ theorem and one 

the simplest supervised approaches.it is used to 

calculate the probability of given information. The 

main advantage with this naive Bayes is it can also 

trained with small and large datasets. 

 

D. Estimation of Result in Accuracy 

The results of the proposed method are discussed the 

following section. 

IV. Implementation and Results 

In this paper we are using different classifier 

techniques, which are used for predicting 

accuracy.Wefinallywentwithrandomforest, decision 

tree and Gaussian naive Bayes. By grouping all the 

attacks information which is already happened and 

finding the accuracy upon them by using these 

threealgorithms. By comparing the accuracy of these 

three algorithms random algorithm gives the 

bestsuitablealgorithm. 

A. Visualization 

In this visualization we are collecting different 

attributes from global terrorism database which is 

happened in the year 1996 

to2017.Thefollowingfiguresaresomeofthe attacks by 

various groups, deaths in years, countries 

andregions. 

 

 
Fig.  2. Attacks by group name. 

 

Fig.  3. Number of deaths by year. 

The figure 2 shows no of attacks done by the group 

name called as Revolutionary armed force of 

Colombia (FARC) which is around 4500. 

The figure 3 represents attacks happened from the 

year 1917 to 2017. Finally we conclude that attacks 

were continuously increasing from the year 2011 to 

2014. From 2014 to 2017 continuously decreasing. 

In 2014 most of the deaths were occurredwhich is 

around45000. 
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Fig. 4. Attacks in regions. 

The figure 4 represents the number of attacks 

occurred in different regions. In this figure green 

color represents the region that is Middle East & 

North Africa which asmost number of 

attackshappened. 

 

 

Fig.  5. Attacks in each countries. 

 

 

 

 

 

 

B. Classification and Regression 

 
Fig.  6. Number of deaths in each country. 

Some of the classification problems may get over 

fitting problem. To avoid this over fitting problem 

we have using different classifier techniques like 

random Forest, decision tree and Gaussian naive 

Bayes. 
 

Fig.  7. Outliers problem. 

In the figure 7 the region which is from 1000 to 7000 

which leads a data will be over fitting problem. To 

avoid this problem we put some index point which is 

called threshold point. Lesser Threshold value will 

be result more accuracy value and lesser prediction 

values. 
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C. Random forest Algorithm 

In this random forest algorithm based upon the 

Threshold valuewe group the attributes of the 

terrorists which happened from the year 1970 to 

2017 in figure 8.A list of more grouping values will 

be give more accuracy value. 

 

Fig.  8. Attacks by group name. 

C. Decision Tree Algorithm 

Based upon the Threshold value we buildthe class 

labels. For example if the threshold value is 100, 

based upon the index value we create the decision 

trees which is class labels value equal to that of 

threshold. More class labels will be result the more 

accuracy values. 

D. Gaussian Naive Bayes 

The widening of the naive Bayes is called Gaussian 

Naive Bayes. it is also one of the Classification 

algorithm which is based on Bayes’ theorem and one 

the simplest supervised approaches.it is used to 

calculate the probability of given information. The 

main advantage with this naive Bayes is it can also 

trained with small and large datasets. 

 

 
Fig.  9.a. Accuracy of algorithms. 

The figure 9.a & 9.b shows the accuracy of different 

classification algorithms whereas threshold value is 

200. In this representation random forest will result 

the highest accuracy value. The output of the 

aboverepresentation is as followsas: 

 

 
 

Fig.  9.b.  Snapshot of the code for Accuracy of 

algorithms. 
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Fig.  10.a Accuracy of algorithms. 

The figure 10.a & 10.b shows the accuracy of 

different classification algorithms whereas threshold 

value is 300. In this representation random forest 

will result the highest accuracy value. The output of 

the aboverepresentation is as followsas: 

 

 
Fig.  10.b. Snapshot of the code for Accuracy of 

algorithms. 

 

 

V. Discussion and Conclusion 

The dataset we used was from previous years 

analysis collected from the public database. The 

input data that is used as training datasets of 

Decision Tree, Random forest and Gaussian Naïve 

Bayes algorithm is plotted against multi- 

dimensional element which is portioned into 

different areas which are then categorized based on 

the order of training datasets. We collect the datasets 

from the Global Terrorism Database which is an 

organization where it helps for study for terrorism. 

After that we do a pre-processing of a data, it is a 

data mining technique that involves transforming 

raw data into understandable format. Data pre-

processing is a method to resolve data 

incompleteness, data inconsistency, or lacking of 

trends and at last to the converted data we applying 

various classification algorithms because it helps 

you to make determination of an effective data 

classification process is important because it can 

help an organizations determine the appropriate level 

of control to maintain the confidentiality and 

integrity of data. It provides solid foundation for a 

data security strategy. A well planned data 

classification system makes essential data easy to 

find and retrieve. The goal of classification and 

regression problems is to accurately predict the 

target class for each case in the data. It belongs to 

the category of supervised learning targets also 

provided with the input data. By the above results it 

is clear that from the Random Forest Algorithm the 

accuracy is 96(approx.), from Decision Tree 

algorithm the accuracy is 95(approx.) and from 

Gaussian Naive Bayes the accuracy is 

81(approx.).These outputs might change according 

to the Threshold Values. 
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