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Abstract: 

Big data computing has gained wide acceptance for its capability to mine 

knowledge from a large volume of data. It has been used in many 

knowledge mining requirements in various domains like medicine, 

finance, social network analysis etc. Clustering is one of the most 

common important methods for knowledge extraction from large 

volumes of data. Mining on data in domains like medicine, finance and 

social network does compromise the privacy of the individual and often 

leaks sensitive information. The leak of sensitive data can be direct or 

through inference. Many methods have been proposed in literature for 

privacy preservation during data mining. This work studies those 

methods and identifies the weakness in those solutions when applied for 

big data analytics. 

 

 

I.  INTRODUCTION 

Rapid adoption of digitization has increased the 

volume of data accumulated in enterprises. These 

data has wealth of knowledge hidden in it and it can 

be analyzed to extract patterns related to customer 

behavior, customer interests etc.  The extracted 

knowledge can be used for target specific marketing, 

advertisements, product design etc.  Prediction, 

forecasting and recommendation are typical tools in 

data analytics applications. Some of the examples 

data analytics applications listed below 

Social Network - Friends suggestions and new feed 

suggestion in Social Networking sites like Facebook.  

E-commerce - Product are recommended in 

ecommerce sites like Amazon, Flipkart.  

Business - Data analytics is used for many strategic 

decisions in areas of customer retention, customer 

satisfaction in companies like CoCo-Cola.  

Travel - Based on history of user movement hotels 

and travels plans are recommended bysites like 

Makemytrip. 

These data collected by enterprises has many private 

and sensitive data which could comprise the privacy 

and security of the people involved.  Leakage of 

gender, medications, user movement information, 

demographic information, caste, religion 

associations etc compromises user privacy and 

attackers can use this information for malicious 

purposes.  The most common privacy threats in data 

analytics are listed below 

Monitoring of transactions. 

Private information leakage.  
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Hidden pattern inference. 

Abuse. 

Privacy preserving data mining has gained 

increasing attention by researchers. Many privacy 

preserving techniques have been proposed in 

literatures to protect against privacy threats. The 

existing techniques for privacy preservation can be 

grouped in following categories 

Anonymization. 

Randomization. 

Cryptographic techniques. 

Diversification. 

Aggregation. 

The privacy preserving data mining methods 

proposed in this category lacks certain properties 

related to scale of operations when applied to big 

data environment. There has been many surveys on 

privacy preserving data mining techniques but not 

much work has been done for the privacy preserving 

clustering in big data environments for case of both 

stored and streaming data. With increased 

application on big data analytics in many enterprise, 

this study becomes important. This motivates us to 

study the existing solutions on privacy preserving 

data mining related to clustering and suitability of 

big data environment. This study identifies the open 

issues and documents it for further research on 

solution design.  

 The number of attacks has been rampant in 

last few years. Some of the major data breaches 

occurred and leakage data statistics in recent years 

([20] Identity Theft Resource Center) is given 

below: 

 

 

Figure 1: Comparision of data breaches reported in 2018 and 2019 across different sectors 

 

The figure 1 clearly shows there is an approximately 

17% rise in reported data breaches in 2019 compared 

to 2018. While the breaches in government/military 

and Banking/credit/finance data has reduced, the 

other sectors have seen rise in data breaches among 

them medical/healthcare data breaches have the 

maximum increase. 

Moving forward in the development of smart cities, 

IoT technology plays a major role. There is a need 

for considering privacy protection as a major criteria 

in development of IoT solutions. The Figure 2 shows 

Eclipse IoT developers survey [21]. Security, 

Connectivity, data collection and analysis, 

performance, privacy, integration with hardware,  

standards, and return on investment are the concerns 

for IoT developers. This survey shows that concern 

towards privacy has increased to 18% in 2019 as 

compared to 11% in 2018. It is still unfortunate to 
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note that concern towards privacy is at fourth 

position among IoT developers. There is need 

among the developers to prioritize privacy protection 

as a major concern. The developers must build 

solutions that provides and protects privacy of users. 

Figure 2: Survey of top concerns for developing IoT solutions 

 

Policymakers have a significant part to play in this. 

Organizations that have been infringed need 

incentives and/or safeguards that allow them to share 

more information about infringements without fear 

of complicating legal and regulatory proceedings. 

Likewise, policymakers and regulators should 

continue to develop framework/systems at all levels 

to promote best practices in data collection, usage, 

storage, destruction, and overall cyber security. 

The customer usually asks for convenience over a 

more secure process. This creates an environment 

where bad actors have less obstacles to achieving 

their goals. Consumers must choose if the added 

ease of quicker access outweighs the increased 

security offered by additional measures. The 

consumers must understand that for the 

organizations we work with, to demand better 

security and privacy is not an unusual proposition. 

II.  Survey 

A. Privacy Footing and Techniques 

“The definition of privacy is an individual‟s right to 

control access to her/his personal data, such as 

identifying information, bio-specimen and so on” 

[1]. The main goal is to provide readers with an 

opportunity to consider what has been achieved 

(mathematical concepts, algorithms, frameworks, 

and proposed solutions), what needs to be tackled, 

and the challenges facing privacy protection. For the 

sake of handiness, we summarize the progress in the 

domain of privacy preserving clustering in Table I. 

 

Table 1: Summary of research literature 

Ref. 

No. 

Advantages Problems  

[2] Customizable 

privacy protection, 

considered both 

historical and future 

data in form of data 

streams. 

Works only on data 

types with 

discretized values 

and fails for 

continuous values. 

[3] Due to use of 

Homomorphic 

encryption, the 

operations needed 

for clustering like 

distance 

Time complexity is 

high for applicability 

in big data 

environment. 
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computation etc is 

not affected.  

[4] Locality sensitive 

hashing on 

encrypted data for 

grouping similar 

objects. 

Clustering can be 

done only on a 

particular data 

attribute. 

[5] Data masking and 

concealment is 

done in 

proportional to the 

sensitivity level. 

Order preserving 

property is violated 

so cannot be used 

for clustering. 

[6] Differential privacy 

preservation. 

Time complexity is 

high for big data. 

[7] Model protection 

using a multivariate 

polynomial 

approach. 

Not applicable for 

clustering models 

[8] Long Short Term 

Memory (LSTM) 

Encoder Decoder 

ensures strong 

privacy. 

Computational 

complexity grows 

exponentially for big 

data 

[9] Encoder/decoder 

system for privacy 

preservation in 

videos. 

Concept must be 

extended for textual 

data. 

[10] The idea of human 

interaction in 

process of 

anonymization is 

found to yield 

better results. 

The approach cannot 

be applied in same 

manner in big data 

environment. 

[11] User can configure 

the best assembly 

for anonymization 

with a goal of 

reducing 

information loss. 

The approach cannot 

be applied in same 

manner in big data 

environment. 

[12] Sharp tradeoffs 

between privacy 

protection and 

estimation rates for 

statistical models. 

Not applicable for 

clustering models. 

[13] Hybrid approach 

that combines Top–

Down 

Specialization 

Locality sensitivity 

is lost. 

(TDS) and Bottom–

Up Generalization 

(BUG). 

[14] Top-down 

specialization 

(TDS) approach for 

big data based 

anonymization. 

Lacks control on 

level of 

anonymization. 

[15] Efficient topic-

based clustering of 

encrypted 

unstructured big 

data. 

Only works for 

certain encryption 

methods. 

[16]  Cryptography free 

and based on 

multiparty additive 

scheme. 

Works only for 

multi-party 

horizontal portioned 

data. 

[17] Able to cluster the 

user‟s data into 

correct clusters 

without knowing 

any useful 

information about 

the model and user 

data.  

The major limitation 

is this solution is 

that its model cannot 

be retrained with 

new data due to 

which accuracy over 

a period drops. 

[18] Nearest similarity 

based clustering 

(NSB) with 

Bottom-up 

generalization 

based on sensitivity 

measure. 

The sensitivity 

measure is specific 

to dataset. 

 

B. Government of India Perspective towards 

Data Privacy 

 The right to privacy has been recognized as a 

fundamental right emerging primarily from Article 

21 of the Constitution of India. To make this 

fundamental right effective, it is the State's 

responsibility to create a data protection system that 

serves the common good. The data protection system 

should defend citizens from dangers to personal 

privacy that originates from state and non-state 

actors. It is this understanding of the state„s duty that 

government of India in December 2017 constituted 

an expert committee. The objective of the committee 

was to study and find key data protection issues and 
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mention techniques to address them. A white paper 

was released by expert committee for public 

consultation. The Government of India has come up 

with Personal Data Protection Bill in the year 2019. 

This PDP bill after getting passed in Indian 

parliament will be enacted as PDP Act. This PDP 

Act would regulate how data of the country‟s citizen 

is captured, stored, analyzed and transferred.  

 Prominent points of the PDP Bill includes 

the formation of a data protection authority, 

necessitates technology companies to obtain explicit 

permission for use of personal data and allowing 

citizens more rights over their personal data [19]. It 

enables the central government to immune 

government agencies from the bill‟s requirements 

“in the interest of sovereignty and integrity of 

India”. Under the bill, intermediaries on social 

media would be needed to provide users with an 

opportunity to verify their identity. Additionally, it 

provides both the right to data expurgation and the 

right to be forgotten, regulates research on data, and 

deeply regulates biometrics. The bill also describes 

penalties and remedies for violation or 

noncompliance of policy guidelines. 

 The bill clearly defines personal data and 

sensitive personal data with varied level of 

protection guidelines for them. The PDP bill clearly 

distinguishes grounds for processing of personal 

data, from grounds for processing sensitive personal 

data. The difference in policy guidelines between 

personal data and sensitive personal data extends for 

data storage limitation, restrictions on cross-border 

transfer of data, condition on cross-border transfer of 

data. The other categories of data defined under the 

PDP bill are financial data, biometric data, genetic 

data, and health data. The PDP bill mandates privacy 

of personal data is protected throughout processing 

from the point of collection of data to the point of 

deletion. Also it provisions legitimate business goals 

including any creativity, are met without violating 

the values of privacy. 

 As more and more countries are realizing the 

importance of data privacy the companies are 

becoming transparent and are changing their data 

privacy policy to comply with prevailing law of the 

land in specific and also in general globally. Twitter 

has a new global privacy policy that comes into 

effect from 1
st
 January 2020. In this policy twitter 

has made users aware of their data being collected 

and the use of collected data. Also the user can have 

control over both. This has empowered the users to 

make correct choice about the data that the end users 

share on the platform. 

III.  Issues 

 The open issues in the existing solutions, 

according to the referred literature for privacy 

preserving clustering in big data environment are 

listed below. 

Lack of models for automatic security level 

calculation.   

Deep learning models for privacy 

preservation have not been explored for 

clustering.   

Interactive privacy preservation with 

integration of human knowledge is not 

explored for big data environment 

 

IV. Discussion on Issues 

 Issue 1: In approaches like [2], the 

sensitivity of the data is decided by the user. But in 

big data environment with multi attribute dataset 

especially for data generated by IOT devices, there 

should be automatic methods to calculate the 

sensitivity of the data based on its attribute 

distribution and statistical properties. This area is not 

much explored.   

 Issue 2: Deep learning-based encoder/ 

decoders have become a recent trend for data 

obfuscation or transformation. These methods 

perform best against attacks but the problem in these 

approaches is time complexity. Low complexity 

encoders with order preserving property will help for 

efficient clustering in big data environment. 

 Issue 3: Interactive privacy preservation is 

proved to achieve better anonymization in literature. 



 

May – June 2020 

ISSN: 0193-4120 Page No. 217 - 223 

 
 

222 

 
Published by: The Mattingley Publishing Co., Inc. 

But the current approaches are not scalable for big 

data environments. Integration of rule based or 

expert system-based reasoning for interactive 

privacy preservation will be efficient for 

anonymization of large volume of datasets. 

V. Conclusion 

 The paper summarizes the current works in 

privacy preserved clustering in big data 

environment. The existing solutions have been 

detailed and the problems in each solution are 

documented. The open areas for further search are 

listed with discussion on the issue. Also the paper 

summarizes the Government of India, personal data 

protection bill guidelines. The paper emphasizes that 

there is a need for all the stake holders‟ such as 

developers, Policymakers and consumers 

commitment towards privacy protection. Further 

work will be on design on efficient solutions to 

address the identified open issues.  
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