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Abstract 

This research paper provides an overview of the current state of logs analysis in IT 

systems. Initial part covers some fundamental theory and summarises basic goals and 

techniques about system logs. The current software systems have been drastically 

evolving which are increasing in scale and complexity of software systems, that leads 

to a flood of logs. The traditional manual log inspection and analysis became 

impractical and almost impossible. As logs are unstructured in nature, the first 

important step is to parse the text log messages into structured and meaningful data for 

further processing and analysis. Correlation of diverse data and uncovering patterns 

and relationships in the data is a backbone of Artificial intelligence for IT operations 

(AIOps) field.  

In this research paper, we present a comprehensive evaluation study on log events and 

discovering best association rules in logs to better understand and get more insight of 

logs events. More specifically, we evaluate more than a hundred log events spanning 

across distributed IT systems, hosts, customised services and application servers. We 

report the pattern discovery results in terms of association rules which gives practical 

importance when investigating and troubleshoot system issues. 
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1. INTRODUCTION  

Logs are very important and play a crucial role 

in the software development and operations 

area. It is a standard practice to write detailed 

system runtime information into log files 

which allows developers and system 

administrators to understand the system 

behaviours and investigate problems.   

1.1. Logs  

Log file keeps recording the events that occur 

in OS and different system application(s). 

Logging is the act of keeping a log (record). In 

short, messages are written to a single log file 

which may consist of many events [1].  

1.2. Common Types of logs [1]  

1. Application logs: Developers have good 

control over Application logs. It can 

contain all types of events, error messages, 

warnings written by the application. 

2. Web and application server logs: This 

log file record the activity of the client and 

all HTTP requests (called hits) made by 

web browsers.  

3. Garbage collector logs: The garbage 

collector logs provide information about 

garbage collector activities. 

4. System logs: Operating system writes 

specific events to System logs. These logs 

are also a right place to get details of 

external events. 

1.3. Logging Levels[1] 
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1. FATAL - It indicates a critical service 

failure.  

2. ERROR - It represents a disruption in a 

request or the ability to service a request.  

3. WARN - It shows a non-critical service 

error.  

4. INFO - It represents the state of the 

service.  

5. DEBUG - It conveys extra information 

regarding life-cycle events.  

6. TRACE - It is directly associated with 

activity that corresponds to requests.  

2. RELATED WORKS  

2.1 Log Mining  

This paragraph summarizes the desired 

meaningful information which can get from the 

log files and where it can be applicable.  

● General statistics (like average or max 

values, mean, deviations) which is useful 

for setting hardware requirements and 

accounting purposes.   

● Program or system warnings (e.g. power or 

hardware failure, low memory, disk or 

CPU utilization) which helps in system 

maintenance or administration.  

● Security related warnings can be leveraged 

for security testing / audits.  

● Validation of program runs are helpful in 

software testing.  

● Time related characteristics can be used for 

software profiling and benchmarking.  

● Patterns and trends are getting applied for 

different data mining purposes.   

● Behavioural trends used to determine 

performance and reliability   

2.2 Association Rule used for Web 

Mining  

In Website usage mining several data mining 

techniques are used. Association rules are used 

to discover the pages which are visited 

together even if they are not directly 

connected. It reveals associations between 

groups of users with specific interest or need. 

Using this insight, the trends of the activity of 

the users can be determined and predictions to 

the next visited pages can be calculated. [3]  

2.3 Log Pattern Mining  

In the log event files, many useful associations or 

patterns can be discovered using different data 

mining techniques, as described below and shown 

in Figure 1.  

 

Figure 1: Pattern Mining in text log file 

2.3.1 Association Rule:  

It is used to predict the correlation of items 

where the presence of one set of items in a 

transaction or event implies the presence of 

other items.  

2.3.2 Path Analysis:  

Graph models are used for Path Analysis, which 

represents data in nodes and relationships format.   

2.3.3 Sequential Patterns:   

The sequence of items or events occurring in 

transaction has a particular order between the 

items or the events.  
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2.3.4 Clusters and Classification rule: 

This technique groups profiles of items or objects 

with similar characteristics. This discovers the 

relationships.  

3. PROBLEM:  

DevOps or system administrators need to 

closely monitor various IT systems, 

application stacks and infrastructure. They 

have to go through all different systems, 

applications and database logs, to investigate 

and resolve all kinds of system issues like 

performance degradation or outages. Manually 

checking all logs is a very difficult and critical 

task. Also, it’s not possible to correlate the log 

events to understand the cause of system 

problems. A logging is an essential part of 

application support. By nature, logs are in 

unstructured text format. Most of the time 

developers simply use printf statements and 

concatenate strings to generate log messages. 

This logging has some drawbacks, it needs to 

parse the text message first to do log analysis, 

which is very complicated and expensive 

work. Collecting and combining through log 

data to identify a system issue is equivalent to 

searching for a needle in a haystack. In this 

case, someone may use a magnet to find that 

needle, likewise IT teams also need an easy 

way to search log files, correlate and interpret 

the log events. In this research, we are 

focusing on analysing IT computing system 

logs and finding the association (pattern) 

between different log events and their impacts 

on the system. 

4. EXPERIMENTAL SETUP:  

For this research work, we shall consider a 

sample set of 108 log events that have 

generated from different live hosts and 

services. Each log has a specific list of events. 

Here we have demonstrated the 

implementation of Apriori algorithm for 

association rule mining using a tool.   

4.1 Dataset Insight  

Hosts (Servers) - Collected sample sets of 

logs which are generated from 108 hosts 

(servers), out of that 32 hosts are distinct, 

shown in Figure 2. If we consider it as graph, 

X-axis represents different hosts whereas Y-

axis represents number of instances.  

 

Figure 2: Hosts - From were log events generates 

Services: There are distinct 10 different 

customized developed services which have 

generated these logs from different hosts 

(servers), shown in Figure 3. X-axis 

represents different customized services 

whereas Y-axis represents a number of 

instances in log data.  

 

Figure 3: Services - who generates log events 

Log Event: Collected 108 log data events as a 

sample set which are considered for this 

research experiment and out of that 32 are 

distinct events. As shown in Figure 4, X-axis 

represents different log events whereas Y-axis 

represents a number of instances in log data.  



 

March - April 2020 
ISSN: 0193-4120 Page No. 10544 - 10550 

    

 

10547 Published by: The Mattingley Publishing Co., Inc. 

 

Figure 4: Events -which generated in log files 

Status: Based on host, service and event, 

developers have given some labels to these 

events like error, debug, info, notice and warn. 

As shown in Figure 5, X-axis represents 

statuses whereas Y-axis represents a number 

of instances in log data.  

 

Figure 5: Status - Impact of log events on system 

4.2. Log Parsing:  

As an example, illustrated in Table 1, each 

system log event from sample dataset is 

printed by an application logging and records 

system events with its message header and 

content. The message header is generated by 

the logging framework therefore it can be 

easily extracted, such as date, service name, 

environment type, hostname, event (message) 

content and verbosity level (e.g., 

ERROR/INFO/DEBUG). [2]  

Table 1: An Illustrative example of Log 

Parsing 

date  2020-02-06T12:03:08.267Z  

service  cont-link  

env  prod  

Host  app1.web.abc.com  

event   
executing query: 

ROLLBACK  

status  debug  

       

5.  ASSOCIATION RULE MINING   

Association (pattern) Mining is the most 

important data mining technique. Extracting 

association rules is the core fundamental of 

data mining [5]. The benefits of association 

rules are detecting and discovering unknown 

relationships or patterns, producing results 

based on decision making and prediction can 

be performed [5]. The discovery of association 

rules is divided into two phases [7] [8] - 

detection of the frequent itemset and generation 

of association rules. To find patterns 

(sequence) in the log events data, we focus on 

implementing below important association rule 

mining algorithms for the research experiment. 

[6]   

Algorithms [10]:  

There are four main important association rule 

algorithms. Out of that we will be focusing on 

Apriori algorithm 1. Apriori Algorithm:   

2. FilteredAssociator algorithm  

3. Predictive apriori algorithm  

4. Tertius algorithm   

Measures:   

Support- It measures how often rules occur in the 

database. Formula to calculate support [4].  

 Number of occurrences {x, y}   

 Support =     

 Total Transaction in DB  

Confidence - Support measures how often the 

rules occur in the database while confidence 
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measures the strength of the rules. Formula to 

calculate confidence [4]:  

 Total occurrence for item X and Y  

 Confidence =    

Total occurrence for item X  

6. EXPERIMENTS   

As shown in Figure 6, we implemented the 

Apriori association rule algorithm and found 

the best 20 association rules with 

Support=50% and confidence=50%. Below 

are the parameters, values and their 

description which has been applied during 

algorithm implementation.  N = 20  

=>Number of rules as an output 

T =0   =>Rank rules 

C= 0.5  =>Score of rule 

D= 0.05  =>Delta for minimum support 

U = 1.0  =>Upper bound for minimum support 

M = 0.1  =>lower bound for minimum support 

S = -1.0  =>significance levelc = -1 =>Class 

index 

 

Figure 6: Implementation of Apriori algorithm on log event data 

After implementation of apriori algorithm and 

pattern discovery, we compared the generated 

rules and their occurrences as shown in Graph 

1. We can observe that infrequent log events 

have been excluded by algorithm and gives 

only matching association rules as per given 

thresholds of support and confidence 

variables.   

 

Graph 1: Rules and occurrences 
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7. RESULTS AND CONCLUSION 

The main objective of this research paper is 

mining association (pattern) rules in log 

events. From the experiment and observation, 

we could solve the problem of manual log 

monitoring and manually finding the patterns 

in log events to understand the relationships in 

various events. Based on the experiment and 

results of association rules, we could 

understand the relationships and association 

between different log events (messages). It 

also provides more insights into how each 

host, services and events are correlated with 

each other and how it generates status results. 

This research work can be further enhanced by 

implementing more association rules 

algorithms, statistical measures and comparing 

with different algorithms on different 

parameters.  Below is some conclusion which 

drawn from the experiment and results:  

1. Rule 1:  There is an association between 

status and service attributes, when status is 

info and service is luigid. Apriori 

algorithm found 25 matching instances.   

2. Rule 2-6: Result shows, there are 15 

matching instances, where service:luigid  

trigger event:’Removing task - 

UploadAuditResultToS3’ which results into 

status:error.  

3. Rule 7-11: It interprets from matching 13 

instance that event:’HTTP 200 GET 

/api/add_task’ get generated from 

service:luigid which has status:info. 

4. Rule 12-13: There are 11 matching 

instances which represent association of 

service:brain-link and host:app2.web.In 

other words, brain-link service is hosted on 

app2.web server. 

5. Rule  14-15 : We can interpret that debug 

(status) mode has enabled on host 

app2.web, as there are 11 matching 

instances which generate this association 

rule.  

6. Rule 16-17: There are matching 11 

instances which represents,  a 

service:luigid is hosted on host:app-

0eb36cd6 and it triggers event: ‘Removing 

task -  

UploadFileToS3__data_audits’. 

7. Rule 18-19:  Service brain-link has debug 

mode enabled as there are 11 instances.  

8. Rule 20 : When there is an 

event:’Removing task - 

UploadFileToS3__data_audits’ generated 

it triggers status:error , we have 11 

matching instances.    
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