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Abstract

SQL Injection Attacks (SQLIAS) are playing a significant role in database driven sites due
to its automatic nature. Previously, many works had been carried out to reduce this SQLIAs
at the application side but, they result in failure in many ways. Many techniques were tended
to minimize the usage of less number of support vectors. In this paper, the proposed

methodology will be fully concentrate on minimizing the dataset points and that leads to
improvement of SVM classification. The main idea is to calculate the approximate rate of
decision boundary rate of decision boundary of SVM by the assistance of binary trees. The
finally obtained tree is considered as the hybrid tree that will helps to sense both of theuni-
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variant and multi-variant nodes. The hybrid tree takes SVM's assistance just in ordering
significant information focuses lying close choice limit, staying less urgent datapoints are
grouped by quick uni-variant nodes.
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I. INTRODUCTION

The evolution of big data leads to massive
development in Relational Database Management
Systems (RDBMS) because of its enlarged storage
nature. Various companies and institutions are
using these databases due to its security[1]. If the
data misusage or data loss happens, it will not only
affect the organizations but also the customers. To
reduce the data loss issues many companies opted
RDBMS due to its efficiency in storage and security
from malicious attacks [2].1f a security framework
should be effective, it has to protect the database
from all intrusions technically it is named as
Intrusion Detection Systems (IDS). These IDS
initially find the availability of intrusions and tries to
neglect it by generating any data-integrity report
towards the users. Still now there are more research
are going on under IDS. Basically IDS is divided
into network based & host-based which can find the
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malicious activity at all types of databases[3].
Malicious attacks explicitly coordinated to the
database are probably going to be undetectable at
the system and working systems level and along
these lines, imperceptible to the finders on that level.
Along these lines, organize based and host-based
IDS's are rendered futile notwithstanding database-
explicit attacks. In accordance with this, irregularity
based IDS utilizing information  mining
methodologies are increasing increasingly more
consideration in the field of database abnormality
detection in light of their high intrusion detection
exactness, effectiveness, and mechanization
highlights [4].Many research works had done in the
area of SQL queries to extract the abnormalities of
the detected anomalies, But they are not considered
due to the limitation of SQL syntax. When the usage
of internet is more, the attacks also increases rapidly
that will further makes huge risk among the users[5].
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This attacks can be done by various injection ways,
enhancing the query, Data rehabilitation and hence it
leads to drastic report among the unauthorized
users[6]. The researchers had undergone survey and
found that around 92% of real time applications are
running in web affected by some types of attacks[7]

Support Vector Machines are the best classification
method for supervised machine learning that will
solve the regression problems. SVMs are motivated
by statistical Learning Theory(SLT)&Bayesian
Arguments (BA). The basic terminology of SVM is
as follows. Initially it will discover the optimal point
by splitting the +ve and —ve cases of hyperplane.
The definition of optimal hyperplane is obtained by
the related hyperplane. The applications of SVM re
handwritten classification, face identification, iris
recognition, particle splitting etc..,[8]. Among other
classification techniques the support vector machine
is best due to its low computational cost and
reducing training set during multivariate data points.
The complexity is very less in SVM [9]. If the
amount of data point are large that will make drastic
change upon the classification process at both the
testing and training phase.

In the database there are 2 important types of
intrusion attack. First one is the malicious users
directly try to access the database by hacking the
username & password by any structures Query
Language (SQL). Second one is by indirectly
accessing the database by picking up the SQL
syntax. This second case is totally depend upon the
input rated values and hence it is named as “SQL
injection attack” (SQILA). While deeply analyzing
both types the first type of malicious attack is due to
the divergent behavior of the user whereas the
second type is due to the upcoming queries at any
application. mHealth applications are thusly
characterized as programming programs that give
wellbeing related administrations through cell
phones and tablets. mHealth is a developing field
which can possibly make medicinal services experts
progressively  effective, increment  tolerant
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fulfillment and decrease the social insurance cost.
The general idea of mHealth incorporates
therapeutic applications. There are a few sorts of
medicinal applications, some are utilizing outside
gadgets, for example, therapeutic sensors, and some
applications are utilizing cell phone assets, for
example, the camera for the handling of the patient.
Now a days the healthcare apps are emerging due to
its better relationship between the patient and doctor
through their headset. Doctors give the proper
medications and suggestions to them for their better
improvement in health. The knowledge of these
apps are improving day by day and that makes more
relational content by giving the solution for various
questions. They are termed as the functional
demand. There are unfunctonal demand also
included and that is over to all ages of people. But
the thing is these apps also undergoing many
insecurity issues with various risk among user level.
Sometimes, the issues cannot be solve by the user
itsels due to its complicaitons. While programming
this apps the user built it with sensing circuits,
medical equipment & evaluation metrics. It has to be
noted that all these equipment will undergo with
some security issues and create the attacks. To
reduce this security issues the equipment has to be
built with more security aspect in the application
case of operating system with some inter or intra
process communication and android permission
scape.

Some of the categories of SQL injection are
discussed here:

String SQL Injection —It is also known as
AND/OR attack. Initially, the SQL tokens are taken
as input and tries to evaluate the obtain expression is
true or false. The key point of the expression is if the
statement is true for one row it will automatically
create the strings for all other rows and hence
everything in the database will be affected.

Numeric SQL Injection — This is same as that of
string SQL injection. But here, the numbers are
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playing an important role. So the input query will be
number for checking the expression

Remarks Attack - This sort of attack exploits the
SQL to inline remarking permitted - the malicious
code as well as remarks anything comes after the "'- -
" in the WHERE statement. The fact is that
everything after the remark characters will be
overlooked. Remarks Attack can be joined with
either String or Numeric SQL Injection so it
executes as a repetition which consistently assesses
to a genuine statement

Blind SQL Injection - In this kind of attack,
valuable data for abusing the backend database is
gathered by deriving from the answers of the page
subsequent to scrutinizing the server some
obvious/false questions. It is fundamentally the same
as a typical SQL Injection Still, as attacker
endeavors to misuse an application, as opposed to
getting a helpful mistake message; they get a
conventional page determined by the designer. This
makes abusing a potential SQL Injection attack
increasingly troublesome yet not feasible. An
attacker can in any case gain admittance to delicate
information by soliciting an arrangement from True
and False inquiries through SQL statements.

Timing Attacks - An attacker gathers data by
watching the reaction time (conduct) of the
database. Here the primary concern is to watch the
reaction time that will assist the attacker with
deciding astutely on the fitting injection approach.

Normally, the SQL attacks are denoted by the
special case of language in various applications that
will further form the queries in meaningful manner.
Sometimes it will be even harmful for many
applications due to abnormal query and that is
named as injection attack. This can be explain
between users and attack case whereas the users can
develop the query either validate or invalidated
which can further elevate the coding based machine
learning process. For an attack to be happen in the
network the affected website had to be check with
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proper SQL statement. Further, the user has to
supply the payload activities at the server with
application level.

Inside the database there are list of injections are
available as follows,

. Tautology-based SQL Injection

. Piggy-backed Queries/Statement Injection
. Union Query

. Illegal/Logically Incorrect Queries

. Inference

. Stored Procedure Injection

Under the tautology attacks “OR” operator is used
with condition based and checks for “true” or
“false” statement for each authentication. While the
process is going on “WHERE” clause is used at each
query which helps to transform the original
statement at all rows and columns. Finally, ’OR’
clause came to arise and produce the operands
which makes the condition so difficult.

The problem in classification of query can be two
way method by separating the unique classes and its
functions. The final goal of this classification is to
achieve the generalized task. There are many
possible ways are available to split the information
with application of margin ended by extending the
distance to the maximized data point of each
attribute. This is named as hyper plane division
based classification intruded with boundaries.

II.LITERATURE SURVEY

Sherykhkanloo et al., [12] proposed a novel
approach  based on combination Artificial
Intelligence (Al) & Neural Network system (NNs
for finding the type of SQL injection in database.
This is basically done by using 3 elements namely,
URL generator, classifier and neural network model.
Among these elements the classifiers & generator
enhance the detection of malicious activities by the
steps such as testing, validating & training under
neural network.

Wang ET. al., [13] suggested a susceptibility

detection method using PHP based application SQL
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by injection analysis techniques. This performance
ius done with elaborated analysis of singly injection
with the case of flowchart and programmable based
on structure with stable and unstable conditions.
This suggestion method is further compared with
lexical feature comparison.

Bujaet. al., in [14] proposed a method for to
elaborate the susceptibility of attacks in web. This
proposed method mainly follows the detection
module by evaluating the statement using Boyer
Moore string matching method. Here, the matching
process is done by 4 panels namely, crawler panel,
parameter panel, exploration panes and solution
giving panel.

Bockerman et al.,[15] dealed with kernel based tree
classification method to explore the reality of SQL
syntax. They ended with the advantage with
exhibiting the machine learning thechniques.

Osunaet al., [16] suggested some methods to
minimize the usage of support vector machine
during learning process. This minimization can be
achieved by using regression method and
discriminant approach with optimization concept.

Downs et al.., [17] executed a methodology to
neglect the support vector by replacing the
linearization and decision concept.

Elshazly et al.,[18] analyzed by using HTML scripts
in real-time application by evolving the PHP and
ASP components

Bertino et al. [19] enchanted many applications with
dataset by extending the reputed queries by
evaluation the recursive rules along with derivations
of association rules.

Kemalis et al.,[20] extended Structural Query
Language Intrusion detection system (SQL-IDS) on
abnormal queries which then aggregated with
execution and evaluation time. This method is
further applicable to build the profiled description of
many types of attacks.
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Liu et al. [21] constructed probability model named
as SQLProb which unstably purifies the input with
paired manner and then compare with its tree
structure for high efficiency and accuracy.

Zhang et al. [22] evaluated transcriptional structure
query language method by perpetuating the
duplication of database with Lightweight Dictionary
Access Protocol (LDAP) form. Hence the input
queries are confronted into LDAP system and then
evaluate with starts SQL statement. This method is
not suitable for all injection attacks due to its
duplication manner and hence ended up with failure.

Low et al. [23] suggested a method by using
fingerprint. Initially, the fingerprints are extracted
from authorized user and it has to be match during
the further proceedings. This method is normal to
user and makes many useful possibilities in various
applications.

Wei et al. [24] enchanted a novel method for
protecting SQLIA at storing area. This novel method
made perfect analysis at static level and validate the
real-time coding error.

Kim and Lee [25] recommended a data mining
techniques with tree based structure. This tree has to
be apply on internal query and make to protect the
server with the perseverance of accessing
techniques.

Boyd et al.,[26] presented SQLR model with key
based code structure. This method is applicable to
the proxy server and then randomly generate the
key. This method is perfect for various database till
the key is revealed to the attackers.

Vigna et al. [27] recommended the combination of
HTTP proxy server & intrusion detector at
application level to minimize the complexity issues.

Le et al. [28] planned Double Guard dependent on a
comparative methodology comprising of an IDS at
the web server as well as an additional at the back-
end database
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Pinzon et al. [29] proposed idMAS-SQL, a
progressive multi-specialist framework checking at
different layers. These methodologies yield better
exactness at the expense of higher handling
overhead, and are hard to send, train and keep up.

Inyong Lee et. al.[30] exhibited that SQL injection
or SQL insertion attack is a code injection procedure
that endeavors a security vulnerability happening in
the database layer of an application and an
administration. This is frequently found inside
website pages with dynamic substance. This paper
proposes a basic and powerful detection strategy for
SQL injection attacks. The technique expels the
estimation of a SQL query quality of site pages
when parameters are submitted and after that
contrasts it and a foreordained one. This technique
uses joined static and dynamic investigation. The
examinations demonstrate that the proposed
technique is exceptionally compelling and
straightforward than some other strategies. [30]

A method named as AMNESIA (Analysis and
Monitoring of NEutrilization SQL Injection Attacks)
[31] is used for detecting the query and protect it by
continuously giving notification on it. This method
is best for protecting illegal queries.

In SQLrand [32]
watchwords engineers

rather than ordinary SQL
make queries utilizing
randomized directions. In this methodology an
intermediary channel captures queries to the
database and de-randomizes the catchphrases. By
utilizing the randomized guidance set, attacker's
infused code couldn't have been developed. As it
utilizes a mystery key to adjust directions, security
of the methodology is reliant on attacker capacity to
hold onto the key. It requires the mix of an
intermediary for the database in the framework as
equivalent to engineer preparing.

Ivan Ristic et al., [33] used signature attack
detection by enhancing the complemented
parameters. This will be exhibiting related to postal
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process in the website. The limitation of this process
IS more complex.

Problem identification:

o During the perusal of string method it may
result in structuration SQL model which makes the
entire database to be unprogressive in nature.

o At the time of having legal queries to
produce its duplication with the conditional phase
model it would result in violation.

In this paper, an individual idea is made using SVM-
BT (Support Vector Machine-Binary Tree) with the
target of classification to be incorporated on normal
and abnormal query. This is planned to be done by
using the learning concept at the mid-level.

I11.  PROPOSED METHODOLOGY

The proposed method is a hybrid approach to
embedding SVM in binary Tree (SVM-BT) for pre-
pruning the tree while carrying out the classification.
This resulting hybrid system is categorized as
embedded hybrid system where the technologies
participating are integrated in such a manner that
they appear to be inter-twined. The proposed model
is based on the traditional recursive partitioning
schemes, except that the leaf nodes created are
categorizers for Support Vector Machine instead of
nodes predicting a single class. Root node of the
decision tree is selected based on a chosen threshold
value of the continuous attribute. For this the
standard entropy minimization technique is used.
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Figure-1 System architecture of the proposed
model to classify the normal and abnormal
queries

3.1 SQL injection

Normally, the websites are addictable to various
SQL due to its black box nature with 3-tier
architecture. It is automatically built when HTTP
request is given with is perfect response. Sometimes
this request may given by the attackers for the illegal
purpose and tries to produce the abnormal query to
access the database illegally.

In this SQL injection static analysis is used to
maximize the detection and prevention of SQLIA
with remaking process. The aim of this method to be
apply here is to use the JAVA string base
computation library. This will eluded the user is
making the recursion by analyzing the proper format
of syntax or not.

3.2 Detection Method

In the anomaly detection method the normal
behavior of the users are stored in the database.
They may be their username, password, their
personal identification, their secret questions. Once
the user is trying to access the database these has to
check with their present attribute and hence the
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identification of authorized or unauthorized user is
done with the elucidation concept. At the time of
impersonation of the user the injection attack with
DDOS may happen in the application layer when
diffusing with other users which may have the
features as follows:

o From the server point of view the illegal
users prevalence is more than normal users.
o While analyzing the sequence of illegal and

legal users there should be some difference in the
sequential order of illegal user.

Here, query tree is an option to protect the database
from SQL injection attacks. This uses the regression
and post regression model with structure query
language statements. There are some of the
commands are given here. For debugging process:
’SET’ DEBUG _PRINT PLAN="0ON”

‘SET’CLIENT MIN MESSAGE="DEBUGI1”

and

These commands are tree minimized files that has to
be store in the post regression database. Whereas the
queries are informally evicted to the authorized
user.Now, the query is submitted and the training
process is about to start with its allocated level.
After the training process the classification will
happen by extracting the features of each query and
comparing with its tree surfaced model. When the
user elucidates the query and try to access the
information from the database the query is compared
with the trained dataset and noted as malicious or
not
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3.3 Classification Process

Assuming that the space region where the two
classes of samples are located in R, SVM-BT first
divides R into two sub-regions R1 and R2. Then, it
recursively divides each sub-region by repeating this
process until gets satisfied the stop condition. If the
stop condition is satisfied for sub-region then the
division of this area is completed. Accordingly a
decision node is generated.

With the size of the problem reduced, the algorithm
is eventually converging. Based on the key value the
node is identified in binary search tree also use
vector (K dimension) for counting the values in that
node. This Kind of vector class Totals [K] include
the counts for example, which one is key Value that
can be labeled with class k. Each node manage the
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pointer left and right for its child whether its left
child corresponds to < key Value, while its right
child corresponds to > key Value. To get the best
split point, every numerical attribute manages a head
pointer. If the attacker can change the SQL
command, then it can be execute with same
statement as the application user, While SQL serve
need to execute the SQL command which interact
with Operating system, then the process remains
same permissions will run as the component which
execute the command (e.g., database server,
application server, or Web server).

Training as well as testing data task is involved in
classification part which contains few data instances.
In training set, every instance has one “target value”
I.e. class labels as well as several “Attributes” i.e.
features. SVM-BT goal is to make a model that can
predict the target value instance in testing data
which can be given the attributes only.

Create the training set

. SQL Query string as input

. To create a model the training set is given
into the SVM-BT Train process

. Now we are prepared to make forecast made
by Classifier made in training process

. Using SVM-BT classifier Now we can
arrange the Model

. Through Labeled result it will give the
precision of our calculation.

. Repeat input the SQL query string to marked
yield till the right classification precision is

accomplished.
IV. PERFORMANCE ANALYSIS

The classification accuracy rate is measured by the
dataset in the proposed system. For instances, the
two classes having the classification dilemma
namely positive as well as negative, there are four
possibilities in single prediction. In classification
accuracy have true positive rate (TP) as well as true
negative rate (TN).A False Positive (FP) happens
when the result is incorrectly anticipated as positive
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when it is truly negative. A False Negative (FN)
happens when the result is mistakenly anticipated as
negative when it is really positive.

1. Accuracy — It is measured as total number
records which is correctly classified by the
classifier.

Accuracy = TP+ TN

TP+ TN+ FP + FN

2. Classification Error — Dataset which is
misclassified accurately from classified records.

3. True Positive Rate (TP): It is accurately
predicted by the classification model which is
number of positively predicted.

4. False Positive Rate (FP): It is accurately
predict the negative which is inaccurately predicted
by the classification model.

5. Precision -is retrievethe fraction of

instanceswhich is correlated.

TP

P . _ v
recision TP+ FP

6.Recall- is the fraction of correlated instances
which is
Retrieved.

TP

Recall = TP+ FN

ANnSQL.i attack which is classified mistakenly that is
false negative of legitimate content and the
legitimate content mistakenly classified is false
positive. In this model, false negative cost is better
than false positive cost. Certainly, The legitimate
request analyzing is wasting time which is more
acceptable when the malicious code is passing to the
Web application.

By using query tree and the SVM classification is
used to detect the user behavior in the proposed
system. The malicious user entered the query then
the user is malicious one the alert message is
transfer to the admin. Then the database will save
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for the data future purpose which is requested.
Based on timestamp the user is classified which one
Is malicious.

Table-1 Comparison table for existing and
proposed system

SVhiclassificatio Proposed
Parameters i -
Classification
Accuracy 835 0213
Precision 834 01
Recall 8153 20

Table-1 gives the comparison between existing
algorithm and proposed SVM classification. It
compares the accuracy, precision and recall values,
where proposed SVM classification algorithm gives
optimized values than existing algorithm.

J

Figure-2 Home page I

Figure-2 Home page

Figure-3 signup process
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Fig 3 and 4 indicates the signup process and its

successful registration under healthcare application
to access the particular dataset
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Fig 7 and 8 indicates the invalid accessing of
healthcare database system
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Fig 5 and 6 shows the prevention of malicious SQL
injection to access the dataset and it is efficiently
prevented by using our proposed technique

Figure 10 Banking dataset
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Fig 9 and 10 indicates the invalid access of banking Fig 13 and 14 indicates the invalid access of finance
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Performace for hybrid Tree based Svm

L
L]
i
B
L]
i gatidy Prevmas Eagan

Figure 18-Performanceinemployeesector

stadenzad

HHEEA &S

Figure-15,16,17,18 shows the performance of
proposed SVM classification in graphical form. It
gives the accuracy, precision and recall comparison
using SVM technique.

V. CONCLUSION

In this paper we have displayed a novel strategy to
forestall SQL injection attacks by an effective
classification plan to change over SQL inquiries into
their auxiliary structure and after that applying half
breed tree technique for each lawful query gathered
during typical use. At run-time, hash key for each
powerful query is produced in a similar way and
coordinated against the recently put away hash keys
to forestall SQL injection attacks. This methodology
limits the size of the authentic query storehouse and
encourages quick and productive looking at run-time
utilizing an essential list. Our trial results
demonstrate that this methodology can successfully
counteract a wide range of SQL injection attacks.
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