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Abstract: 

Many organizations have embarked on efforts to manage their 

organizational confidential information by implementing an 

Information Security Management System (ISMS). Due to 

organizational exposure to the information security threats, incidents, 

risks, and vulnerabilities, information security issues are still a major 

challenge and the effectiveness of ISMS has become a key concern. 

To improve the effectiveness of ISMS practices in organizations, 

several attempts have been made in the past to study the critical 

success factors of ISMS.  However, few studies have made attempts 

to focus on organizational factors, which are essential in ISMS that 

involve not only technical but also organizational issues. While 

organizational factors were given emphasis in the literature as factors 

that should be given attention in security practices, their empirical 

studies are still lacking. Specifically, little is known about how the 

factors from the findings of the literature such as information security 

policy, information technology competency, management 

commitment, information security awareness and information security 

standard compliance affect the effectiveness of the ISMS. The 

conceptual model was proposed and tested to employees who 

involved with ISMS implementation in Malaysian Public Sector. The 

data was assessed via Partial Least Squares Structural Equation 

Modelling (PLS-SEM). The results of the data analysis revealed that 

information security awareness and information security standard 

compliance had a significant effect on ISMS effectiveness. 

Keywords: Information Security Management System; Organizational 

Factors; ISMS; Success Factors; Public Sector 
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I. INTRODUCTION 

Due to rapid evolution of information, 

communication and technology (ICT), more and 

more information are being produced every day to 

assist organizations in their business operations, 

and thus, it has become valuable assets to 

organizations [1]. Furthermore, through advanced 

network such as Internet, more information is 

being shared between agencies, within an 

organization and even between countries. This 

intense sharing of information may expose to 

threats or risks through its contact with people, 

information technology, and processes. Thus,  

information needs to be protected; failing to 

protect these assets may lead to potential financial, 

legal, and reputational losses [1]–[5]. Protection of 

assets is called information security, which has 

become the main concern of organizations in 

today‘s competitive environment.  Information 

security is defined based on its three 

characteristics: confidentiality, integrity and 

availability [6]. To ensure the security of 

information, Information Security Management 

System (ISMS) has been implemented as a 

guideline to handle any issues regarding 

information security.  ISMS is a set of policies and 

procedures put in place by organizations to ensure 

that computer software, hardware resources and 

information assets are safeguarded and secured to 

be used [7], [8]. Its main objective is to ensure that 

all security measures address these three elements 

of information security and thus, helps to reduce 

the risks [7].  

II. RELATED WORK 

Many attempts have been made in previous 

studies to address critical success factors (CSFs) 

of ISMS implementation as a means to further 

enhance ISMS effectiveness. In the past, the 

security issues were mainly discussed from 

technical perspectives [9], [10] and the attention 

was therefore, given to technical solutions, which 

were proven to be insufficient [11]. Some studies 

suggested that security issues should also be 

viewed from organizational perspectives based on 

the fact that security problems arise from 

employees behavior and the attention should be 

focused on organizational factors [12], [13], [14]. 

The recent study by [15] provided findings from 

their comprehensive review on the holistic 

approach for ISMS that highlighted the 

information security management should be an 

integration and alignment of managerial and 

technical activities. The existing studies on 

information security practices tend to focus on 

weaknesses in technological assets such as 

hardware, software, and network, and less 

attention are given to organizational issues such as 

human, policies, culture and procedures. While 

focusing on technical issues such as software virus 

protection, and firewall are critical, ignoring 

security breaches that may be caused by the inside 

may have great impact to information security in 

organizations. Errors from human side were 

highlighted in many studies such as exposing their 

username and password to others, opening 

unknown emails and their attachments, 

downloading software from the Internet, and leave 

their computers unattended [14]. External and 

internal security threats may be caused by human 

negligence or sometimes by perpetrators such as 

hackers or employee misconduct [16]. Thus, 

understanding organizational factors as the 

complement to technical solutions may assist 

organizations to further enhance their ISMS 

effectiveness.   

While organizational factors were given 

emphasis in the literature as factors that should be 

given attention in security practices, their 

empirical studies are still lacking. Specifically, 

there is insufficient evidence on the factors such as 

information security policy, information 

technology competency, management 

commitment, information security awareness and 
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information security standard compliance impact 

ISMS effectiveness [2], [17]–[19]. The existing 

studies are mainly anecdotes and some are 

descriptive; they do not formally test which 

organizational factors actually affect the ISMS. 

Furthermore, these factors were not empirically 

tested in public sectors, which may result in a lack 

of validated guides for security practices in public 

sectors. This proposed research aspires to 

empirically study their effects on the effectiveness 

of ISMS in public sectors by focusing on 

Malaysian Public Sectors (MPS).  

In 2010, Malaysian Administrative 

Modernization Planning and Management Unit 

(MAMPU) has advised all agencies under the 

public sector to implement the ISMS and obtain 

the ISO/IEC 27001:2005 ISMS certification [20]. 

At present, the ISMS approach in the MPS is only 

implemented at Information Technology (IT) 

department and focuses on technical orientation 

tasks. To assist MPS in successful implementation 

of ISMS, this study aims to provide an 

understanding on the role of organizational factors 

and their significant effects to the ISMS initiatives. 

A. Organizational Factors 

Organizational factors have been argued by 

researchers as equally important as technological 

factors in the implementation of ISMS [21], [22]. 

Based on the findings of nine studies [2], [5], [12] 

[13], [17], [18], [19], [23], [24], organizational 

factors have been considered as one of the 

elements that affect employees' compliance with 

information security. These studies provide 

evidence that there is a consensus among experts 

that organizational factors play an important role 

that can lead to ISMS effectiveness. The 

conceptual model and hypotheses were developed 

by extracting the CSFs in existing studies to 

develop an understanding of the organizational 

factors [25]. 

B. Conceptual Model and Hypotheses 

The conceptual model with five (5) constructs 

as per Fig.1 is derived from the literature findings 

as well as 5 hypotheses on the relationship 

between the constructs in the model [25]. Besides, 

the study by [2], found these five (5) 

organizational factors were amongst the CSFs that 

significantly impact the implementation of ISMS 

in MPS environment. However, the researcher 

empirically tested the CSFs through semi-

structured interviews with experienced ISMS 

practitioners. The CSFs were validated by five (5) 

experts from the different agency who has three (3) 

to six (6) years of ISMS experience. The experts 

included one (1) Chief Information Technology 

Officer, two (2) Senior Information Technology 

Officer and two (2) Information Technology 

Officer. Therefore, this study refined and 

strengthened further by validating these five (5) 

factors that will be quantitatively tested through a 

large-scale survey in the MPS organizations. From 

the literature, five (5) hypotheses was formulated:  

H1:  Information Security Policy (ISP) 

significantly affects the effectiveness of 

ISMS 

H2:  Information Technology (IT) Competency 

(ITC) significantly affects the effectiveness 

of ISMS 

H3:  Management Commitment (MC) 

significantly affects the effectiveness of 

ISMS 

H4:  Information Security Awareness (ISA) 

significantly affects the effectiveness of 

ISMS 

H5:  Information Security Standard Compliance 

(ISC) significantly affects the effectiveness 

of ISMS 
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Fig. 1  Conceptual Model 

III. METHODOLOGY 

This study aims to examine how organizational 

factors affect the effectiveness of ISMS 

implementation. As this study involves the 

examination of the relationships of the constructs 

that are examined, and the results involve the test 

of hypotheses that produce statistical evidence, the 

quantitative approach is appropriate for this study. 

This study used the stratified random sampling 

method. A sample size from 800 population were 

selected randomly from the entire population of 

MPS. The population is personnel from different 

target group who involved with the ISMS 

implementation in MPS located in Putrajaya and 

Klang Valley. They are Chief Information Officer 

(CIO), ICT Security Officer (ICTSO), ISMS 

Steering Committee, ISMS Implementer 

Committee, ISMS Lead Team, ISMS Coordinator, 

ISMS Auditor and employees who involved with 

the ISMS implementation.  

Data for this study were collected by 

distributing questionnaire survey using Google 

Form to the target respondents via email and 

social media. The main part of the survey is the 

independent variables (IV - organizational factors) 

and dependent variable (DV – ISMS effectiveness) 

questionnaire that were measured using a five-

point Likert scale. By end of April 2018, 138 

questionnaire were used in the analysis (produced 

a response rate of 53.1 percent). 

IV. DATA ANALYSIS AND RESULTS 

Partial Lease Squares - Structured Equation 

Modelling (PLS-SEM) approach was employed in 

this study for the purpose of the measurement and 

structural model testing. The measurement model 

(outer) and the structural model (inner) are the two 

sub-models included in the SEM model [26]. All 

the data and findings gathered through quantitative 

methods were analysed using Smart PLS 3.  

A. Assessment of the Measurement Model 

The measurement model in PLS is assessed in 

terms of item reliability, internal consistency 

reliability, convergent validity and discriminant 

validity [27].  

1)  Item Reliability:  Item reliability was assessed 

by examining the item loadings on their factor 

[28]. According to [26], the item loadings with a 

value of almost 0.5 or 0.6 or higher are acceptable. 

Items with loadings of less than 0.4 (a threshold 

commonly used for factor analysis results) or 0.5 

should be dropped [29]. For this study, item 

loadings between 0.40 and 0.70 were removed 

from the scale by ensuring that the deleted items 

increased the Composite Reliability (CR) or the 

Average Variance Extracted (AVE) [30]. The 

updated model was re-assessed and the scales 

were revised repeatedly until the acceptable 

composite reliability or the average variance 

extracted were gained. Finally, the item loadings 

ranged from 0.629 to 0.908 were retained for 

further analysis. 

2)  Internal Consistency Reliability:  Internal 

consistency of a scale refers to the degree of 

homogeneity among the items within the scale and 

is measured using Cronbach‘s alpha coefficient. A 

level of 0.7 for the coefficient, as recommended 

by [31], would indicate adequate internal 

consistency. All reflective constructs in this model 
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have their Cronbach‘s alphas above the 

recommended level (refer Table I). To assess 

consistency reliability, the values of CR were 

examined. CR of each construct was evaluated 

based on the guideline for assessing the reliability 

coefficient and values of at least 0.8 are 

considered to be acceptable recommended by [32]. 

The CR values for the constructs exceeding the 

required minimum of 0.80, with ranged from 

0.816 to 0.961 as shown in Table I. All constructs 

in the model above the recommended value, 

indicating that the measures of all the constructs 

had acceptable internal consistency reliability. 

3)  Convergent Validity: Convergent validity of 

the measures was assessed using three criteria 

proposed by [32]: (1) all reflective constructs must 

exceed 0.70 (internal consistency); (2) CR for 

each construct shall be greater than 0.8; and (3) 

AVE for each construct should exceed 0.50. All 

reflective constructs were above 0.70 and all 

Composite Reliability (CR) values were above 

0.80. For AVE, the values were between 0.528 

and 0.754, as shown in Table I, indicating the 

acceptable convergent validity [32].  

TABLE I 

RESULTS OF MEASUREMENT MODEL 

 

 

Construc

ts 

Cronbach

’s Alpha 

Composit

e 

Reliabilit

y (CR) 

Average 

Varianc

e 

Extracte

d (AVE) 

DV 0.704 0.816 0.528 

 
ISA 0.928 0.942 0.702 

 
ISC 0.869 0.901 0.603 

 
ISP 0.847 0.888 0.615 

 
ITC 0.904 0.925 0.672 

 
MC 0.953 0.961 0.754 

 
4)  Discriminant Validity: The next analysis, 

discriminant validity was assessed following [32] 

recommendation that the square root of AVE for 

each construct should exceed the correlations 

between the construct and other constructs in the 

model [32]. As seen in Table II, all constructs had 

good discriminant validity. 

TABLE II 

SQUARE ROOTS OF AVE COMPARED TO 

CORRELATIONS BETWEEN CONSTRUCTS 

Constru

cts 

DV ISA ISC ISP IT

C 

MC 

DV 0.7

27 

     

ISA 0.4

22 

0.8

38 

    

ISC 0.4

23 

0.7

02 

0.7

77 

   

ISP 0.2

79 

0.7

08 

0.6

50 

0.7

84 

  

ITC 0.2

01 

0.7

78 

0.5

84 

0.6

96 

0.8

20 

 

MC 0.3

72 

0.8

19 

0.7

06 

0.7

02 

0.7

01 

0.8

69 

B. Assessment of the Structural Model 

A satisfactory results for the measurement 

model is a prerequisite for evaluating the 

relationships in the structural model [30]. The 

structural model was tested for hypotheses 

significance and explanatory power. The test of 

the structural model and the hypotheses includes: 

(1) estimating the path coefficients (the strengths 

of relationship between the dependent and 

independent variables); (2) the R
2
 value (the 

amount of variance in the dependent variables 

explained by the model); and (3) the statistical 

significance of the paths. The Smart PLS bootstrap 

resampling method was used to determine the 

significance of the paths within the structural 

model [33]. The resulting p values were 

interpreted as follows: (1) p < 0.05 implies a 

statistically significant relationship; (2) p < 0.01 
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implies highly statistically significant relationship; 

and (3) p <0.001 implies very highly statistically 

significant relationship.  

When an empirical t value is larger than the 

critical value, it can be concluded that the 

coefficient is statistically significant [30]. 

Basically, t value higher than 1.96 supposed to be 

significant. According to [30], ―commonly used 

critical values for two-tailed tests are 1.65 

(significance level = 10%), 1.96 (significance 

level = 5%), and 2.57 (significance level = 1%). 

Critical values for one tailed tests are 1.28 

(significance level = 10%), 1.65 (significance 

level = 5%), and 2.33 (significance level = 1%)‖. 

A hypothesized relationships were accepted or 

rejected based on magnitudes and statistical 

significance of the corresponding path coefficient. 

The total effect is the sum of direct and indirect 

effects. The magnitude of a path coefficient 

indicate the strength of the relationship between 

the variables and carries meaning based on 

statistically significance. The magnitude of 0.2 

should be considered meaningful as suggested by 

[26]. The effect size suggested by path coefficient 

values was interpreted according to [34] as 

follows: (1) path coefficient values close to 0.5 or 

greater were interpreted as equivalent to large 

effect size; (2) path coefficient values around 0.3 

were interpreted as equivalent to medium effect 

size; and (3) path coefficient values close to 0.1 

and below were interpreted as equivalent to small 

effect size. From the results, out of five 

hypotheses, two hypotheses were supported as 

summarised in Table III. 

C. Variance Explained 

R
2
 value of the dependent variable represent the 

predictive power of the structural model [26]. A 

larger R
2
 indicates better predictive power of the 

model. The amount of variance are shown in Fig. 

2. From five paths, two paths were significant at 

the 0.05 level; and three path were not practically 

significant. ISA and ISC were positively related to 

an effective of ISMS (H4 and H5 were supported), 

while ISP, MC and ITC was negatively related to 

an ISMS (H1, H2 and H3 was not supported). 

According to [34], the amount of variance 

explained (R
2
) above the 10 percent cut-off is 

acceptable for explanatory power. Thus, the 

amount of variance explained (R
2 

= 25.8%) for 

dependent variables in this model is considered 

acceptable. 

 

TABLE III 

SUMMARY OF THE STRUCTURAL MODEL ANALYSIS 

Hypothes

es 

Path 

coefficient  

(β) 

t value p value Significance 

Level 

Results 

H1: 

ISPDV 

 

- 0.035 0.254 0.800 NS Not Supported 

 
H2: 

ITCDV 

 

- 0.343 2.282 0.023 ** Not Supported 

 
H3: 

MCDV 

 

0.048 0.351 0.726 NS Not Supported 

 
H4: 

ISADV 

 

0.484 2.183 0.029 ** Supported 

 
H5: 

ISCDV 

0.273 2.002 0.046 ** Supported 

 

Note: NS = Not Significant     ** Statistically significant at p < 0.05 
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Fig. 2 Results of Structural Model Assessment 

 

V. DISCUSSIONS 

From the findings, ISA and ISC were found to 

have significant contributions to the effectiveness 

of ISMS. However, ISP, ITC and MC have no 

significant effect to the ISMS effectiveness.  

A. ISA 

ISA had the strongest effect than the other 

factors. This finding is in agreement with the 

previous study by [18], who examined that 

awareness and training programs are the most 

important success factors in ensuring employees 

roles and responsibilities in handling threats. The 

result is also consistent with the researches about 

the effect of ISA in both ISMS effectiveness and 

employee‘s attitude toward compliance with the 

ISP [14], [35], [36], [37]. Furthermore, it verified 

empirical evidence that human behaviour is more 

important than security controls in the 

organization contexts [11], [38]–[40].  

This indicated that the effort for ISA 

programmes is important in ISMS to educate 

personnel and must be done at all levels to 

improve compliance-related behaviours, be aware 

of possible security threats as well as have basic 

knowledge on information security [2].  

B. ISC 

ISC was found to have a positive direct effect 

and the relationship was practically significant on 

ISMS effectiveness. The findings are in line with 

[37], who proposed that ISMS complies with 

international information security standards can 

lead the organizations to adopt general rules, and 

enables to assess their level of safety. The results 

suggested that with ISC, a set of fundamental 

security controls was identified and introduced, 

that meet the minimum level of information 

security. In the context of MPS organizations, 

information security audit is one of the 

requirements in ISMS standard compliance that 

acts as a regular assessment of employees‘ 

information security knowledge and compliance. 

Internal as well as external audit is important for 

an organization to check the compliance of its 

security policies, guidelines, procedures, processes, 

controls and activities can be monitored, measured 

and evaluated [2], [13]. Therefore, there is an 
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urgent need for ISC, which provide the best 

information security practice in the organization.  

C. MC 

MC was found to have no significant effect on 

ISMS effectiveness. This finding is not strongly 

supportive of previous studies [13], [18],  [23], 

[39], [41], [42] indicates that in MPS, MC may not 

be critical as other factors for the success of ISMS. 

The finding in this study implies that the 

employees feel that the MC is already in place 

when the funding was allocated for ISMS. The 

result suggests that top management demonstrates 

their commitment through the ISMS committee, 

who plays a major role in coordinating ISMS 

activities and present the progress of ISMS to the 

top management [2]. Therefore, it is less 

influential in the effectiveness of the ISMS. 

D. ISP 

ISP was found to have no significant effect on 

ISMS effectiveness. These findings are not 

consistent with prior studies [2], [13], [18], [36], 

[43], [44]. This finding implies that there are other 

factors that are better than ISP to be considered in 

this study. ISP or known as Dasar Keselamatan 

ICT (DKICT) already established in MPS, which 

indicates that ISP is not an issue. The only 

suggestion is to disseminate DKICT contents 

among the employees in the MPS organizations, in 

conjunction with the ISA, so they are aware of the 

policies and clear of their responsibilities when 

managing the information assets. 

E. ITC 

ITC was found to have no significant effect on 

the ISMS effectiveness. A possible explanation is 

that ITC in MPS is most relevant to the ISMS 

implementer team in terms of IT-related-

knowledge, skills, experience and abilities in 

handling the information security issues in general 

and tackling the ISMS implementation issues 

specifically [2]. Furthermore, in MPS, ITC was 

not significant due to the growing trend of 

outsourcing in managing the IT systems and 

infrastructure as well as security aspects. 

Therefore, ITC is not the main concern in MPS. 

Meanwhile, in private sector, ITC is the most 

important factor in achieving cost reductions and 

maintaining competitive edge. 

F. Implications 

The implications of these factors if not tested is 

the lack of validated guides for security practices 

in public sectors while MPS organizations have 

invested heavily in ICT assets in the form of 

infrastructure, technology, applications and 

processes. 

VI. CONCLUSIONS 

This study shows that the trend of information 

security as the responsibility of technical 

professionals has changed, and organizations 

should solve the effectiveness issue of ISMS by 

adopting the integrated approach that is, to include 

organizational factors to complement the technical 

solutions. ISA and ISC is the most important 

predictor in determining the top management 

decision, implies that further allocation is needed 

to support the ISA and ISC. The findings would be 

useful to the MPS to formulate a more appropriate 

awareness program and give a more effective 

focus on information security standard compliance 

activities that are really relevant to ISMS with the 

sufficient allocation. For future research, a single 

case study for selected ministry is suggested to 

achieve in depth and qualitative understanding of 

the ISMS effectiveness.  
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