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Abstract
Industrial 10T services such as inter-vehicle communication systems, electric vehicle

charging infrastructure, and advanced metering infrastructure provide security
requirements. They use public key-based PKI, which leads to common requirements.

Using the results of the C-ITS vehicle authentication system and the mutual authentication
system in the smart metering environment, this study analyzed the security requirements of
the 10T environment and proposed a framework for designing the certificate management
system of the 0T service. We analyzed the certification schemes of international standards
such as IEEE 1609.2 of C-ITS, ISO/ EC 15118 of EV charging infrastructure, and IEC
62056 of smart metering.

At the manufacturing stage, the certificate is installed on the device. When the device is
delivered to the user, the certificate is delivered to the user. This is a certificate for user
verification that is used almost permanently unless the user of the device changes. The
service participation certificate is managed separately. It has an authentication scheme with
a short lifespan for privacy protection and security of service operations.

Many loT services will launch in the future. It is expected to have a clearer security system
by applying the certificate management system for credential management and service
participation.

Keywords: Privacy, loT-Services, PKI, Bootstrapping, Certificate for service, Certificate
Management Scheme.

1. Introduction

loT services with limited resources and networks
using low-power communication technologies
pose risks to various threats of the existing

data, information leakage, replication attacks, etc.
Design a PKI certification scheme to solve the
problem. This paper generalizes the PKI
certification system of loT service through PKI
system of V2X environment, vehicle-to-vehicle

Internet.  Therefore, embedded  security o . .
technolodi h W di communication, PKI scheme of electric vehicle
echnologles  such as - secure coding charging infrastructure ISO/IEC 15118.
technology and low power Crypto S/W

implementation technology for resources with
limited computing resources and storage space are
required. Security threats in the Internet of Things
can occur in the form of data forgery and
alteration, unauthorized service and user access,
authentication interference,
confidentiality/integrity violations of signals and
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2. PKI Management System of
Industrial 10T Service

2.1. Cooperative Intelligent Transport System

Automobiles are developing as information and
communication technology convergence devices
as intelligent and autonomous vehicles. The

4186



"TIEST

Engineering & Management

American Society of Automotive Engineers (SAE)
predicts that by 2040, 75% of cars will be
autonomous [1]. With the development of these
vehicles, the ITS technology linked with the road
is developing, and recently, the ITS technology in
which the vehicle and the road infrastructure are
converged is actively studied. In the field of
intelligent transportation systems, the connection
between roads, vehicles and drivers has become
more closely known as the Cooperative Intelligent
Transport System (C-ITS). Vehicles can receive
information directly from the center or check
traffic conditions through base stations or CCTVs
on the roadside.

The wvehicle communication technology used
herein may be classified into in-vehicle
communication, inter-vehicle communication, and
communication between the vehicle and the
infrastructure. Requirements for securing vehicle
safety driving and eliminating traffic jams using
such vehicle communication technology are
increasing. The vehicle communication system is
largely composed of a vehicle terminal unit
(OBU), a roadside unit (RSU), a service
infrastructure, and the like. The vehicle terminal
device is a system installed inside the vehicle to
support vehicle communication. The vehicle
terminal device collects information on driving of
the vehicle and communicates with the external
device for communication. Wireless networking in
C-ITS can be classified into vehicle to center
(V2C), vehicle to infrastructure (V21), vehicle to
vehicle (V2V), vehicle to nomadic device (V2N),
and we can describe them as V2X.

2.1.1. IEEE 1609.2

The IEEE 1609.2[2] is a standard related to
Wireless Access in \ehicular Environments
(WAVE), which is a wireless communication
standard in the automotive environment. The
IEEE 1609.2 standard for Wireless Access in
Vehicular Environments (WAVE) defines the
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security message format as a standard for Security
Services for Applications and Management
Messages. This standard also defines an
environment for using secure message exchange.
Application service using WAVE communication
technology is directly related to the safety of
vehicle driving [2,3]. Therefore, it is essential to
protect the message from eavesdropping, spoofing,
tampering, and reply attack. In addition, since the
WAVE technology is applied to individual
vehicles, the driver's privacy guarantee must also
be provided.

e Hardware based high speed encryption
technology

In a  vehicle-to-vehicle communication
environment, messages such as speed and
direction of a vehicle are exchanged between
vehicles that are driving at high speed. According
to the WAVE technical specification, the vehicle
status information message is exchanged every
100 msec. Therefore, a hardware-based fast
encryption technique is required to minimize the
time required to encrypt a message.

e Elliptic Curve Password based Message
Authentication Technology

The IEEE 1609.2 standard defines digital
signature technology to identify whether messages
between vehicles are tampered with, and whether
the message sender is a suitable entity. In
particular, since the digital signature technology
based on elliptic curve cryptography (ECC) is
defined, an elliptic curve cryptography
authentication system suitable for a vehicle
communication environment is required.

* Privacy protection authentication technology

In a vehicle communication environment, a
technology for protecting the privacy of the
vehicle's location information should be provided.
In the field of privacy-protected authentication
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technology, research is being conducted on
authentication technology using pseudonym and
authentication technology using group signature.
In particular, since IEEE 1609.2 does not define
an authentication technology for privacy
protection, research on a privacy protection
authentication technology suitable for a vehicle
communication environment is required.

2.1.2. PKI for V2X (CAMP VSC3)

In a traditional system where a certificate is used,
it is essential to verify who owns the certificate.
For example, if a financial institution uses an
accredited certificate to use Internet banking, the
financial institution must be able to verify who the
user is, so that authentication and authorization
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can be performed, and the transaction is
performed through a signature. However, in the
case of V2V, it is more important that "the
message was sent from a trusted entity” rather
than "from which vehicle.” In other words, the
relative vehicle is not an object of identification
but an object of trust. In addition, if you identify
the other person's vehicle, you face a privacy
problem [4,5]. If the vehicle can be identified, in
connection with the owner of the vehicle, personal
information such as location information and
driving features is known, which causes a legal
problem. Therefore, it is necessary to make sure
that only a legitimate entity that has obtained a
certificate from a trusted CA and grant anonymity
so that the vehicle cannot be identified through
the DN (Distinguished Name) of the certificate as
shown in Figure 2.

Certificate1

|

Identifier1 Identifier1
) Certificate1 Certificate1

—

“=N %=

Identifier2

< The route
the car follows

Identifier1
Cemf cate1

\ )))

< Cannot find out the route

Certificate2

Identifier3
Cemflcate3

Figure 1. Privacy protection of location information using pseudonym certificate for short-term use.

The special feature of V2X is the use of
anonymous certificates. Anonymous certificates
require a different procedure than issuance of
certificates in order to ensure anonymity [4-6].
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The pseudonym certificate is a certificate that
guarantees the anonymity of the vehicle. The
certificate does not specify the owner of the
CertID of the certificate. To ensure anonymity, the
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LA that creates Linkage Value, which is the Seed
value of the CertID, is also separated into two so
that a single LA alone cannot infer the CertlD.
The CA authority that issues the certificate does
not know its owner information and is provided in
an environment structure where other RAs and
LAs can collaborate and track that information.

CME(Certificate Management Entity)

’3

EE(End Entity)

Figure 2. Certificate management system
components

Therefore, as shown in Figure 2, a certificate
management system is established and certificates
are used in vehicles and RSUs.
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2.1.3. Certificate Management Scheme

The vehicle (OBU) and the roadside unit (RSU)
can issue a credential certificate through the
bootstrapping process in order to issue the
necessary  certificates for V2X  secure
communication [7]. Afterwards, each vehicle and
roadside toilet station establishes a vehicle
certificate issuing system that can issue their own
certificate using a credential certificate at the time
of operation.

In addition, the issued certificate is revoked and
each vehicle is configured with a management
environment of the vehicle to which the revoked
information can be applied in Table 1.

The vehicle (OBU) and the roadside unit (RSU)
can issue a credential certificate through the
bootstrapping process in order to issue the
necessary  certificates for V2X  secure
communication.

Table 1: Certificate scheme for Cooperative Intelligent Transport System (C-ITS)

Certificate Type Description
- Certificate with information necessary for issuing V2X service certificate
Enrollment - Certificate that proves the qualification of the device by issuing it before applying it to the actual
Certificate environment
- A certificate containing the requestor's information in order to issue a certificate
Identified . I L
o Issued mainly to RSU, used for V21 application authorization
Certificate
Anonymous - . . .
Certichate Certificates used to sign BSMs (Basic Safety Messages) on vehicles that need to be anonymous

Afterwards, each vehicle and roadside station
establishes a vehicle certificate issuing system
that can issue their own certificate using a
credential certificate at the time of operation.

Published by: The Mattingley Publishing Co., Inc.

« Bootstrapping Procedure

The vehicle should have a CA certificate, RA
certificate, and RootCA certificate for bootstrap.
The bootstrapping procedure can be divided into
initialization and registration as follows and
Figure 3:
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- Initialization: Process of delivering SCMS configuration certificates and access information to the device

- Enrolment: The process of issuing an Enrolment Certificate that has authority to communicate with the SCMS on the device.

N

OBE / RSU

Generate Key Pair E

1. Request credentials

s 2

RA CA

4, Provide CSR

2. Forward request

j lssue Certificate

3. Provide CSR certificate

Save Certificate And Keys E

5. Acknowledge

Figure 3. Sequence Diagram for Bootstrap

N

B %

OBE
Generate Seed Key Pair E

1. Request certificate set

RA CA

2. Acknowledge

5. Request response

I Key Expansion

3. Request certificate Issue

. . Issue Certificate
4. Provide encrypted certificate j

6. Provide encrypted

certificate Batch

Save Encrypted

Certificate Batch 7. Acknowledge

Figure 4. Sequence diagram of request-response for issuing pseudonym certificate

* Anonymous Certificate Issuance Procedure

In order to request a pseudonym certificate [8],
the vehicle must complete the bootstrapping
procedure and have an enrolment certificate like
Figure 4. The vehicle gets a certificate batch,
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which can vary from policy to policy, but usually
contains 20 pseudonym certificates in a batch. The
vehicle can only use one certificate batch for a
week and must reacquire it upon expiry.
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2. 2. EV Charging Infrastructure
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Figure 5. Certificate types used in EV charging infrastructure standards (ISO/IEC 15118)

The EV charging infrastructure uses the following
certificates like Figure 5. When a vehicle is
produced, the OEM Provisioning Certificate is
generated. This is unique for each vehicle. When
the vehicle is delivered to the customer, the
CertID of the OEM Provisioning Certificate is
delivered to the customer in the form of an
information sheet or a delivery contract [8]. When
a customer first initiates a transaction with a
utility or EV charging provider, they use the OEM
Provisioning Certificate to prove themselves and

Manufacturer

Manufacturer H -
H -
'

! 1
1) Initial K{Iey Installa:tion v
! oy e

meter SMew

request the Contract Certificate. After the OEM
Provisioning Certificate is verified, the Contract
Certificate is issued, which is a short term
certificate that can be used for a relatively short
period of time [9]. (Availability may vary by
policy) If a V2G service is used to transfer
electricity from electric vehicles to utilities, a
certificate for participation in supplementary
services is required, and the CPS (EVSE) Leaf
Certificate has a role

AMI System

“.  3) Meter/Device

2) Manufacturer key verification
and AMI key update

= Certificate Management
__________ ¥
7’
7, CA/KMS

’ Authentication
’ server

Figure 6. Reorganize certificate management system of IEC 62056 smart metering standard
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2.3. Smart-Metering

Smart metering is a system for automatically and
remotely acquiring measuring data [10]. Although
Figure 6 shows the manufacturer's CA and the
operator's CA separately, a CA may play both
roles depending on the application. Importantly,
there is a manufacturer's certificate that is injected
at the device manufacturing stage, and the device
is authenticated based on the manufacturer's
certificate and subsequently issued a certificate for

March - April 2020
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service participation. This service participation
certificate will be available for a relatively short
period of time and will require a new issue if the
owner of the device changes and the provisioning
information changes [11].

3. PKI System for 10T Services

In addition, several 10T services also require
various necessary certificates. At this time, we can
classify using the features of the certificate like
Table 2 required by the 10T service.

Table 2: 10T Certificate Schemes as Certificates of Industry

Classification

EV Charging Infra

V2X vehicle communication

Bootstrapping

OEM Provisioning Certificate

CSR Certificate

Certificate for participation in service

Contract Certificate

Enrollment Certificate

Certificate for Additional Service

CPS(EVSE) Leaf Certificate

Pseudonym Certificate

3.1. Bootstrapping certificate

Bootstrapping certificates are installed for the
certification of the device itself during the vehicle
production phase. In the case of automobiles,
certificates can be issued from the vehicle of the
vehicle manufacturer or from the transportation
system operator. When a device wants to
participate in loT services, it validates device
suitability with a Bootstrapping certificate. This
certificate is used to guarantee the producer of the
device. Chain verification of the device
manufacturer's certificate confirms that the device
was produced from the correct subject.

3.2. Certificate for participation in service

After verifying the bootstrapping certificate, a
certificate to participate in the service is issued.
This is a certificate for authenticating the user of
the device. In the automobile industry, for
example, certificate information is composed of
user information of purchasing a car. If the owner
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of the car changes, this certificate will be issued.
This certificate proves the ownership of the device.
When operating a vehicle or 10T device, it is used
to distinguish the person in charge and the
management of the device.

3.3. Certificate for Added-value Service

This is a certificate for the added value of the
service. Certificates for added value in vehicle-to-
vehicle communications are updated with short
expiration dates to protect user privacy. The
privacy problem is that it is possible to infer who
the corresponding communication participant is
by location information due to the communication
between the vehicles. To solve this, the car
exchanges an anonymous certificate with no name
on a short cycle. The core security requirements
of loT services can be accommodated using
value-added certificates.
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4. Conclusion

The security certificate scheme is defined by

analyzing the international standard Security Suite.

It targeted communication between vehicles,
charging infrastructure for EVs, and smart
metering standards. These services used

certificates at the stage of production of the device.

Later, the device needed other certificate to access
the service, and then the other certificate was
needed for the actual service. This paper proposes
a security authentication system for IoT services
based on these characteristics. Standards of
various 10T services include service requirements
and security schemes. ISO/IEC 15118, the
international ~ standard for EV  charging
infrastructure, includes cryptographic
communications and security certification systems
for information protection. Communication
Standard between Vehicles SCMS describes an
authentication scheme for privacy protection.
Smart metering's IEC 62056 defines security
schemes, including the DLMS/COSEM Security
Suite. | analyzed the security schemes of the 10T
services and found that certificates could
eventually be classified into three levels.

In the C-ITS vehicle certification system, the
mobility of the vehicle was taken into
consideration. Therefore, privacy protection,
physical safety of the vehicle, verification of
credentials and network connection protection
were important. The main feature is the use of a
pseudonym certificate to protect personal
information in the vehicle, and to shorten the
expiration date of the pseudonym certificate so
that it can be periodically certified and receive a
new pseudonym certificate. The smart metering
mutual authentication system tried to establish a
secure  AMI communication by using PKI
technology and digital signature to authenticate
communication participants and distribute keys
for communication. Since the meter has low-
performance computing power, it established a
secure communication environment through pre-
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authentication, and it was important to prepare a
secure communication method in the smart
metering 10T service.

This paper has established a certificate
management scheme for 10T services and will be
used as a research for interoperability in a
certificate management system for new services.
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