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Abstract 

Internet of things (IOT) introduces capability to connect and identify 

different physical objects into unified system. IOT allows these objects to 

match computation and made network decisions. In such a disparate world 

computation, each one of IOT consumer will have a specific role to serve 

in the form of communication. There is a hazard that an unknown attacker 

can trash the protection of the network. A number of serious challenges 

are part of IOT about access to personal information related to the system 

and privacy of individuals. At this point protection and privacy becomes a 

major concern in the IOT. Security needs to establish; we need to be 

careful to maintain confidentiality, authentication, and non-repudiation as 

well as data integrity. From this article, we deal with different security 

issues in IOT, addressing different conventional IOT device security 

techniques and their flaws. Later we recognize a few appropriate 

algorithms for security; this survey summarizes the security threats. 

 

Keywords: CoAP, DoS, Data encryption, Internet of things (IOT), 

Lightweight algorithm, Privacy, RFID, Security. 

 

 
1. Introduction 

The Internet of Things enables electronic devices to  

participate actively in our environments through 

exchanging information with many other network users, 

making it possible to remember activities, adjustments in 

their environment and to behave and respond individually, 

mostly without any human cooperation [1]. IOT’s benefits 

are nearly infinite and its implementation changes the way 

we live and work through consuming time, resources and 

creating new growth opportunities, creativity and sharing 

the information between entities. According to experts, 

IOT could grow dramatically by 2020 with more over 50 

billion different detectable apps [2]. As shown in Fig. 1,  
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Figure 1: Definition of IOT 

 

IOT’s allow people and objects to be associated at any 

moment, anywhere for anything and everyone, preferably 

handling any path / network or service [3]. The overall 

intension was to build a "Better World for Humanity" 

through creating things close to us smart so that is how to 

recognize our needs to act appropriately without any 

people intervention. IOT has prominent stand in areas like 

sustainable ecosystems, smart grids, farming, industrial 

internet and wearables. IOT protection refers to data 

security, collected and transferred through IOT devices. It 

will be essential data transmitted via IOT devices be 

extremely protective, due to data transmitted between the 

systems is very private and significant, as it includes secret 

data, health situation and other private information. 

Hundreds of IOT-connected devices bear advance services 

to public around the world and lower costs [4]. Sadly, this 

will increase in the number of connected devices creates 

expanded security hazards, and risks are rapidly evolving. 

Several scholars around the globe are making use of their 

efforts to address different IOT security challenges. 

Nevertheless, IOT security is a major challenge owing to 

its heterogeneous design. Because the Internet of Things is 

a combination of so many devices, all of these systems 

have their own conventional security and privacy 

vulnerabilities that must be discussed in the IOT sense. 

Security should be examined because it preserves 

information against improper access and maintains 

confidentiality integrity and authenticity of the evidence. 

Confidentiality protects data can exposed to unauthorized 

persons, activities or processes. Intruders because of the 

protection of falsification or the manipulation of statistics 

define integrity. Authenticity relates to the checking of the 

identification of the unit. The security system can built-in 

to maintain data integrity, confidentiality, authentication 

and non-repudiation.  

 

2.  Research Motivation  

IOT helps connect the dissimilar objects found in a 

heterogeneous world. Such style of transparency and much 

less human intervention will expose IOT to numerous 

attacks such as mid-attack person, Denial of service (DoS) 

attack. Furthermore, any system that contributes to 

unauthorized access will access the network. Such attacks 

can also physically destroy equipment and network 

connections. Essentially, this would deal IOT's security and 

privacy. As IOT is a resource restricted with much less 

power, latency, and not much storage, it requires a reliable 

security solution that is not chomping through IOT 

resources. 

  

3. Security for IOT Devices 

Intruders because of the protection of falsification or the 

manipulation of statistics define integrity. Authenticity 

relates to the checking of the identification of the unit [5] 

[6]. HTTP is an application layer framework for 

centralized, shared and hypermedia information systems 

and has been used for WWW data communication since 

1990[7]. HTTP is considered as a stand-alone protocol and 

vulnerable as it sends data in encrypted form and does not 

use data protection security mechanisms. Increasing the 

transmission of sensitive data over the internet required a 

more secure method. 

This has led to the establishment of Secure Socket 

Layer (SSL) under HTTP and then its Transport Layer 

Security (TLS) successor. This combo also known as 

HTTPS, a secure communication system cryptography 

performed to avoid from to eavesdropping, tampering, or 

messages [8]. HTTP and HTTPS operate the Transmission 

Control Protocol (TCP) transport layer protocol offering 

security, error prevention and data transmission flow 

control. Such features of data processing require additional 

support from systems to ensure efficient communication 

[9]. HTTP and HTTPS were not intended for 

resource-limited IOT devices and therefore an extremely 

powerful protocol was built exclusively for 

resource-limited devices. The constrained application 

protocol (CoAP) is a specific application layer protocol 

architecture for resource-restricted applications namely as 

IOT [10]. Alike HTTP, CoAP works using REST methods 

are developed and be able to communicate efficiently 

between the two protocols [10]. Unlike HTTP that usually 

runs via TCP, by default CoAP runs through UDP and this 

protocol needs fewer header information compare with 

TCP, can make more appropriate for limited devices. To 

design, UDP cannot search for bugs in the transmission of 

data and it is perceived to be an unstable protocol [10]. 

Because of the IOT's restricted nature, devices have limited 

resources and confined to what procedures and protocols 

they can substantiate. Although these type of devices can 

have minimal support, they might be capable of capturing 

and distributing sensitive personal information to network 

or cloud services across the internet. This raises problems 

when data shared on the internet is inherently vulnerable to 

attack and must be secured [11]. In an attempt to 

standardize restricted device connectivity associations like 

the IETF have established useful web standards for 

restricted devices like CoAP [10]. Security standards also 

developed because of the aim of protecting network-wide 

IOT sharing of data through modifying current TLS 

security protocols to restricted devices. A mechanism for 

protecting data exchange in some IOT systems, given by 

the corresponding DTLS protocol. DTLS preserves CoAP 

communications data security, integrity and reliability in a 

manner similar to that TLS covers web-based HTTP 

correspondence [12] [10] HTTPS. Although DTLS is ideal 

for few IOT devices, still it is a heavy weight protocol and 

therefore devices must have adequate resources to operate 

while still capable of performing the task calculated for the 

devices, such as collecting data from temperature sensors.  

 

4. Secured IOT Architecture 

IOT will ensure that all its layers are secure. Therefore, 
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IOT safety must not neglect the security of the whole 

devices that crosses the application layer, network layer, 

middleware layer, and physical layer. 

 

Application Layer 

(Information Application Layer) 

 

Middleware Layer 

(Information Processing Layer) 

 

Network Layer 

(Information Transmission Layer) 

 

Physical Layer 

(Information acquisition Layer ) 

 

Figure 2: Secured IOT Architecture 
 

4.1 Physical Layer  

i) Physical Security Approach  

This approach is supposed to be at the lowest and collect 

information over the IOT network. Many security issues 

occur during the collection of information and physical 

device safety. Sensors, sensor terminals and RFID codes 

may be the same as hardware.  

a) Sensors Network Security Approach 

This approach deals with several has drawbacks like 

physical capturing of sensor nodes, gateway nodes, attacks 

on privacy along with latency, DoS attack, eavesdropping 

attack, also attacks on node replication. Security 

approaches namely encryption protocols, key distribution 

protocols; intrusion detection protocols must be included 

in developing a safety architecture for the sensor network 

[13].  

b) RFID Security Approach  

RFID-related security problems include theft of RFID tag 

and device location information, sniffing attacks, 

man-in-middle attacks, duplication, reuse and modifying 

attacks. RFID authentication enforced in the most 

important cases through physical measures or computer 

systems, or sometimes both. Data encryption, blogger sign, 

jamming, destroy order policies are some of the physical 

security methods. LCAP, Hash Lock, Hash Set, 

re-encoding protocol [14] are few security protocols with 

RFIDs.  

c) Sensors Terminals Security  Approach 

Illegal activity, misuse or harm to sensitive information, 

duplication SIM data, Air system knowledge imitation are 

main security problems connected to IOT sensor terminals. 

ii) Information Acquisition Security Approach  

In addition to safety issues of perception security, it is one 

task of the layer, understanding to address problems to 

security of data retrieval. Some of the possible attacks 

include security problems such as surveillance, 

manipulation hacking, and replay threats. 

Security solution IEEE 802.15.4 is accessible on this 

layer but remains vulnerable to attacks. 

 

4.2 Network Layer  

a) Information transmission Security Approach 

The primary task of the network layer, in the IOT system is 

to transfer data throughout the network, because IOT is 

built on primary communication platform; it is vulnerable 

to different intrusions like gateway intrusion, Denial of 

Service (DoS) attack, database intrusion and 

man-in-middle attack. Network layer protection policy will 

ensure reliability, privacy, transparency, and quality of data 

while data is sent over the network. To prevent these type 

of attacks, intrusion detection, authentication, key 

management, and negotiation could be added [15]. 

IPv6 with more addressing space. DES, AES can be 

applied using IPsec at network layer, using advanced 

cryptographic standards. 

4.3 Middleware Layer  

This layer duty to process the information and to provide 

access in the IOT layered framework through network 

layer and application layer. Some of the technical problems 

in middleware layer is linked to confidentiality, security 

and performance. Ensuring privacy and safe storage 

improves the security of the middleware layer. 

Because UDP was an inaccurate method, a security method 

utilizing DTLS is included in this layer. 

4.4 Application Layer  

Privacy plays an important role for protecting information 

layer of the system. Security permissions must be limited, 

so that you can guarantee that the unauthorized person is 

entitled to control and use information. Information 

manipulation and data encryption technologies are the 

basic building blocks of information protection 

technologies, used to guarantee database safety [16]. 

Security, backup and recovery process need to be worked 

out well in order to manage a stable truth. Some of the 

protection methods for information include TLS, SSL, 

DNS, and many more. CoAP can be used for IOT devices 

constrained on this layer. Below Table gives summary of 

security protocol for every individual layer and their flaws. 

 

Table 1: Security Protocols in IOT 

 

Layer 
Protocol 

Used 

Security 

protocol 
Attacks 

Application COAP ---------- ------------ 

Middleware UDP DTLS RC4, DoS 

Network IPV6, RPL IPSec DoS 

Physical 

IEEE 

802.15.4, 

PHY,MAC 

IEEE 

802.15.4 

Integrity, 

Authentication, 

DoS 
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4.5 Challenges in IOT 

The key challenge of universal implementation is to 

integrate networks for Multi-Innovation standard all-IP 

system to ensure consistent quality and flexibility of 

communications systems. That is why; IOT is dependent 

on the availability and efficiency of current Network 

Technology Correspondence and IPv6 Convention that 

fulfills preconditions of tendency and versatility. The 

secondary threat is just to ensure security, privacy, privacy 

of data, and confidentiality of users. In fact, the process that 

handles authentication, permission, access control, and key 

management challenges significant and large IOT 

implementations. In addition, since the strengths of forced 

devices can communicate on the Internet are diminishing, it 

is necessary to improve security of edge systems for the 

global network.  

A few other complexities are associated with the IOT 

process listed below: 

 Some study on security vulnerabilities in IOT 

wireless sensor networks has already been examined, 

resulting in many attacks such as DoS / DDoS, response 

threats, eves dropping and many more. 

 Another limitation is the use of 

resource-constrained systems in terms of power use, finite 

battery capacity, latency, different architectures, and 

complex protection measures that can slow system 

efficiency. 

 More interference by humans may lead to physical 

and logical threats. 

Thus, issues can be connected to things or to networks. 

Issues are about capacity limits, heterogeneous networks, 

and security and privacy. Issues related to the network 

include scalability, latency problems, security, and privacy. 

4.6  Issues in IOT 

IOT is widely recognized in households, offices, public 

services, industries, etc. facing issues of security and 

privacy, concerns are leading causes for concern at IOT's 

service. Because of the many energy constrains and 

requirements along with power restricted battery, real-time 

execution etc., traditional cryptography algorithms will not 

match perfectly in the IOT platform. Lightweight 

cryptography is therefore more consistent with the IOT 

world. There are numerous LWC algorithms available they 

are, the symmetric and asymmetric algorithm, 

unfortunately these LWC algorithms cannot achieve 

real-time usage, execution time, energy utilization and 

memory specifications any assurance of security. There is 

no verification in symmetric algorithms, while asymmetric 

struggles from its greater key size and more power use. 

This influences the collecting and storing of data in real 

time and wasting IOT energy. 

 

5. Counter Measures In IOT 

5.1 Symmetric lightweight algorithms for IOT  

a) AES 

There are multiple models of Rijndael encryption, 

AES-128, AES-192 and AES-256, according to NIST. 

This can be offering a solution in CoAP (Constrained 

Application protocol) in the application layer. The 

encryption operation consists of a 4-part (4x4) matrix of 

128-bit segments [17]. Sub byte, shift rows, mix column, 

and add round key coordinate the internal state. 

b) TWINE 

It uses the Feistel design that calls sub-key process 8 times 

per round and XOR and adds 4(4x4) S-box. In comparison 

to CLEFIA and HIGHT, to speed up diffusion, TWINE is 

permutation that is more complicated and combination. 

Within TWINE, to split all sub-blocks, permutation takes 

just half as many rounds as the circular change for a single 

sub-block gap. 

c) High Security and Lightweight(HEIGHT) 

For Feistel network, height requires very simple and basic 

activity. During the phases of encryption and decryption, 

this key is created. Lee et al. suggested a concurrent 

architecture involving fewer resources, a limited number of 

code lines and enhancing the RFID framework [18]. 

HIGHT is prone to saturation assault. 

d) PRESENT 

This is based on the SP network and is made up of 31 

rounds PRESENT [19] is used for security purposes as a 

lightweight algorithm. It has a 64-bit block and two 80-bit 

and 128-bit keys [20]. This extended to the replacement 

layer, which requires 4-bit input, output of the S-box, for 

hardware implementation. 

e) RC5 

Rivest first used this for data-independent rotations [21]. It 

possesses the structure of Feistel and can function just as 

well as Lightweight algorithm used in scenarios for 

wireless sensors. RC5 is known to be w / r / b, where w 

implies the length of the term, r refers to the amount of 

transitions, and b refers to number of bytes usable in the 

text. It usually would function on scale of 32 bits but its 

versions can be 16, 32, 64. Use 0,1, .. 255 key bytes, it can 

operate with 0, 1, 255 rounds, default key length is 16 bytes 

on 20 operating rounds. It becomes susceptible to attack by 

differentials [22]. Below Table gives summary of 

symmetric LWC algorithms in IOT. 
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Table 2: Symmetric LWC Methods in IOT 

 

Algorithms Code Length Structure # Rounds Key size Block size Feasible Attacks 

AES 2606 SPN 10 128 128 Middle-in-man attack 

HEIGHT 5672 GFS 32 128 64 Saturation attack 

TEA 1140 FEISTEL 32 128 64 Related key attack 

RC5 ----- ARX 20 16 32 Differential attack 

PRESENT 936 SPN 32 80 64 Differential attack 

 

5.2 Asymmetric lightweight algorithms for IOT  

a) RSA (Rivest–Shamir–Adleman) 

It operates by choosing two broad prime numbers to create 

the public and private key pairs [23]. Due to its large key 

scale, RSA does not belong to the lightweight 

cryptographic scheme. Public key is freely released 

although private key is kept safe. A little more efficient 

RSA protocol is introduced, which data are encrypted and 

decrypted to preserve user privacy [24] [25]. RSA provides 

greater protection and device privacy due to the use of two 

huge prime numbers and device service. 

b) ECC (Elliptically Curve Cryptography) 

ECC needs a smaller key length compared with the RSA 

algorithm. As such, speed of operation, which needs less 

power. It is extended to occupy the less area of hardware 

deployment, resulting in quicker real-time computation 

[26]. 6LoWPAN nodes use the ECC algorithm that could 

be extended to devices that are constrained. Bit changing is 

used to maximize minimal power device usage rather than 

using microprocessor activity for multiplication [27]. 

Below Table gives summary of asymmetric LWC 

algorithms in IOT. 

 

Table 3: Asymmetric LWC Methods in IOT 

 

 

Algorithm 

 

Key Size 

Code 

Length 
Feasible Attacks 

RSA 1024 900 Modulus Attack 

ECC 160 8838 Timing Attack 

 

6. Research Problem 

Nowadays IOT acknowledges in households, offices, 

social areas or in industry companies that opens up the door 

to problems in security and privacy. Therefore, these 

problems make it huge concerns of IOT activity. The sum 

of damage that may arise is influential when predicting 

whether an assault is introduced into IOT. Multiple IOT 

attacks exist, such as eavesdropping, spoofing, Denial of 

Service (DoS), replay attacks, injection of false signals. 

Such threats would like to destroy IOT's safety services 

such as encryption, honesty, and authentication; in fact, it 

will affect user privacy. IOT offers all levels of advanced 

basic security solutions that are still vulnerable to attacks. 

Because of its limited resources like strength, real-time 

execution, In IOT case, conventional encryption and 

authorization systems do not fit well. Therefore, 

lightweight approaches to cryptography strive to function 

excellent on IOT. List of lightweight cryptography 

algorithms Symmetric and Asymmetric occur in literature 

such as AES, HIGHT, RC5, PRESENT, RSA, ECC and 

many more. Owing to more execution time, code duration, 

and memory constraints, these current technologies may 

not assure an optimum level of real time communication 

protection. The execution time takes more space to and the 

key management delivery, encryption and decryption, 

which defines protocol's effectiveness. 

Because of their broad key size, asymmetric 

algorithms are sluggish, although symmetric algorithms 

could only provide confidentiality and honesty, 

authentication will not add to the availability challenge. 

That can have an impact the gathering and storing of data in 

real time, and IOT funds will start spending. It asks a 

secure IOT algorithm, which will in optimal time assurance 

services such as confidentiality, integrity and 

authentication. 

 

7. Proposed Idea 

Several scholars have suggested lightweight symmetrical 

and asymmetric protection algorithms for IOT based on 

literature survey conducted. Symmetric algorithms have 

confidentiality honesty, fewer key lengths, but are smaller 

difficult but not to provide reliability and key distribution is 

a challenging task in them. Asymmetric algorithms have 

confidentiality honesty, and reliability, yet their key length 

is too big to make them more complicated and not 

appropriate for restricted IOT scenarios. 

Therefore, the need arises for a reliable algorithm built 

to chart the finest aspects of lightweight symmetric and 

asymmetric algorithms that require less time to implement 

maximum energy requirements and maintain anonymity, 

honesty and authenticity for all security services. 
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8. Conclusion 

We have gone into detail in this paper about lightweight 

cryptographic algorithms. Many devices with low 

resources in an IOT world execute computations. In terms 

of memory, battery life, energy consumption and 

computations, these devices are limited. IOT systems still 

face security and privacy issues as well as the problem of 

how IOT consumers should retain trust. In addition, we 

have described various types of LWC algorithms are 

simple to help for deployment of hardware and firmware. 

Many traditional cryptographic algorithms are prone to 

certain types of intrusions that can mentioned in this paper 

as well. It is necessary to expand reliable LWC algorithms 

with lesser key size, faster computation and fewer 

processing power. We should look into how effective these 

approaches are in the future and whether they can be 

introduced in a restricted area. 
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