
 

January – February 2020 

ISSN: 0193-4120 Page No. 15213 - 15216 

 

 

15213 Published by: The Mattingley Publishing Co., Inc. 

QIDS for N Party Secret Sharing using GA 
 

S. Madhavi , 
Professor , Department of Computer Science and Engineering India , PVP Siddhartha Institute 

of Technology, India  
mmadhavi@pvpsiddhartha.ac.in

 

 

Article Info 

Volume 82 

Page Number: 15213 - 15216 

Publication Issue: 

January-February 2020 

 

 

 

 

 

 

Article History 

Article Received: 18 May 2019 

Revised: 14 July 2019 

Accepted: 22 December 2019 
Publication: 28 February 2020 

Abstract: 

Security plays a major role in network communication. With the advances in the 

field of security and communication technology new trends have evolved for 
secured transmission. Quantum communication is one such advancement where 

the laws of physics and mechanics are combined for achieving security in 

transmissions. Shamir secret sharing system can be used for secured 

communications. Little research is done to use such methods for detecting the 

attacker. Here we proposed a Quantum intrusion detection system using Genetic 

Algorithm to punish the malicious nodes and when finally ignore them from the 

communication network. In the proposed qIDS n party message sharing protocol 

one system distributes the message to n users such that any subset of users can 

construct the secret like in (28) 

Keywords—GA , QKD , Quantum teleportation , Quantum Entanglement , 

QuTip   

 

 

I. INTRODUCTION 

However powerful are the traditional cryptography methods to 

establish a safe and secure communication system , there exists 

still a smart eavesdropper to break the key and the intrude into the 

system. This intrusion degrades the system performance. Hence an 

intrusion detection system to detect the attacker had become a 

research problem nowadays. The traditional cryptographic 

algorithms requires lengthy keys, large memory and huge 

computational power requirements. With the advances in the field 

of security and communication technology, new trends have 

evolved to detect the intruder. Quantum Entanglement, Quantum 

Key Distribution (QKD) , quantum Teleportation and quantum 

gates uses the fundamental laws of nature to detect the intruder in 

the system[8-10,14-17,21-27,30].  

 

The success of the traditional cryptographic methods 

depends on  

a. The Key Length From A Given Mathematical Model  

b. The Computational Power Of The System 

c. The Efficiency Of The Attacker. 

d. Powerful Random Number Generators.  

 

The traditional cryptographic methods fails if the attacker uses 

high computational power. The security in QKD relies on 

fundamental characteristic of quantum mechanics: With the 

principle of no cloning an eavesdropper cannot intercept a 

quantum exchange without going unnoticeable. Once the 

eavesdropper / errors in transmission is suspected the the nodes 

are punished and discarded from transmitting. Generally there 

exists quantum channel to share the secret along with a traditional 

classical channel between the nodes in the network. Many QKD 

protocols have emerged using the principles of quantum 

mechanics using Discrete Variable QKD, and single photon 

detectors to measure the obtained quantum states.  BB84 protocol 

is the first protocol for implementing the quantum methods for 

securely transmitting the data using no – cloning method.  The 

figure 1.0 shows the implementation procedure for BB84 protocol. 

 

 
 
Figure 1.0  BB84 protocol 
 
In Section 2 we discuss briefly various secret sharing protocols 
using quantum key distribution for sharing a secret.  In Section 3.0 
we proposed a new qIDS using GA method. In section 4 we 

present our conclusions and future scope of study. 

II. SECRET SHARING USING QUANTUM KEY 

DISTRIBUTION 

Shamir in [28] proposed a method for sharing a secret 

securely   The basic procedure is to divided into n parts and 

each of the n users shares a part.. Later many researchers 

developed it by using the BB84 protocol and Ekert protocol, 
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which is proposed in [29]. In [28] authors implemented a 

method using t/n shares threshold for finding the malicious 

nodes. Many researchers have proposed methods for sharing a 

secret in [1-30] like using graph states, quantum methods, , 

distributed quantum methods , threshold methods, 

cryptanalysis methods, Grover’s algorithm and QKD.  

However, little research is done using the Genetic methods to 

share a secret securely in the communication network. In this 

paper, we proposed a method for securely transmitting the 

message using the method proposed by Shamir and method in 

[28] by applying the Genetic method to find the malicious. 

III. PROPOSED QIDS USING GA 

Let  Gr be the graph, where V is set of vertices say  Alice 
and Bob are users. Let A denote Alice and B denote Bob = 
{Bob1, Bob2, …, Bobn}. There are a set of edges, with ( 
E,V,Gr , ) E E edges and V vertices.  Graph will be referred 
as Gr to simplify the notation. As in [28] the proposed qIDS 
too constructs the secret iff at least t shares are collected. GA 
are adopted to find the t/n shares to select to establish a 
quantum communication and to eliminate/punish the 
Eavesdropper.  

The proposed qIDS scheme uses the basic three phases in 
[28] and the  methods  

 Select_Trusted_Consructor:  

 Find Qualified_k_subset:  

 Evidence of Malicious_acitivity: 

 GA: 
 

To identify the compromised nodes in the channel and to 
establish a secure communication..  

A. Initialization Phase.  

Alice select a prime number say d such that  n ≤ d ≤ 2n 
and within a finite field Zd and divides 

Secret is divided into n parts.   

Alice randomly selects 

:
1

1

2

2

1

10 ...)( 

 i

i xaxaxaaxf
,  

With degree t–1 

where the 

coefficients

1

11 )....( 

  t

di Zaaa

 

are chosen, using  +   addition modulo d. 

 

B. Share Distribution Phase.  

Alice[28] compute n shares f (xi) € Zd for (i = 1, 2, …, n) 
using distant nonzero values xi € Zd to.  The f(xi) is shared 
on a quantum channel using the no cloning method in BB84 
protocol. 

 Alice shares the qubits f(xi) to  Bob i for (i = 1, 2, …, n) 
on a quantum channel.  

Each Bob i  has a share f(xi)  

The secret is shared among a the n users.  

Alice calls Trusted_Reconstructor method to find the 
trusted reconstructor for Bob1  

 

Bob1=Trusted_Constructor Method(Set P of Privilidges).  

 

Now Bob1 receives all the t shares and then reconstructs 
the final secret.  

Alice selects a any Hash function to find a values and 
thares it to the Bob1 so that the value is used in the secret 
reconstruction process 

C.  Reconstruction Phase.  

 Generate the qualified subsets using the 
Qualified_k_subset (Set P of privileges) method. Each 
participant is assigned a privilege(shortest indegree) in 
this method which specifies the qualified subset number 
to which the participant is listed in.  The values 
returerned by the Qualified_k_subset (Set P of privileges 
can reconstruct the secret. Each qualified subset need not 
belong to the same set. In the k shares the share with 
largest entropy is selected and is denoted by R = {Bob1, 
Bob2, …, Bobt}.  

 Bob1 prepares qudit particles with each having m qubits 
where m = [log2 d][28].  

 Bob1 implements  QFT to the first share to obtain a t 
shares and they are denoted as follows  
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where ω = e2πi/d is a primitive d-th root of 
unity[28]. 

 Bob1 implements d-level CNOT[28] operation on the 
every |0〉r to get the entangled states  
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  3[28] 

 Bob1 sends the shares  to the Bobr  
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 Once all the users obtains their shares particles they 
calculate f(xr) on their share sr which is the shadow 
of the share f(xr) which are shown as follows 

rj

j
xfs

xx

x
rjtjrr


 ,1)(

mod 

d4[28] 

 On each share a generalized Pauli operator U0,sr is 
applied where 
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 Bob1 calls QFT−1 to share |k〉1 and obtains the secret ′ = 

 . 7[28] 

 Bob1 verifies the shared is the same as the reconstructed 
using a hashed function as in [28]  

 If the value is the same  

 

he distributes the message  s to the users;  

 

 otherwise  

identifies the malicious activity and ignores the 
transaction   

 ends the reconstruction phase   

 calls Evidence_of_ Malicious_acitivity. 

 End 

 

Select_Trusted_Consructor(Set P of privileges)  

 Let Pi denote the privileges of each participant 

 Choose a Random Number RNDi 

 Let Pri=Pi*RNDi 

 Return TC=Max(Pri) 

 

Find Qualified_k_subset(Set P of privileges)  

 k=k + 1 

 Generate RAND 

 Call Generate_sequences_number(Set P of 
privileges,RAND) 

 Call GA(Si) to find the QSk and selected qualified 
subset R  

 If Sizeof(QSk > 1)  

repeat step 1 

 else 

return k 

 End  

Evidence of Malicious_acitivity () 

 For each k = 1 to t do  

 If ( Search(Trustedset(QSk)  = false) then 

 Add QSk  to UnTrustedset 

 P(QSk) = P(QSk) – Fine 

 If if P(QSk < threshold) then  

 Mark user as malicious and  

 Ignore user from the communications. 

 Else 

 Add QSk to Trustedset  

 P(QSk) = P(QSk) +  promote 

 End if 

 End 

 

GA(Gr) 

 A candidate solution is a collection of complex vectors 
Gji and takes the real part of the numbers. 

 Obtain a n qubit from the quantum system 

 Obtain the density matrix 


 

 Read input parameters including nodes in the system, 
distances, degree of the graph , neighbor for every node 
,crossover probability, mutation probability. 

 Build a neighbor table with indices of smallest indegree 
neighbor’s of each node. 

 Using the neighbor table, create adjacency matrix Ad .  

 Generate initial population as G XOR 


 XOR Ad 

 Take any two chromosomes as  initial population 

 Generate sequence number from G for Tr   

 For a given number of generations repeat: – 

 Allocate two arrays, “generation0” and “generation1” 
composed of chromosomes. 

 Apply crossover and mutation operators  to get childi 
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 Find distance between Tr and childi and if childi is close 
to Tr call it BEST child. 

 Include the BEST child in the qualified subset. 

IV. CONCLUSION AND FUTURE WORK 

The proposed is a Quantum intrusion detection system 

using GA. In the proposed quantum n party message, 

sharing protocol one system distributes the message to 

n users such that any subset of users can access the 

secret. We modeled the n user system as a quantum 

graph and used the GA AND the method in [28] to 

share the message securely among the n users. The 

laws of physics are employed to identify the 

eavesdropper and a threshold limit is imposed on 
every user for their misbehavior. When the 

misbehavior reaches the threshold, the user is marked 

as malicious and ignored in the rest of the 

communication. 
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