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Abstract:

Providing medical services,for analyzing the information through collecting the
patient’s vital data, required lot of labor work. Thesemethods are usually slow and
error-prone, using a potential that avoids real-time data accessibility. This set-
upkeeps the clinical diagnostics and monitoring facilities. With this kind of
situation, the sensors with medical equipment’s and cloud servers are inter-
connected to exchange the service [1]. The data available in cloud can be managed
by expert systems and further distributed to medical staff. The problem with this
solution is that there is no authentication from patient side as well as from medical
staff/doctors side. From patient side there is no surety that, data which is stored on
cloud will be right data or not and from medical staff/doctor side also not surety that
they will not misuse the data. For this problem a solution as a model is proposed in
this paper, in which authentication is mandatory for both-sides, patient side and
staff/doctor side.

Keywords: Cloud Computing, Authentication, Medical-staff, MD5, TOTP, e-health,
Token, 2 key authentication.

I. INTRODUCTION

staffs for patient’s data [1]. All these processes are
weighty and time consuming, so the collaboration

Telemedicine permits remote analyses and
monitoring of patients [2]. It provides protection,
alertness and reliability in modern health-care
institutions. There are many challenges related to
automation in this environment [3].

Now day’s computer systems are used widely in
medical and healthcare systems. For the storage,
documentation,  analysis,  processing, and
presentation of patient’sdata storage devices and
server systems are used.Healthcare systems are
built on the basis that consists of paper
handwritten test results, medical records, non-
digitized images, handwritten notes and split IT
systems. Sharing of information across providers
is not portable and it’s very inefficient and
insecure.Doctors are depending on the medical
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and coordination between patients and doctors.
This problem is resolved to automate the process
from information sharing, data collection and
remotely access by healthcare service provider.
For that sensors are connectedwith medical
equipment’s that are inter-connected to exchange
services; these are joined to the healthcare
computing network organization[1]. Themedical
data is store in the "cloud", from where it can be
managedand use by doctors/medical staff.

In the cloud, resources are shared by doctor’s staff
members, patients or other related persons. As a
result patient’s data in the cloud become open to
all. Thus the records are more susceptible to
attack. It is very easy for an intruder to harm the
original patient’s records [2]. So it is very
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important for the cloud to be safe and secure. For
security we need to restrict the user and only
authorized user can access the data.

A. E-Health

E-Health there the interaction between patients
and health service providers/health professionals.
E-health should be efficient; thereby it decreases
effort, cost and access accurate data. It also
enhances the quality of care. It easily provides
patient’s to health services online from global
providers. The technologies in E-health care are
an important part of medical treatment and follow
up procedures. Patient’s medical records can be
effectively shared with a wide range of users,
including staff from health care providers, and
other health professionals [4]. Electronic health
record (EHR) is the essential source of
information for future health care professionals.

B. Cloud computing in healthcare

Cloud computing change the concept how
technology is manages and used. In cloud
computing, the user can connect with resources
and use the services without concerned how its
work [5]. Like other services healthcare also use
the cloud computing for information sharing
between patient’s and health professionals, data
storage and access from anywhere through
internet connection. Fast and efficient information
exchange is necessary for quality healthcare [6].
Healthcare organizations can buildup cloud
computing to well organize healthcare information
system which provide effective and efficient
medical data sharing and management. It’s
minimized the cost when accessing the
information remotely. Cloud computing provide a
perfect platform there hospitals can connect with
each other and can share infrastructure and
resources together hence cost reduction and
increase of utilization [7].

Healthcare data is rising day by day. Therefore
healthcare organizations outsource the storage
services in the form of cloud computing and
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accordingly pay for that. Basically there are three
main computing models (i.e. SaaS, PaaS and laaS)
are used in healthcare systems [8].

Cloud computing makes healthcare origination
more efficient and advance. The
followingadvantages of cloud computing in
healthcare are.

e Usability without taking into explanation

and place

Usability is related with the functionality of the
application, system or product. It is the scope to
which the product is easy to understand and use.
The main important benefit of cloud computing is
that user can access cloud service at anywhere,
anytime through their laptop, personal computers,
or mobile devices. Therefore, in cloud computing
the information is exchange between healthcare
users like hospitals, patients and doctors.

e Equipment procurement is not required
Cloud computing permits users to get the services
or solutions so that Healthcare organizations don’t
need to purchase the hardware, technology or
infrastructure [9]. With cloud technology hospitals
can share their machine and equipment’s for
diagnosis and checkup. They share our health data
for analysis and patients care [10].

e Save money:

Manual data collection is very costly and time
consuming and error-prone. But through cloud
computing data collection will be fast, simple and
low costly. Through sensors attachment in
equipment’s automatically data storage in cloud
make it possible to connect and exchange data
between devices.Therefore, healthcare
organization will save lot of money [11].

e Minimum maintenance
Cloud computing services will be available on the
bases of on demand so that it’s required minimum
maintenance.

e Quickly to take in use
Cloud computing allow the healthcare staffs that
have authorizations, to access the services from
anywhere as long as they want [11].
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e Disaster recovery
In healthcare using a Cloud computing is the good
choice.Because they don’t need to worry about the
data lost or any harm. In cloud computing
itprovides the backup or recovery a data of site as
well as to fail the server [11].

C. Authentication

While these new technologies promise to
transform patient care, they also complicate the
task of securing patient data. But patient data will
continue to be a profitable target for cyber
attackers. Healthcare providers need to recognize
the evolving security challenges in this complex
environment[12]. Authentication is the one of
solution to safe and secures the patients and health
organization data. Through authentication only
authorized user can access the cloud for data
storage and data sharing for patients care.

There different types of techniques are used for
authentication: password or PIN, single sign-on,
token,  two-factorauthentication,  three-factor
authentication and biometrics etc.

We proposed a model through that first, before
storing a patient’s data into cloud equipment
required to authentication first, so only authorized
equipment’s data will be store into cloud. Second
when doctors, care taker and other related persons
are trying to access the data they also first
required authentication, through valid
authentication they can access a data anywhere
and anytime.

Il. RELATED WORK

After load the health data in cloud patient to lose
the control of them so there chances to lose its
sensitive data, which makes the requirement of
authentication before access by other [13].

Bruno M.C. Silva etal [14] the authors has
suggested thatM-health is the new innovation in
healthcare. M-health system and its mobility
functionalities have a strong impact on healthcare
monitoring and alerting system. It does not
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discuss about the user authenticity,who is using
the cloud healthcare system for which purpose.
Richard Millham [15] proposes an enhanced
model to share patient data with increased
capacity but there is not concern about security of
data.

Ming Lil [16] It’s beneficial for online personal
healthcare records to transfer into cloud, its
increase the elasticity of resources and reduce the
operational cost. Storing personal healthcare data
into cloud, the patients lose control to their data.
In paper explain before storing data into cloud it’s
encrypt the data, it is challenging to know that
which data is related to which patient because data
is encrypted using different cryptographic keys,
and there is no authentication so who is able to
decrypt the data can access it. Its model is not
providing more security.

RuoyuWulet.al[17] the author explain that in
electronic medical record system access control is
the major issue. In paper proposed a mechanism to
systematic access control to care the composite e-
health from different healthcare providers in
cloud. There discuss about feasibility and
efficiency but not about the security of accessing
data.

Rui Zhanget.al [18] there author discuss about the
concept of sharing and integration in healthcare
cloud and analyzing the security and privacy
issues in electronic health records. Author
describes an electronic healthcare security model
for managing security issues. This also can be
improved through authentication techniques.
Kumar P. [19] surveyed the different techniques
for authentication in health care system through
wireless body area network.

Pradeep Kumar [20] proposed genetic algorithm
for data security in healthcare data with respect to
wireless body area network.

1. METHODOLOGY

In this paper we have proposed a model with an
aim to provide authentication for cloud services. It
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will be helpful for various medical practitioners to
store and access the data of the patients in a
secured and effective manner.

Create Model
v
Apply
Authen;cication
v v
Medical Medical
Equipment Staff/Doctor’s
| |
v
Authenticate

Data Access

Fig.1 Flowchart for given methodology

Now in this paper we have applied authentication

in following manner:

e When the sensors generate the data, it will first
get authenticated before its storage to the cloud.

e Various stockholders of the medical field like
doctors, caretakers, patients etc., can access the
data through several devices, only when they
have performed proper authentication for its
access from cloud.

We apply authentication to the above approaches

through our proposed model, which will turns

advantageous in the following ways:

e Only authorized equipment’s can able to store
real-time data on cloud.

e It’s eliminates anonymous data on cloud.

e Patient’s data is safe and secure, so data
misuses are reduced.

e Because of data authenticity, patient data
analysis is perfect and takes right discussions
for the treatment.
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There are several ways to achieving the
authentication:

e Passcode

e OTP

e Single sign-on

e 2 key authentication

e Token

IV. PROPOSED SOLUTION

With the help of following model we proposed the
solution.

HOSPITAL -

Sexsor Node Devices Cloud senices
””‘1 w\ Request bo
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,__._—_élg .

=3 H| Bt Device \\
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Fig.2 ProposedModel

In this model for authentication use the single
sign-on and token authentication techniques on
two different stages. When data is store on cloud
machine through medical equipment’s, use the
token concept for authentication. In the respect of
every patient first generate a unique token which
is active till the equipment is connected to the
patient’s body. Data is store in the cloud with
patient id. When treatment is done and removes
the equipment from patient body, that token
isfinish. For every patient generates a new token
key.

When doctors or medical staffstrying to access
patients data before they required to
authentication.  Forthat use the 2 key
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authentication techniques. In this technique we
use the login id and password and after successful
login generate the OTP on their register mobile
no. when both the authentication is successful that
can able access the patient data for their treatment
or other tasks.

We implement the proposed model through
preparing the prototype in cloudsim simulator.
Following authentication MD5 (Message Digest
5), TOTP (Time based one-time
password)algorithms use for data safety.

V. CONCLUSIONS AND FUTURE WORK

This paper discusses the model to automate the
process of collecting data through number of
sensing devices and further transmitting them to
cloud for storage, processing and other related
activities. Based on this model proposed the
additional security mechanism to improve and
provide the security to the collected and
transmitted data. In the proposed model MD5 and
TOTP algorithms has been used for authenticating
the transmission sensing nodes and for accessing
the gathered data at various interfaces
respectively. The proposed model provides an
efficient and secure way for data collection,
accessing and processing required for various
application areas using the benefits of clouds. As
future work, we are planning to implement the
whole system and to go through more to
performance evaluation of authentication time.
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