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Abstract 

Steganography and cryptography is used together to add multiple layers security. 

Cryptography is a cryptographic technique and which is used to encrypt the visual 

information. Cryptography is used in data hiding, secure the images, colored image, 

multimedia and other fields. Steganography is the method of hiding secret data into another 

data so that it is even more secured. In steganography the secret messages embed in a 

harmless looking cover such as a digital image file, then the image is transmitted. For 

encrypt and decrypt the data we can use the cryptography method. The data are converted 

into some other gibberish form, and then the encrypted data are transmitted. Now a days we 

have seen a rapid growth of communications security and the antonymous person gain 

access to secret information for the data communiquéexpert. “Cryptography and 

Steganography are the widely used techniques to overcome this threat”. LSB method is used 

to hide the encrypted message into videos. This project is to improve a new method of 

hiding secret messages into video, the space of representing the characters parallelly we are 

analysing the video frame using steganalysis. 

 

Keywords: Data Hiding, Stego-video, LSB method, Cover video, secret message, 
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I. INTRODUCTION 

(The high expanded done web infiltration need 

prompted a lot of people computer related law 

violations. Protection and more mystery about 

information even now stay a real test done today’s 

innovative reality. If stringent measures bring been 

placed set up to guarantee the security also security 

for information transmitted again the workstation 

networks, hackers What's more eavesdroppers 

additionally proceed will gadget a all the more 

complex publicizing Also intricate method for 

gaining entrance to such majority of the data. 

The internet and additionally computer innovation 

bring committed huge strive over information 

correspondence presence. As stated by Wajgade 

Furthermore Kumar, the impact for joining together 

steganography Also cryptography may be additional 

advantageous As far as getting those security and 

security about information. Different methodologies 

and strategies from claiming information security 

Furthermore data bring been actualized Toward 

scientists on accomplish secret communication. 

Done today’s advanced world, steganography may 

be a standout amongst those most secure types of 

information correspondence. Because of the systems 

from claiming steganalysis tools that need those 

ability for identifying stowed away messages done 

secret media, cryptography need been utilized 

Concerning illustration another method for securing 

information transmission. Despite a number of 

investigations have been carried out with respect to 

feature steganography, a large number concentrated 

on the utilization of symmetric cryptographic 
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algorithm.Few of others likewise utilized deviated 

cryptographic algorithm, the individuals carried in 

the range about deviated cryptographic algorithm 

puts minimal alternately no accentuation on the 

utilization of SHA1 encryption What's more 

layering calculations and LSB insertion. This 

examine will be In this manner outlined to upgrade 

feature steganography utilizing SHA1 encryption 

calculation and Huffman code for LSB insertion 

algorithm 

Characteristics of Strong Steganography  

There are various other related parameters which 

judge any method’s steganographic strength besides 

just hiding data.These parameters decide whether 

method provides complete security to secret 

information or not. These parameters include: 

1. Invisibility i.e inability for humans to detect 

a distortion in the stego-object 

2. Robustness i.e. messages ability to persist 

despite compression or other common 

modifications 

3. Capacity i.e. amount of data that can be 

hidden 

4. Tamper resistance i.e. message ability to 

persist despite active measure  to destroy it  

5. “Signal to noise ratio i.e. how much data is 

encoded versus how much unrelated data    is 

encoded” 

6. Un-detectability i.e. “inability for a computer 

to use statistics or other computational 

methods to differentiate between covers and 

stego objects”. 

II. RELATED WORK 

Video file is generally comprised of an audio and 

still images. So encrypted secret message can either 

be hidden in an audio or in image file. Audio files 

contain some free bits or unused bits in which secret 

data can be hidden. Basically, hiding data in Video 

includes two fundamental techniques, Encryption of 

secret message followed by Embedding of secret 

message into the Video. 

Previously, hash built minimum huge spot procedure 

[2], a spatial space strategy may be utilized the place 

the mystery majority of the data will be installed in 

the LSB of the spread frames. Eight odds of the 

mystery majority of the data is partitioned under 3, 

3, 2 Furthermore installed under the red Green blue 

pixel values of the disguise frames What's more An 

hash work may be connected to select the position 

from claiming insertion On LSB odds. Analysis is 

done based on two parameters i.e. “Mean square 

Error and peak Signal to Noise Ratio” 

(PSNR).PSNR value is collated to the unique cover 

video and the Mean Square Error (MSE) is 

calculatedamong the unique and steganographic 

records averaged over all video frames. Image 

Fidelity (IF) isalso one of the parameter that is 

considered and measured, its results showssmallest 

degradation for the steganographic video file. 

On LSB built mixture approach for feature 

steganography [3], AES will be connected and 

person alternately two or three LSB of every pixel to 

feature outline need aid swapped. In this technique 

security level is increased when number of LSB 

substation bit is increased i.e. PSNR is greater for 1 

bit than 3 bit substitution. Over video 

Steganography in light of basic Haar Wavelet 

Transforms to secured information Transfer [4], it 

proposes a feature steganography techno babble In 

light of Haar basic Wavelet Transforms( HIWT) and 

LSB bits 

This is different approach of data hiding in which it 

suggests to divide cover video into RGB frames and 

then text which is in binary form is placed into the 

LSBs of IWT coefficients. The reverse process of 

data hiding is used to extract embedded text from 

stego-video . Audio Video Interleave (AVI) file are 

used for implementation of the proposed system. 

The experimental results proved that proposed 

system has shown imperceptible modifications in 

AVI videos that lead to high security and an 

eavesdroppers inability to detect hidden data. In 

Improved ProtectionVideo Steganography Using 

DCT and LSB [5], this approach suggests text file is 
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embedded in a video file in a manner that the video 

does not lose its functionality using DCT and LSB 

Modification method. This approach provides high 

security to an eavesdropper’s inability to detect 

hidden information. This approach applies 

indistinguishable modification. In this method, cover 

image is broken into 8X8 block of pixels. DCT is 

applied to each block. Each block is then 

compressed through quantization table and then 

Calculate LSB of each DC coefficient and replace 

with each bit of secret message this way stego video 

is generated. On receiver side, stegoimage is broken 

into 8X8 blocks of pixels. Working from top to 

bottom and left to right subtract 128 in each block of 

pixels and then DCT is applied to each block. 

Calculate LSB of each DC coefficient. Retrieve and 

convert each 8 bit into character. 

In Enhancing Data Security Using Video 

Steganography [6], AES and SHA-1 are used for 

encrypting secret message . The video which is 

composed of images and audio is extracted and 

From this extracted audio the stego file is formed by 

hiding secret data in the audio instead of image 

frames. Audio is composed of unused bits or free 

bits which can be used to hide data secretly. 

Advanced Encryption standard can be used to make 

the file more robust against attack. As a result of this 

complex data hiding method the generated stego file 

remains intact and then transmitted over the 

communication channel. The stego file can be 

extracted on other side by performing the reverse 

procedure. The resultant information is the 

encrypted mystery information which will be once 

more decrypted with get unique information. 

III. VIDEO STEGANOGRAPHY 

Fundamentals that primary destination about safely 

concealing information on feature is with attain 

exceptional secrecy furthermore information 

recuperation. Feature files would arrangement from 

claiming pictures and resonances or arrangement for 

frames. Utilizing feature stream hiddenite 

information ought to stay undetect those mankind's 

eye. Whether a steganography calculation In view of 

feature is distinguished after that it may be invalid. 

Toward far, feature steganography concealing 

technobabble is those best since it overcame the 

ability issue from claiming picture steganography 

and change issue for quick steganography. Utilizing 

feature similarly as a blanket article didn’t beat the 

ability issue only, Atit Additionally improved those 

security of the inserted information.Introduces an 

substitution cost system for embedding mystery 

learning inside colour in light it isn't that a 

considerable measure about delicate with HVS 

(Human Visual System) [1].  

Colouring Tone Detection 

This takes focal point of life science alternatives 

similar to color tone, as opposed embedding 

learning anywhere done image, information are 

setting off on be installed On hand-picked districts. 

Rundown judgment of procedure is compactly 

presented Likewise takes after. At first color tone 

arm identification is performed once information 

image victimisationYCbCr (Yellow, chromatic blue, 

Chromatic red) colour range. Second cowl picture is 

renovated for recurrence area. This could a chance 

to be performed by applying Haar-DWT, those best 

DWT around picture bringing about four subbands. 

After that payload (number about odds inside which 

we will shroud information) may be ascertained. 

A New Image Secret Writing Rule  

Secure hash algorithm may be an class for 

cryptographic hash works executed by the national 

establishment of measures and more institute of 

standards and technology and more distributed by 

central data transforming standard in 1993, 

Furthermore for the most part advised likewise 

SHA1. Those genuine principles documents will be 

called secure hash standard archive. SHA -1 

generates a hash period from claiming 160 odds. 

Done “2002 NIST generates another versify of the 

standard FIPS 180-2, that characterized three new 

measures of SHA, with hash lengths about 256, 384 

and 512 bits, known as SHA-256 standard, SHA-
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384 standard, Furthermore SHA-512 standard”. 

These new guidelines bring the same structure and 

utilize the same sorts about math also double 

operations similarly as SHA1. This proposition 

exploits the quality of a 1D hash rule, SHA-2, Also 

extends it should handle second majority of the data 

such as portraits.SHA capacities “are greatly versant 

primitives which will make wont with obtain 

privacy, integument Also authenticity”. The vector 

H, approached Concerning illustration An string 

from claiming cut characters, will be that point 

reborn on its decimal adaptation Furthermore 

inevitably reworked should somewhat stream grid 

for attached size [8x32]. Parallel of the current, the 

main picture An is reborn will somewhat stream 

Furthermore reshaped of the order8 x MN.The 

mostly developed key, herein K’, remains short on 

suit those picture bit stream. Therefore, the tenet 

performs way full expansion towards those obliged 

dimension, herein8 x MN. Obviously, this step 

might prompt tedium examples that might Fabricate 

those ciphered picture defenceless on attacks, a 

retardant that might have been severally 

distinguished on. As such, portraits will a chance to 

be essentially encoded solidly for saying 

security.This is regularly basically succeed through 

the ensuing 2 choices: whichever the client gives 3 

expressions each from claiming that encrypts you 

quit offering on that one colour channel alternately a 

considerable measure of helpfully generates in turn 

2 notable keys from those primary Gave 

international ID. Likewise a example, one key will a 

chance to be used with thought of those ensuing 

totally distinctive hash works “H(K),H(K) and 

H(H(K)) to code the R”, g and more b channels, 

severally.K means the furnished key, those arrows 

show those string perusing directions Also H(H(•)) 

means twofold hashing. There region unit a few 

provisions for this stretched out second SHA-2 rule, 

Anyway this postulation condensed only on the 

fortifying for advanced picture steganography. 

These following steps are: 

Step 1: “Append Padding bits”: Those message is 

padded something like that that its length may be 

compatible will 896modulo1024. Cushioned will be 

continuously included regardless of those message 

may be at that point of the fancied length. “Annex 

that extent of the unique message as an unsigned 64 

bit integer”. 

Step 2: “Append Length”: An piece of 128 odds is 

appended of the message. This piece will be treated 

similarly as an unsigned 128 bit basic Also holds 

those length for unique message. 

Step 3: “Initialize hash buffer”: An 512 bit cushion 

is used to hold middle of the road What's more last 

comes about of the hash work. Those support can  

be spoken to Likewise eight 64-bit registers. 

Step 4: “Process Message in 1024 bit blocks”: The 

heart of the calculation will be An module that 

comprises for 80 rounds. Every round takes 

concerning illustration information the 512 – bit 

support quality abcdefgh furthermore updates the 

substance of the cushion. 

Step 5: All things considered n 1024 –bit obstructs 

bring been transformed , the yield starting with the 

nth stage may be the 512 bit message digest. 

 

Separate Moving Ridge Rework (DWT) 

This is another frequency domain within which 

steganography will be enforced. DCT is calculated 

on blocks of freelance pixels, a writing error causes 

separation between blocks leading to annoying 

interference whole. This disadvantage of DCT is 
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eliminated victimization DWT. DWT applies on 

entire image. DWT offers higher energy compaction 

than DCT with none interference whole. DWT splits 

part into varied frequency bands referred to as sub 

bands referred to as:  

HL: Horizontally high pass and vertically low pass 

LL: Horizontally and vertically low pass 

LH: Horizontally low pass and vertically high pass 

HH: Horizontally and vertically high pass 

 

Since human eyes region unit significantly more 

delicate of the low recurrence A large portion (LL 

subband) we have the capacity should hidden it 

mystery message done elective 3 components same 

time not making whatever change in LL subband 

[5]. Concerning illustration elective 3 sub-bands 

region unit high back sub-band they hold 

inconsequential data. Camouflage mystery majority 

of the data clinched alongside these sub-bands 

doesn’t corrupt picture nature that a considerable 

measure for. DWT utilized in this fill in will be Haar 

DWT, the best DWT. 

IV STEGANALYSIS 

The art about identifying steganography will be refer 

on similarly as steganalysis. Steganalysis is the 

methodology about recognizing steganography 

toward inspecting Different parameter of a stego 

networking. The essential step from claiming this 

methodology will be on recognizes a suspected 

stego networking. Then afterward that steganalysis 

procedure determines if that networking holds 

concealed message alternately not et cetera attempt 

will recoup that message from it.Done cryptanalysis, 

it is clear that those intercepted message will be 

encrypted and more it absolutely holds those 

concealed message a direct result the message may 

be fried. Yet on account of steganalysis this might 

not a chance to be genuine inconsistency. Those 

suspected networking might or might not make with 

concealed message. The steganalysis transform 

begins with set about suspected majority of the data 

streams.After that the situated is diminished for the 

assistance of propel measurable techniques. [4] On 

account about Visual identification steganalysis 

technique, An set of stego pictures are compared for 

first spread pictures Furthermore note the 

unmistakable distinction. Signature of the Hidatsa 

message might a chance to be inferred Eventually 

Tom's perusing thinking about various pictures. 

Cropping alternately cushioning for picture likewise 

is An visual piece of information from claiming 

stowed away message a result exactly stego device 

around will be cropping or cushioning plain spaces 

to fit those stego picture under altered 

extent.Contrast in document extent the middle of 

spread picture and stego images, expansion or 

diminishing about interesting shades done stego 

pictures canadditionally make utilized within the 

Visual identification steganalysis system. 

Researchers and analysts would attempting new 

systems on attempt What's more find approaches 

about identifying concealed files and more rendering 

them futile. That U. S. Administration need 

contracted Whetstone advances should fill in for 

those u. S. Aviation based armed forces with 

Scrutinize calculations that might be used to find 

inserted files done digital, sound and feature 

arrangement. Steganalysis will be the system with 

identify steganography alternately rout 

steganography. The investigate will gadget solid 

steganographic and more steganalysis method is a 

nonstop procedure. 

V CONCLUSION 

Steganography is an intriguing and more successful 

system for hide information that need been utilized 

for historical backdrop. Techniques that could be 
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utilized with uncover such wicked tactics, yet the to 

start with step would mindfulness that such systems 

indeed going exist.There would large portions useful 

reasons too to utilize this kind from information 

hiding, including watermarking or a greater amount 

secure focal stockpiling technique to such things 

likewise passwords, or way methods. Regardless, 

those engineering organization will be simple to 

utilize and was troublesome will identify. The 

greater amount that you recognize something like its 

features Furthermore functionality, those greater 

amount ahead you will make in the diversion.In this 

paper, distinctive strategies would examined for 

embedding information on text, image, also 

audio/video signs concerning illustration spread 

networking. I have exhibited a short diagram of an 

altogether energizing and quicker paced range of 

computer security. This advanced technology need a 

lot of people in the security field worried likewise 

that conceivable mischief that might a chance to be 

finished to both legislature furthermore private 

commercial enterprises. Concerning illustration pc‟s 

ended up additional capable this innovation 

organization will develop considerably and more get 

to be a great part a greater amount fundamental 

stream.There need aid at that point hundreds for 

steganography projects accessible that can a chance 

to be utilized ahead text, sound also realistic files. 

The governmentand more a large number private 

organizations would look into approaches to best 

identify the utilization of steganography around 

files. Likewise steganalysis turns into All the more 

full grown it will a chance to be actualized similarly 

as An standard security apparatus those lifestyle 

firewalls, infection identification programming 

Furthermore interruption identification projects 

presently are. 

Cover 

Images 

Size of 

Cover 

Object 

Size of 

Hide 

Images 

Capacity 

(bits) 

MSE 

(db) 

PSNR 

(db) 

Image 1 440*330 45*39 24,576 57.12 34.05 

Image 2 512*512 62*90 60,000 93.5 34.47 

Image 3 256*256 76*94 80,000 15.23 36.33 

Image 4 416*528 34*36 25,000 53.01 36.33 

Image 5 432*528 51*29 29,000 54.01 35.30 
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