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Abstract 

Abstract: Due to the increasing popularity of service-oriented software that are mainly 

developed using web service technology, web service testing is considered as an important and 

the fastest growing technical activity in the software engineering field. Web-service testing is 

required to detect errors and anomalies, and consequently improve the quality of web 

service-based applications. Web service-based applications have several dissimilarities in the 

testing process as compared to other software systems testing procedures. There are many 

efforts made to introduce effective web service testing approaches. However, the proposed 

approaches focus on different problems and achieved various degree of success. In this study, 

we categorize and deliberate the prominent web service testing approaches. The approaches 

are categorized into model-based, AI-based and semantic-based web service testing 

approaches. This study also presents a set of criteria used to evaluate and compare the 

state-of-the-art web service testing approaches and conducts the comparative evaluation. The 

comparative evaluation results may illuminate the strengths and gaps of the existing approach 

as well as give insight into the potential areas where the effectiveness of web service testing 

approaches can be improved. 

 

Keywords: Service-oriented software, software testing, and web service-based application 

testing. 
 

 
 

I. INTRODUCTION 

Web services are generally defined as 

self-explanatory applications which can be promoted, 

traced, and used through the internet using a set of 

architectural components such as SOAP, WSDL, and 

UDDI [1]. Because of the extensive recognition of 

SOAP and REST as a resolution to interoperation, 

reprocess, globalization, there has been a large flow 

of web services deployed over the Web [2]. For that 

reason, there might be several facility providers 

competing to deal the similar functionality, but with 

different quality of service (QoS) such as value and 

response time. Therefore, QoS is a critical measure 

for distinguishing between functionally similar web 

services.  

As more businesses depend on web service-based 

applications, the value and consistency of the web 

service based applications become important. In 

Order to meet these requirements, web service testing 

can determine the majority of the mistakes or errors 

of the web service-based application. To make sure 

the requirements have been fulfilled according to the 

request and given specifications by the application, 

web service should be tested carefully. Due to web 

service characteristics of distribution, heterogeneity, 

platform independence and concurrence, web service 

testing have become more difficult than common 

applications. The extensive spread of the Internet has 

resulted in a significant extension of the requests for 

web service-based applications with an 

ever-increasing number of extreme prerequisites. 

Web service-based applications have numerous 

details such as disperse heterogeneous, independent 

platform and real-time synchronization. Now, 

because of these features, testing of web service has 

become harder and more difficult as compared to 

traditional software testing. Therefore, to discover 

significant testing approaches for web service-based 

application, testing has become a new challenge and 
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preference.  

Previous research has been conducted with a focus 

on various testing issues in the web service-based 

application, and several solutions have been 

recommended. The functionality, quality of testing 

and testing approaches used for performance, 

interoperability, maintainability, reusability, 

efficiency, and reliability of web service-based 

applications are an essential testing challenge. These 

testing challenges have introduced new testing 

techniques and also provide the new ways to improve 

the requests for testing models, testing methodologies 

and testing approaches to progress the testing 

approaches in the state-of-the-art evaluation. This 

study concentrates on a review of the state-of-the-art 

web service testing approaches and provides a 

comparative evaluation that highlights the gaps and 

challenges in web service testing. In the next section, 

We also compare these testing approaches with a set 

of evaluation criteria in order to introduce the general 

idea and classification of existing testing approaches 

for web service-based application. We expect this 

research will assist researchers to deliver well-built 

testing approaches for web service-based 

applications. 

II.  WEB SERVICE TESTING 

In order to meet the web service testing 

requirements, it is necessary to make sure that 

complete APIs visible by the application are 

functioned with expected outcome after testing. To 

clarify, Web services testing is the process of testing 

to make sure that application communicates and 

accesses functions correctly. Testing of  web 

service-based application also need to make sure by 

effectively verifying the behavior of web services 

connected to them with appropriate request and 

response [3]. Web service contains two types, REST 

and SOAP, in order to communicate and synchronize 

records and data with facts over internet protocol to 

ensure that the QoS tests most common quality 

attributes in web service testing in order to ultimately 

to improve the service testing [4]. 

 

Fig. 1. Web Service (WS) Quality Parameters 

Classifications 

A. Quality of service (QoS) 

Quality of Service (QoS) is one of the important 

challenges currently in the WS testing. In order to 

mention QoS, nonfunctional properties such as 

performance, interoperability, maintainability, 

reusability, efficiency and reliability are proposed. 

Since a quality based service uses additional services 

to procedure itself, its value consists of the WSs and 

its consumption. To be recognized by its clients, a 

business should try to deliver good quality regarding 

the customers’ desires to a composed WS. As QoS 

information is assigned to each basic service, 

performance, interoperability, maintainability, 

reusability, efficiency, efficiency and reliability were 

selected. 

1) Performance 

It specifies the ability of the mechanism to ensure 

performance quality and also measures how fast a 

request of service can be completed. Performance 

also makes sure to test the sensitivity under specific 

workload and stress situations. There are two 

important types of performance testing, which are 

stress and load testing. Stress testing usually works to 

test the performance of a system under extreme 

capacity, increasing its maximum load. Load testing 

is performed by executing the system under explicit 

predefined load capacity to realize its performance 

and efficiency [5]. 

2) Interoperability 

It focusses on the capability of the system to 

interrelate efficiently with different frameworks 

whenever needed. It also makes sure that testing web 
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services and system are interoperable to implement 

services between the different development 

environments. Usually a framework needs to perform 

data trade through different components to associate 

with additional frameworks. This is a vital element, 

as the instrument should have the capacity to 

collaborate and arrange with outer parts [6]. 

3) Reusability 

This term specifies the ability of the testing 

mechanism to accomplish reusability web software 

and web service testing. Under explicit embedding of 

the same functionality and circumstances, in this 

study reusability deals with the sensitivity of the web 

service test. Multiple fluctuating constraints can be 

reused from the earlier version's test cases of web 

service. So, testing of reusability can reduce work 

effort to provide a solution with constraint standards 

for those variables while testing latest changes in the 

system and application [7]. 

4) Efficiency 

This attribute shows the capacity of web service 

and software system to play out and run by using a 

base measure of assets. Efficiency in software and 

web service testing will assess if the web service 

testing makes the most efficient consumption of 

framework assets like processor perimeter, RAM, 

transfer speed and so on. An instrument excessively 

consuming plate space or memory shows a low 

proficiency. Thus, in testing the model, a framework 

or technique is being used to make sure the results are 

prompt while performing efficiency so that a testing 

technique that does not respond in time to produce 

the expected results can be considered as inefficient 

[8]. 

5) Reliability 

This parameter demonstrates the capacity of the 

application to execute the given assignment by 

consuming a low volume of assets, which signifies 

the capacity of a web service testing to execute the 

given necessary tasks under mentioned circumstances 

within the respective time period. The purpose of the 

reliability is to make sure to maintain the overall 

measures of web service testing and its quality. 

Reliability will evaluate the usage of system 

resources like RAM, processor capacity, bandwidth 

while testing web service in this study [9]. 

The mentioned testing features and terms are the 

straightforward and valuable testing options, and thus 

need to be valued and realized for web service quality 

testing. Therefore, several testing approaches have 

been introduced to make the quality testing better in 

order for the mentioned parameters to improve the 

service, which is discussed in the state-of-the-art 

approaches in WS testing section. 

B. State of-the art approaches in web service testing 

Web Services-based applications have the 

capability of additional features to their applications 

as part of implementing quality of service testing 

aspect in their services. It has been observed that the 

limitation between following aspects of arrangement 

are not always stringently well-defined [10]. Several 

testing approaches, for example, can be also 

deliberated as a multi dimension web service-based 

testing approaches. However, these major testing 

approaches have been categorized as follows.  

1) Model-Based Approach  

Model-based testing (MBT) approach in a web 

service that facilitates the behavioral testing of SOAP 

and REST services, respecting both the service types 

with the intention of quality assurance of 

performance, interoperability, maintainability, 

reusability, efficiency and reliability and providing a 

more systematic and formal testing. Model-based 

approach has been proposed to test the model based 

web service using the UML protocol state machine 

model in order to ensure the quality of service 

attributes (QoS)[11]. The starting point of the 

approach is to create the behavioral model (protocol 

state machine) of a specific behavior of the SUT. 

The behavioral model must then be converted to 

the XML Metadata Interchange (XMI) standard. The 

XMI was preferred subsequently due to its good 

format in existing up to date modelling [12]. The 

approach uses an adapted UML protocol state 

machine that conforms to the web service and its 

type. From theoretical and experimental perspective, 

the authors consider that this preliminary effort 
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provokes further research on model-based testing of 

web services. It is important to analyze how the 

testing approach performs in the wild with real-world 

and industrial web services with the purpose of 

determining the effectiveness of the proposed testing 

approach. To conclude, investigational assessments 

(e.g. Case studies) should be introduced. 

2) Artificial Intelligence (AI)-Based Approach  

At present, numerous testing approaches familiar to 

AI planning have been introduced to ensure the 

quality of service (QoS) [13, 14]. Most AI testing 

approaches depend on the ideal of the state-transition 

system. The point of arranging is to discover which 

activities to apply to which states so as to accomplish 

some goal, beginning from some predefined 

condition. 

With the aim of explaining and resolving some 

objective, starting from any given situation, 

particularly web service testing issues, Artificial 

Intelligence (AI) has contributed comprehensively in 

this area [15, 16]. The AI-based testing approaches 

differ in web services testing from the approach taken 

for more traditional software testing techniques. In 

terms of the design of test cases and the metrics used 

to measure quality like maintainability, 

interoperability, performance, reusability, efficiency 

and reliability, Artificial Intelligence (AI) contributed 

extensively to make the testing approach and 

software performance more efficient and reliable. To 

test and evaluate, the functionality and performance 

of this concentrated system has been familiarized at 

both the end-to-end integrated level testing and 

individual component level testing against quality 

parameters which have been discussed earlier [17]. 

Furthermore, we present certain WS testing 

approaches dependent on AI planning. Incredible 

overviews of AI- based testing approaches ways to 

deal with handle the issue of WS quality attributes. 

Chakravarty [18] adapt and extend the AI based 

testing approach to evaluate the performance and 

accuracy for WSs. Indeed, this testing approach 

depends on the AI framework, for instance, of stress 

testing an AI-based web service. The authors address 

the AI interpretation framework considered, and the 

methodology utilized for stress testing it is 

introduced, which are close to correlations with a 

progressively conventional testing approach. 

Advantages of using this AI based approach are 

Predictability of response, Mean Time between 

Failures (MTBF) and Capacity to handle expected 

traffic in order to precisely assess separate changes in 

AI framework reaction brought about by load and 

changes brought about by enhancements in the AI 

algorithm as the framework learns over long spans. 

Executing and Implementing tests with these needs 

and knowledge have prompted a stress testing 

framework that has remained helpful and versatile as 

the WS has advanced to help a developing number of 

features and language sets. 

Anabalon and De Renzis [19] introduced an 

extension of an earlier AI based testing approach that 

applied Case-Based Reasoning (CBR) for WS 

Selection, where WS are interactively tested for 

conformance of specified essential functionality. It 

also presented an improvement on our CBR approach 

in [20] for the problem of service selection. For the 

most part, the novel testing approach introduces the 

case validation phase to ensure the appropriateness of 

a proposed resolution by a dynamic behavioral 

assessment. The testing-based Behavior 

Compatibility Analysis, through the applied testing 

criteria, escalates the consistency and effectiveness 

level.  

Androcec, et al. [21] discuss the Service-Level 

Interoperability Issues of Platform as a Service. To 

address interoperability testing complications, the 

ontology determined statistics intervention is used 

and tested in this study. This is a more flexible 

approach than direct mapping and transformation 

approach used in web service composition languages 

like BPEL. Testing and validation was executed on a 

use case where existing Salesforce client is added to 

data container in content management system used on 

Google App Engine[22]. The stated use case verifies 

that ontology driven service data mediation approach 

and AI planning techniques are proper to find and 

resolve service-level interoperability complications 

among PaaS APIs. Using AI test approach both 
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authors on cloud’s Web APIs and SaaS offers. 

For functionality testing using the AI testing 

approach, some AI based testing solutions have been 

discussed for web service testing, especially for 

component testing, stress testing, test case generation 

criteria to make the system interpretable. 

3) Semantic-Based Approach  

The concept of the Semantic Network Model was 

introduced by the cognitive scientists Sadoski and 

Paivio [23], Mittal and Jain [24], and psychologist 

Loftus and Loftus [25] in different journals in the 

early 1960s as a form to indicate semantically 

structured knowledge. The semantic web consents to 

the illustration and synchronization of information 

and data in a significant approach, simplifying 

automated procedure of explanations on the web 

service testing [26]. Interpretations on the semantic 

web are precise associations between information and 

data resources on the web services and connect 

information and data resources to standard terms 

[27]. 

These connective configurations are termed 

ontologies. Since the web service causes time and 

cost decrease, these components produce the capacity 

in order to ensure the quality attributes against that 

ontology to associate information and data assets to 

recognized terms in web services.  

Semantic web service testing that uses decrease 

approaches Pairwise Testing (PWT) and Orthogonal 

Array Testing (OAT) [28] and relates the two testing 

approaches with general procedure has been 

introduced for such quality attributes as performance, 

interoperability,  maintainability,  reusability, 

efficiency and reliability.  

III. COMPARATIVE EVALUATION 

In this segment, we present a comparative 

evaluation of the most progressive testing approaches 

for web service that are discussed in the previous 

section with respect to a set of well-defined criteria. 

The evaluation criteria will be recognized and 

depicted then the outcomes and results will be 

displayed in the wake of applying the evaluation 

criteria into existing approaches. The aim of this 

study is to provide a classification and comparison of 

the most prominent testing approaches with 

determination to check how far the prevailing testing 

approaches can support to improve the web service 

testing. Therefore, those testing approaches can be 

categorized into four main categories, namely 

Component based approach, Model based approach, 

AI based approach, and Semantic based approach. 

We consider that at this time it is not conceivable to 

claim that the existing classification is 

comprehensive.   

An evaluation was executed on the existing 

approaches for web service testing, based on six 

identified criteria to fulfil the testing requirements as 

mentioned and discussed in previous section (QoS) 

such as performance, interoperability, 

maintainability, reusability, efficiency and reliability. 

These six quality parameters have been used as 

evaluation of comparative study, to evaluate the 

weaknesses and the strengths of the existing testing 

approaches of web service testing. 

A. Evaluation Criteria 

This section describes and clarifies concisely the 

evaluation criteria used in this study.  Our objective is 

that any testing approach to web service must satisfy 

the subsequent conditions. We considered an 

approach as a “Good” advantage approach on the off 

chance that the approach can give all parts of the 

criteria against maintainability, interoperability, 

performance, reusability, efficiency and reliability 

while testing web service. 

If an approach can provide some portion of what 

the quality of service (QoS) criteria adopts, it is 

reflected as “Average” quality testing approach 

established on mentioned standard. If test approach 

does not deliver the expected results according to the 

(QoS) criteria, it is considered as a “Low” quality 

approach regarding that criteria. Similarly, if an 

approach is tool supported, it is considered as “Yes”, 

and if that specific approach is not able to support 

tool, it is considered as “No”. Same case with “Fulfil 

the quality parameter requirements” such that if an 
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approach satisfied the given criteria according to the 

mentioned quality parameters, it is considered as 

“Yes”. If discussed technique does not provide 

criteria expect, it is considered as a “No”. 

B. Evaluation Results 

Quality of service attributes, parameters mentioned 

and discussed in previous section and evaluation 

criteria and the results of the presented comparative 

assessment of existing testing approaches of web 

service and result can be seen in Table I. 

Table I. Results of Comparative Evaluation 
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WS-BPEL [11] Low Yes Average Yes Low Low Low Yes No 

BLEU [29] Good Yes Low Yes Low Yes Yes Yes Yes 

CBR  [18] Good Low Low Low Low Yes Low No Yes 

SAWSDL [21] Low Low Yes Yes Low Yes Yes Yes No 

IOT [26]  Average Average Low Low Low Average Average Yes No 

RBT [27]  Average Low Low Yes Low Low Average No No 

WSC [28] Low Low Low Low Low Average Low No No 

 

Our results indicate that most of the existing testing 

approaches of web services demand additional 

information packaged with the AI based testing 

approach to facilitate model based and semantic 

based testing approaches to simplify the testing 

process. The outcome also specifies and/or promote 

structure for reliable use of web service applications. 

Moreover, based on the result in Table 1, we 

conclude that each testing approach suffers from 

some drawbacks and have their own limitations. 

Based on functional, nonfunctional testing targets to 

evaluate the quality parameters performance, 

interoperability, maintainability, reusability, 

efficiency and reliability, all testing approaches work 

to resolve the testing problems.  

Therefore, our research aim is to introduce a new 

means of testing web service that efforts to cover 

furthermost. As this study is in the initial stage, we do 

not claim that our classification and evaluation can be 

seen as comprehensive. We summarize that there is a 

requirement for additional research in the field of 

web service testing to make the semantic based and 

model based testing by implementing AI testing 

techniques and we hope this study will help as 

preliminary review for the software testers. 

As upcoming work, this study would be prolonged 

to deliver inclusive information which contains a 

systematic literature review of state-of-the-art in web 

service testing approaches. We expect the systematic 

literature review will also help to discover the new 

testing gaps and future directions in the area of web 

service testing. The final objective, based on the 

result of the comparative evaluation, is that these 

testing approaches will be extended to provide more 

comprehensive testing approaches in the state of the 

art testing approaches that address these limitations, 

and it will be validated using strength case studies. 

IV. CONCLUSION 

This study aims at providing an overview which 

introduced to latest development in web service 

testing. Based on the review of the existing prominent 

web service testing approaches, they can be classified 

into three categories, namely model-based, AI-based 

and semantic-based testing approaches. However, 
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these testing approaches are not unusually 

constrained to prove required outcomes and need 

more concentration to present progressively 

productive and successful testing ways to deal with 

get expected outcomes in WS testing. In addition, we 

provide a comparison of the selected approaches in 

each category to measure the degree of success of 

each approach in fulfilling the requirements 

according to the evaluation criteria. The actual 

challenge with most of these approaches are the 

confirmation of performance, interoperability, 

maintainability, reusability, efficiency and reliability 

of web service testing and the exploration of quality 

of service aspects. We conclude that there is a need 

for further research in the field of web service testing 

especially in the areas mentioned in our study.  For 

our future work, we aim at improving the web service 

testing approaches to address these limitations, and 

validate it using the industrial strength case studies. 
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