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Abstract

Phishing email is designed to mimics the legitimate emails to fool the victim into revealing
their confidential information for the phisher’s benefit. There have been many approaches
in detecting phishing emails but the whole solution is still needed as the weaknesses of the
previous and current approaches are being manipulated by phishers to make phishing
attack works. This paper provides an organized guide to present the wide state of phishing
attack generally and phishing email specifically. This paper also categorizes machine
learning into shallow learning and deep learning, followed by related works in each
category with their contributions and drawbacks. The main objective of this review is to
uncover the utility of machine learning in general, and deep learning in particular, in order
to detect phishing email by studying the literature. This will provide an insight of the
phishing issue, the alternatives prior to the phishing email detection and the contrast of
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machine learning and deep learning approaches in detecting phishing emails.
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I. INTRODUCTION

Phishing attack is one today’s most prevalent and
severe threats to cyberspace. Phishing in general is
a technique of deception that employs social
engineering and technology to convey socially
engineered messages as a trustworthy institution or
entity. Phishing uses electronic communication
channels such as emails, Hypertext Transfer
Protocol (HTTP), Short Message Service (SMS),
Voice over Internet Protocol (VolP), and other
more to deliver the socially engineered messages to
persuade victims to perform certain actions, for the
attacker’s benefit. The attacks are designed to steal
victim’s confidential information by mimicking the
legitimate entities [8]-[9], [18].

In 2017, according to [23], phishing attempts
have grown 65% while report by [33] stated that
76% of business became a victim of phishing
attack. Subsequently, according to [7], the number
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of phish detected in the first quarter of 2018 was up
by 46% over the last quarter of 2017 from 180,557
to 263,538 total number of phish detected.

According to [29], the main motives of the
phishing attacks or the attacker’s intention behind
the phishing attacks are:

a. Financial gain: Attackers gain financial
benefits from the stolen banking
credentials.

b. Identity hiding: Attackers will offer victims’
identities to those who may be criminal
who tries to hide their identities and
activities.

c. Fame and notoriety: Sometimes the attackers
attack victims mainly for peer recognition
process.

There are two types of phishing attacks and it can
be classified based on the mechanism that allows
attackers to acquire victim’s confidential
information. The mechanisms are either an attacker
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uses deceptive phishing in which the attacker
frauds the victims, or a malware-based phishing
where the attacker use any malicious code to access
the victim’s privacy. The first type of phishing
attack is associated to social engineering schemes
that rely on fake emails that seems to be from a
trusted businesses and agencies to fraudulently
obtain the victim’s financial data and personal
information by way of an embedded link in the
email that redirects users to fake websites. The
second type of phishing attack includes technical
subterfuges schemes that use malicious code or
malware that require user to click on the email link
or using security holes on the user’s computer to
acquire victim’s online account information
directly [3], [22].

Phishing attacks are the most accessible form of
attack in terms of investment and level of technical
skills needed, given the prevalence of other types
of cybercrime. Phishing is also a semantic attack
aimed at exploiting the way people perceive
computers instead of manipulating the technical
system’s weaknesses [2], [5], [16]. Phishing
mainly affects the information technology by
jeopardizing user information that hurt victims in
terms of financial losses and valuables. Moreover,
people lose their confidence in Internet transaction
for fear of becoming a victim and eventually can
hurt Internet business [2], [16].

In this paper, the type of phishing attack that is
focuses on is phishing attack by social engineering
as it is one of the common methods for phisher to
steal information from the victim. Phishing email
is designed to mimics legitimate emails to fool the
victim and steal their confidential information
through clicking on the link embedded in the email.
To trick user into thinking that the email is from
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credible and trusted source, phishing emails
normally contains graphic, text or design elements
[21].

A lot of studies have been done in the field of
phishing email detection to counter the growing
problem of phishing emails. The purpose of this
paper is to have structured guide to portray the
extensive literature of phishing email detection.
The main contribution of this paper is to uncover
the utility of deep neural network or deep learning
in detecting phishing email. Other than that, this
review will provide an overview in the field of
phishing detection which can assist academia,
industries and researchers to find the most ideal
approach for phishing email detection as well as
overcoming the limitations of previous phishing
email detection approaches. The remainder of the
paper is organized as follows: related works are
discussed in Section II. Section IIl discuss the
literature survey on existing phishing email
detection approaches using deep learning or deep
neural network and Section IV concludes the paper.

Il. RELATED WORKS

Since phishing causes serious abuse of user
confidential information and hurt Internet business,
there have been many approaches proposed to
detect phishing attack. “Phishing attack approaches
are identified by five different phases of the attack
flow, such as network level protection,
authentication, client-side tool, user education and
server-side filter and classifiers [4]”. The
categories and their matching subcategories will be
reviewed and summed up in Table 1. Subsequently,
part A in this section reviews phishing email
detection using machine learning.

Table 1. Classification of approaches against phishing attack

Description

Discussion and Summaries

Network level
protection

Authentication

Set of domains and IP addresses are barred
from entering the network. The messages
from system that send spam or phishing
email will be blocked by administrator.
Examples of network level protection
tools are domain name system blacklist
[30] and Snort [24].

“Designed to confirm whether email was
sent by valid path and domain name not
being imitated by attacker” [4]. This
authentication level work at two levels
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For this network level protection, time to
time update is needed and it can only be
changed as it is reactive in nature once the
trend of abuse has been witnessed for
some time.

This technology is not pervasive as it does
not have enough of agreement between
mail service providers.
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Client-side tools

User education

Server-side filter and
classifier

which are, user level and domain level.

“Include user profile filters and
browser-based toolbars such as
SpoofGuard  [12], NetCraft [31],

CloudMark [32] and etc.” [4]

Refers to increasing the exposure and
guidance on phishing attack in overall and
phishing email in specific, to the Internet
users. There are two approaches, first
approach is education-based approach
which offer online information about
phishing and the avoidance technique, and
another approach is online training and
testing.

Differs with an extracted set of phishing
email features trained in machine learning
algorithms by incorporating statistical
classifier to distinguish legitimate and
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User will eventually become a victim of
phishing attacks when they do not pay
attention to the dialog boxes of warning.

It is helpful but not sufficient as phishers
can generate phishing email with enough
detail that make users unable to recognize
whether it is legitimate or fake.

As the usage of feature sets unable to
adjust to technological changes, it shows
many weak points. From the results, too
many misclassifications and classifiers do

phishing email.

A. Phishing Email Detection Using Machine
Learning

Machine learning (ML) is the new approach to
artificial intelligent (Al) that mainly used in
supervised learning to build predictive models, in
which algorithm or a classifier maps the inputs to
the desired outputs using a particular function.
Machine learning approach is applicable to solve
phishing email detection problem as the problem
can be converted into a standard task of
classification. Classifier will attempt to study
several features in classification problem to
determine the output or response. With regard to
the classification of phishing emails, the classifier
classifies emails into legitimate emails or phishing
emails by studying the features of the emails [1],
[25]. A review of few research studies that apply
machine learning algorithms in phishing email
detection is summarized in the following.

An experimental study to compare five machine
learning algorithms namely as Classification and
Regression Trees (CART), Logistic Regression
(LR), Random Forest (RF), Bayesian Additive
Regression Trees (BART), Support Vector
Machine (SVM) and Neural Network (NN) was
conducted to classify emails as legitimate or
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not  deliberately  classify  words
misspelled, merged and disjointed. Clever
changes can be made by phishers attempts
to use different words.

phishing. The training datasets have been used with
43 email features and 2889 emails. The test method
used was tenfold cross validation to produce the
results and using the evaluation measures of
accuracy, recall and harmonic mean. RF obtained a
lower error rate from the results while highest error
rate among the classifiers is produced by NN. It
also produced the least false positive rate among all
algorithms, despite RF generating the highest
predictive classifier. The authors argue that
features more carefully selected can improve
phishing email detection performance [1].

Structural features in which the implementation
of the prototype takes place between user’s mail
transfer agent (MTA) and mail user agent (MUA)
was proposed and the simulated annealing is
applied as an algorithm for the selection of
features. There are three categories used in
phishing email classification:

a. Amount of features style maker derived from
emails

b. The structural attributes
c. Frequency distribution of selected words

The features then evaluated by using Support
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Vector Machine (SVM) classifier with accuracy of
95%. On the contrary, the result was based on small
dataset [11].

The development of new RF method called
“Phishing Identification by Learning on Features of
Email Received” (PILFER) was resulted from the
deployment of C4.5 decision tree classifier. The
experiment was done using 860 phishing emails
and 695 legitimate emails. Several features to
differentiate the phishing email are identified as
follows: IP URLs, time of space, HTML messages,
number of connections inside email and Javascript.
The authors believed that PILFER could be
advanced by adding all the classifier’s features
except for “Spam filter output” to group messages
[14].

A technique was presented that work based on 16
features. This technique also able to detect
phishing email even with finite prior knowledge.
Many machine learning algorithms such as SVM,
Biased SVM, Leave One Model Out, Neural
Network (NN) and Self Organizing Maps (SOMs)
which mostly were supervised learning based,
adapted in this technique to do phishing email
classification. Some authors used unsupervised
learning performed by SOMs which depends on
analysis produced through U-matrix and the
accuracy was 90.8% using 4000 samples which
consists of 50% legitimate and another 50%
phishing emails. The best algorithm from the result
was Biased SVM. Biased SVM and NN have
similar 97.99% accuracy and NN shows trouble
with valuable information for the future [9].

A comparison that compare approaches to binary
and ternary classification was presented in which
spam and not spam are the examples of binary
classification, while ham, spam and phishing are
the ternary classification. 30 features used by some
of the authors, 15 features were taken from other
researchers and 15 features for "online and offline”
features to filter phishing email. From the result,
the accuracy of the classification of the new
features increased by using the ternary
classification, and reached up to 97% by adapting
SVM. However, this technique is highly expensive
as the access to online features depends on the
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internet connection status. Other than that, this
method requires large servers of mail and can affect
the efficiency and usability of the email filtering
system by extracting too many online features [15].

Another approach based on machine learning is
Neural Network (NN). Trial and error are one of
the most prevalent ways of training a NN [20]. The
time spent adjusting the parameters and the
necessity of the domain expert has made this
method criticized. Anti-phishing model of the NN
based on self-structuring classification was
proposed instead of the use of trial and error [26].
Before adding a new neuron to the hidden layer, the
algorithm proposed by the authors dynamically
updated a few parameters, such as learning rate.
During the construction of the classification model,
the updating process for these neural network
features is carried out according to network
environment, the actions of the required error rate
and the calculated error rate at that point.

In order to detect phishing on large UCI dataset
with more than 11,000 websites, the dynamic
neural network model was applied and experiment
were conducted using different epoch sizes (100,
200, 500, 100) and the result showed better
predictive systems compared to Bayesian Network
and Decision Trees.

I11. PHISHING EMAIL DETECTION USING
DEEP LEARNING

As machine learning expands, several
established methods are being polished with the
capacity to understand and adapt to real problems.
The environment is greatly valued and this results
in the adaption of machine learning in variety
fields, such as computer vision, medical analysis,
gaming and social media marketing [17]. Machine
learning is better for certain cases than traditional
algorithms based on rules or even human operators
[19]. This pattern has an impact on cyber security
where certain detection systems have been updated
to ML components [10]. Machine learning is
classified into two categories as shown in Figure 1.
The first one is referred as Shallow Learning (SL)
which demands domain expert to conduct crucial
tasks to identify the relevant data qualities before
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practicing SL algorithm, and the second is Deep
Learning (DL) which depended on a multi-layered
input data representation and picks features
independently through a representation learning
process [6]. To be further characterized, SL and DL
can be differentiated by either supervised or
unsupervised algorithms.

Machine

Learning
r 1
Shallow Learning (SL) Deep Learning (DL)
l—l—|
Supervised SL Unsupervised SL Supervised DL Unsupervised
DL
Naive Bayes Clustering Fully-connected,
T Feedforward Stacked
OZLSLC ™ Deep Neural AutoEncooders
Regression Association Network
Support Vector : Deep Belief
Machine e S Network
Random Forest ™ Deep Neural
| Hidden Markov Netwark
Models | Recurrent Deep

K-Nearest Neural Network

Neighbor

Shallow Neural
Network

Fig 1. Classification of Machine Learning (Source:
On the Effectiveness of Machine and Deep
Learning for Cyber Security, 371-390)

A. Background

Deep learning is a specific subset of machine
learning and is defined as mathematical framework
that focus on learning the successive layers of
increasingly significant representations. In deep
learning, these layered representations are learned
based on Deep Neural Network (DNN) which
structured in many layers capable of autonomous
representation learning. Tens or hundreds of
successive representation layers often involve in
modern deep learning and they are learned
automatically from the exposure of training data.
Meanwhile, learning only one or two layers of
representation of the data is the focus in shallow
learning [6], [13].

From Figure 1, we can see that deep learning is
differentiate into supervised or unsupervised
algorithms. There are three deep learning
algorithms and two unsupervised deep learning
algorithms.  The supervised deep learning
algorithm includes:

a. Fully-connected Feedforward Deep Neural
Networks (FNN): A form of DNN in
which each neuron in the previous layer is
connected to other neurons. Flexible and
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general-purpose classification solution is
obtained at the expense of high
computational costs and the input data is
not assumed.

b. Convolutional Feedforward Deep Neural
Networks (CNN): The trait where each
neuron receives only input from the
previous layer neuron subset makes CNN
practical for spatial data analysis. But the
performance will decrease when adapted
to non-spatial data. CNN’s computational
costs are lower compared to FNN.

c. Recurrent Deep Neural Network (RNN):
A form of DNN which hard to train
compared to FNN because of the design in
which neurons can send output to the
previous layers. As sequence generators,
it is particularly good for long short-term
memory.

While, the unsupervised deep learning algorithm
includes:

a. Deep Belief Network (DBN): A group of
non-output layered neural networks
modeled on the formation of Restricted
Boltzmann Machines (RBM) that can be
used for pre-training task as they are
excellent in the feature extraction
function. It needs unlabeled training
phase datasets.

b. Stacked Autoencoders (SAE): A group of
neural networks in which autoencoders
from the same number of input and
output neurons. Small datasets give better
results and good at pre-training similar to
DBN.

B. Related Works

Evaluating which category of algorithms that can
achieve essential results is very crucial as machine
learning and deep learning approaches are
gradually used for different applications to detect
phishing emails. Now that deep learning is still at
an initial stage, to the best of our knowledge, there
are not many papers proposed on phishing email
detection using deep learning algorithm. Therefore,
we will review two case studies that apply deep
learning algorithms in the detection of phishing
email.

A work that use word embedding and Neural
Bag-of-ngrams with deep learning methods such as
Convolutional Neural Network (CNN), Recurrent
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Neural Network (RNN), long short-term memory
(LSTM) and multi-layer perceptron (MLP) was
proposed to detect phishing email. The function of
word embedding and Neural Bag-of-ngrams is to
extract syntactic and semantic similarity of emails.
Meanwhile the deep learning algorithms is to
extract the abstract and optimal feature
representation and fully connected layer with
non-linear activation function for classification.
All of the experiments are done on anti-phishing
shared task corpus at IWSPA-AP 2018 and run on
GPU enabled TensorFlow in conjunction to Keras.
From the experimental results, word embedding
with deep learning especially LSTM claimed to be
appropriate for the phishing email detection. The
author claimed that one significant direction
towards the future work is to enhance the phishing
email detection rate by adding additional extra
publicly available or private data sources. Deep
learning architectures can be trained by using
advanced hardware but the author also claimed that
they were not able to train complex deep learning
architecture because of the computational cost and
other constraints [28].

Other research studies that apply deep learning
algorithm in phishing email detection proposed a
model that use Keras Word Embedding and
Convolutional Neural Network (CNN) to classify
the emails into legitimate and phishing emails. The
combination of Keras word embedding and CNN
provides a dense vector representation for words
which then used to classify emails given in the
datasets. The dataset consists of two sets of
datasets. The first task, namely as Task 1 with
header files and for Task 2, without the header
files. As for the training dataset, Task 1 consists of
4583 emails in which 4082 were legitimate and
another 501 were phishing emails. For Task 2, total
of 5700 emails were given and 5088 were
legitimate and another 612 were phishing emails. A
total of 4195 email given to Task 1 and 4300 to
Task 2 for the test dataset. The authors claimed
that, for both subtasks, the model performed well
with the accuracy rate of 0.968 for task without
header and 0.942 for task with header. The authors
were able to get good detection rate for phishing
email in both subtasks without using any external
datasets and consider adding some additional data
source can increase the phishing email detection
rate [27].
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IV. CONCLUSION

There have been tremendous efforts in detecting
phishing emails but the whole complete solution is
still needed as the weaknesses of the approaches
are being manipulated by the phishers to make
phishing attack works. Machine and deep learning
approaches are also growingly utilized for the
detection of phishing emails. As a consequence, it
is important to determine which category of
algorithm can offer better result. From the review,
we can see that there are several limitations and
challenges in using deep learning approaches
which can affects and reduce the effectiveness of
phishing email detection such as, computational
cost, the impact of dataset size, and others.
According to [19], it is true that deep learning can
outdo shallow learning, but only in some
application such as computer vision and there is no
final conclusion that can be taken since deep
learning is still at an initial phase. As a matter of a
fact, we are still finding the great extent of what
deep learning can do in phishing email detection
and the scope of the future review might be
expanded. The results from the review of phishing
email detection approaches using deep learning can
be further improved by enhancing training or by
adding additional data sources, as the direction
towards the future work.
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