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Abstract

Abstract: Big data revolutionized many industries. Big data security became a challenge that
requires constant updates and modifications. For this reason, this study implements encryption
and decryption models in data storage phase to protect big data from data breaches. Three
encryption algorithms are tested by applying specific dataset. The algorithms are implemented
to generate the performance metric. The encryption and decryption times are further analyzed
and discussed. Despite obtaining the run time of the encryption methods, it is inferred that
these three encryption methods are served for different purposes and the comparison is
minimal. Generally, the runtime of the three algorithms increase linearly along the data size.
Identity based encryption provides lower computational cost with only a certain level of
confidentiality, while attribute based encryption provides higher security level by increasing
computational cost without limits. Homomorphic encryption is inferred as the most secure
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encryption method by assuring no deciphering during all computations.
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I. INTRODUCTION

In the era where the data is growing, at an
unprecedented scale than our ability to analyze it, the
advent of big data is here. It is predicted that the size
of our digital world will at least be double every two
years and it will be a 50-fold expansion from 2010 to
2020 [1]. Big data can be defined as but not limited to
structured, unstructured, geographic, real-time media,
natural language, time series, network or linked data
[2]. Generally, big data requires distributed systems to
fulfill the high computational power and large storage
prerequisites. Hence, understanding the design of
existing algorithms to safeguard the big data becomes
a crucial role for the organizations. The international
organizations like Facebook, Google and Twitter
contribute to produce more than 500 terabytes of data
for their daily operation [3]. Big data are often used to
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analyze the user’s behavioral patterns especially on
shopping sites.

Security is required for big data protection in different
phases including data generation phase, data storage
phase, and data processing phase. This study focus on
securing data storage phase. This study involves
implementing encryption and decryption models to
protect big data from data breaches. There are
different encryption schemes for securing data storage
phase including Attribute Based Encryption (ABE),
Identity Based Encryption (IBE), Homomorphic
encryption, Storage Path Encryption, Hybrid Clouds
among which the first three methods have less
limitations [5]. Therefore, the models that are used for
encrypting and decrypting big data in this study
consists of Attribute Based Encryption (ABE),
Identity Based Encryption (IBE) and Homomorphic
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Encryption that are used in some researches [4-6].
The ABE assures point to point big data privacy in
cloud systems. By using ABE, only users whose
attributes satisfy the policies defined by the data
owner can decrypt the data [5]. The IBE utilizes
public-key encryption where the public key of user
provides some unique details about his or her own
identity. The unique information could be e-mail
addresses, Internet Protocol addresses, phone
numbers, and dates [4]. The Homomorphic
Encryption is an encryption strategy that produces a
reversible plaintext and ciphertext. It implies that the
encrypted results match exactly with its original
plaintext after decryption and vice versa [6]. The
study of encryption and decryption models allows the
organizations to better maintain integrity of data after
encryption and protect sensitive data of users as well
as their privacy. The scope of this study is limited to
techniques of encrypting and decrypting big data in
various types via available algorithms built using
certain models and the data sets are from several web
applications.

Il. RELATED WORKS

Data lifecycle management determines what kind of
data to be stored and discarded throughout the
analytical process [5]. In this section, the discussion
begins with the understanding of the characteristics of
security mechanisms such as methods or algorithms.

There is an explosive growth of data and all of these
data are required to be stored, analyzed, categorized
and utilized. Huge amounts of clients’ private and
secret data along with metadata will be stored in data
centers and require protection during processing and
transmission [7]. Hence, data storage requires a
certain level of management. Various storage systems
had emerged to meet the demands of all these massive
data and one of the most significant and successful
storage systems would be cloud storage [5].
Outsourcing to clouds is one of the most common
ways in order to secure big data storage [8],[9],[10],
in which data owners encrypt their data using
cryptography algorithms and store them on clouds.
When data are stored on cloud, there are 3 main
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dimensions, confidentiality, integrity and availability
[5]. Any breach of confidentiality or integrity would
mean that the privacy of data owner is in risk.

Big Data’s potential is being expanded to the fullest
with the help of cloud storage, and this requires new
ways to protect the data instead of any other
traditional methods. Security functions have to cover
more than one aspects, such as hardware, operating
systems, etc. All these security concerns require a
certain applicable mechanism so that the privacy of the
Big Data could be secured. Table I shows the few
encryption methods that are able to be integrated into
cloud storage along with the comparison of each
encryption method.

Table I. Comparison of data protection in data storage

phase.
Encryption Features Limitations
Scheme
- Data access
control is based ?n - Data to be
predefined users
. updated must
attributes.
undergo the
- Allow more
S process of
flexibility in downloadin
Attribute  specifying different Ading,
, . decryption,
Based users’ access right .
. R - encryption and
Encryption with Fine- grained .
reuploading.
Access Control, a .
. Computational
feature introduced
- overhead would
by Key-Policy be very high for
Attribute Based Bi DZta g
Encryption (KP- g '
ABE).
- The risk of data
disclosure is very
- Data access high if the
control is based on  centralized server
the identity of a had been
user. compromised.
. - Complete access - Data to be
Identity
over all resources.  processed must be
Based .
. - Relatively good downloaded and
Encryption

security level, as
there is preservation
towards the sender
and recipient’s
identity.

decrypted.

- Considering IBE
is being used in a
larger
environment,
computational
process such as
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authentication,
decryption, etc.

will be time
consuming.
- High
computational
- Very secure.
. overhead.
Homomor - Computations are .
. - May have high
phic performed on .
. . complexity when
Encryption ciphertext .
(encrypted data). performlqg
computations on
ciphertext.

a. Attribute Based Encryption

Attribute Based Encryption (ABE) is an encryption
technique which ensures end to end big data privacy in
cloud storage system. It is able to provide flexible
access control and data confidentiality functionalities
simultaneously [11]. By using ABE, data can only be
decrypted by users whose attributes satisfy the
policies defined by the data owner. However, this
might be a problem when we are dealing with big data
as the data is always changing and the policies might
also require constant updates. The policy updating is a
very challenging task in attribute-based access control
systems. Once the data is outsourced to cloud storage,
local copy will not be kept by data owners in their
system. This raise a problem when there is a need to
update the data’s policies stored in cloud. The data
owner would have to transfer the data back to local
system, re-encrypt the data under new policy and
reupload it back to cloud. This process requires very
high communication overhead and computational cost
and it is not practical for Big Data [5]. ABE is
designed for ‘“one-to-many” property, in which a
single key can decrypt various ciphertexts encrypted
with different attributes. In addition, two different
keys can decrypt the same ciphertext if and only if the
key and the ciphertext satisfy the decryption condition
which is referred to as policy [12].

b. ldentity Based Encryption

Identity Based Encryption (IBE) is derived from
Public Key Encryption (PKE), an encryption scheme
that uses a pair of keys; public key and private key. In
PKE, the public key can be accessed by anybody to
encrypt a certain message or data while only to be
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received and decrypted by the desired recipient with
the private key [5]. IBE schemes use any public
information to create the public key such as e-mail
addresses, Internet Protocol addresses, phone
numbers, and dates [13]. The sender will create an
encrypted message along with the required
parameters which includes identity (e.g.: email). The
parameters will then be generated into a public key
and send to the server. When the recipient receives the
encrypted message from the server, he or she could
then use his/her identity details (e.g.: email) to decrypt
the message upon authentication. With IBE, the
anonymity of sender and receiver can be preserved to
some extent, such as less vulnerable to spam
messages. The issue of looking up a user's public key
no longer exists as IBE public keys are calculated by
using user’s public information [new-4]. However, for
IBE to work flawlessly, it requires a centralised server
or a third-party key generator. All message or data
sent will have to go through the central server before
it was further sent to all receivers. The weakness of
having a centralised server is that if the server had
been compromised, the risk of disclosure is very high
as all messages and data that had been encrypted by
using the PKE are also compromised [5].

¢. Homomorphic Encryption

Homomorphic encryption is one of the proposed
way to deal with the vulnerability of public cloud
against privacy breaches. The reason why public cloud
is so vulnerable is because cloud users may share the
same physical space (multi-tenancy) and the chances
of this scenario leading to data leakage is very high.
Homomorphic encryption is a form of encryption
which allows computational process to be performed
on ciphertext (encrypted data) without compromising
the plaintext (original data). The biggest advantage of
using homomorphic encryption is that full privacy is
provided to the data owners. But at the same time,
complexity level might increase during certain
computational process as the ciphertext is used
instead of plaintext [5]. Homomorphic encryption can
be classified into various schemes which are Partially
Homomorphic  Encryption (PHE), Somewhat
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Homomorphic  Encryption (SHE) and Fully
Homomorphic Encryption (FHE). PHE only allows
some operations to be performed on encrypted data.
For example, addition and multiplication are the two
given operations, only one of them can be performed
on the encrypted data. SHE supports more than one
operation to be performed on encrypted data but not
all operations can be applied to all types of data. FHE
supports any number of operations on any encrypted
data. Even though FHE supports operations for any
encrypted data, it is less efficient than PHE and SHE
because of the computation overhead [15].

1. METHODOLOGY

There are various encryptions methods for data
privacy protection in data storage phase. Three
methods are chosen in these studies which are
Attribute Based Encryption, Identity Based
Encryption and Homomorphic Encryption. This
research is conducted by the application of algorithms
and online source code provided by researchers. By
implementing the algorithms, a deeper understanding
of the encryption method and its overall performance
could be obtained. Three source code libraries had
been referred during the research which is Jpair [16],
cpabe [17] and HElib [18]. Jpair and cpabe library
supports Java programming language and Jpair is
implemented for identity-based encryption, while
cpabe is implemented for attribute- based encryption.
As there are many branches and derivations of
attribute-based encryption scheme, ciphertext policy
attribute-based encryption is used in this research. For
homomorphic encryption, HElib is implemented with
C++ programming language. By implementing the
algorithms referred, the three encryption methods are
analyzed from the factor of time as run time is decent
performance metric. The simulation process is done
on laptop with specifications of Windows 64-bit,
processor i5-6200U and CPU 2.30GHz with 4GB of
DDR4 2133MHz RAM. Note that the simulation
device plays a big role of attaining the results
especially performance benchmark such as time.
Newer version of processors and random-access
memory (RAM) used by researchers will guarantee
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better performance of the encryption methods. The
outputs of the encryption methods are analyzed and
compared after obtaining the results.

IV. EXPERIMENTS AND RESULTS

a. Attribute Based Encryption

The performance of attribute-based encryption
could be determined by the measurements of private
key generation time, encryption time and decryption
time. Ciphertext policy attribute-based encryption is
analyzed and researched by referring to cpabe toolkit.
cpabe-keygen generates a private key with a given set
of attributes and the run time increases as the number
of attributes increases.

For encryption time, the run time depends on the
complexity of the encryption policy. For example, the
complexity could vary according to the job position in
a company. A senior executive position will have a
higher complexity compared to a business staff.
Nevertheless, the encryption run time increases as the
complexity increases (Fig. 1).

Encryption time

Fig. 1. Encryption Time for Attribute Based
Encryption.

Decryption time also contributes to the overall
performance of this encryption scheme. However,
compare to encryption time, decryption time is
slightly lower but still increasing as the complexity
increases (Fig. 2).
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Decryption Time

Fig. 2. Decryption Time for Attribute Based
Encryption.

b. Identity Based Encryption

The results of the Identity-based encryption are
discussed in term of size of identity value, length of
public and private keys and also time required to
encrypt and decrypt the message. When the user
identity value is getting bigger in size, the longer it is
required to generate respective public and private
keys.

Fig. 3 and Fig. 4 indicate the time taken to encrypt
and decrypt the message to be sent vary as the
message length increases. It is mainly due to fact that
it requires longer time to convert the message to
ciphertext. However, the decryption time is far shorter
than encryption time as the length of private key used
to decrypt the message is smaller in size than that of
public key.

ENCRYPTION TIME (MS)
o
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MESSAGE LENGTH (CHARACTER)

Fig. 3. Encryption Time for Identity Based
Encryption.
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Fig. 4. Decryption Time for Identity Based
Encryption.

¢. Homomorphic Encryption

The result of Homomorphic encryption technique
simulation is discussed in term of encryption time vs
data size and decryption time vs data size. HElib is
implemented and analyzed with C++ programming
language. As shown in Fig. 5, the data size is the
manipulating variable while the encryption time is the
responding variable. Observation that can be deduced
is that the encryption time increases as the data size
increases.

Encryption Time against Data Size

Encryption Time (ms)
A

Data Size (KB)

Fig. 5. Encryption Time for Homomorphic
Encryption.

Based on Fig. 6, the data size is the manipulating
variable while the decryption time is the responding
variable. Observation that can be deduced is that the
decryption time increases as the data size increases.
The decryption time is higher than the encryption time
with the same data size.
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Decryption Time against Data Size
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Fig. 6. Decryption Time for Homomorphic
Encryption.

V. DISCUSSION AND CONCLUSION

Typical public-key cryptography requires recipient
to have both public and private keys whereas the
sender has known the recipient’s public key. One of
the key advantages for identity-based encryption is
that it uses a simple identifier such as email address to
generate a public key that can be used for encrypting
and decrypting electronic message. For example, the
sender can generate a public key using recipient’s
email address to encrypt the message to be sent to
recipient. It greatly reduces the complexity of
encryption process for both users and admins
compared to typical public-key cryptography. The
disadvantages are that the identity-based encryption
requires a centralized server and a secure channel
between sender and recipient and the server for
transmitting the private key. Attribute based
encryption (ABE) is primarily used for data sharing.
For example, it can be used for sending messages to
specific receivers. Compare to identity-based
encryption which the whole encryption scheme is
based on the authentication of an identity (e.g. email),
ABE encrypts data with a series of attributes into a
private key. For our research, we implemented
ciphertext policy ABE, a derivation algorithm from
basic ABE. This algorithm includes a policy rules and
could increase the security level as more
authentication is involved during the encryption. The
degree of security could also be further enhanced by
involving more attributes with the cost of
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computational time. By referring to Fig. 1 and Fig. 2
generally as the number of attributes and complexity
increases, the run time increases too. Hence, the
advantage of ABE scheme that allows stronger
security invokes the weakness of having higher
overhead in return. The similarity between
identity-based encryption and ABE is that both of
these encryptions relies on a trusted distributor or
channel for transmitting the private key.
Homomorphic encryption is commonly used for
secure outsourced computation because computation
can be performed without exposing the unencrypted
data. Although the decryption time for homomorphic
longer than the encryption time, homomorphic
encryption is widely used in computation because
computation can be done using the encrypted data.
The result of the computation can be decrypted and
hence privacy of the data can be protected. The
disadvantage of homomorphic encryption is that the
performance of computation is lower because the
computation of encrypted data is more complex than
original data.

The full potential and possibilities of cloud
computing has yet to be discovered and determined.
Large scale cloud-based transformation is arriving at
the doorstep of not only technology field, but
business, manufacturing industry, etc. as well. All
these revolutions will always lead a challenge, data
security and privacy protection. Big data protection is
crucial in preventing data leakage, unauthorized
access, etc. Three different encryption schemes had
been tested and evaluated by implementing the
algorithms from researchers. Despite having certain
similarities in the ideology of implementing the
encryption, we can conclude that each of them serves
different purposes. ldentity based encryption has a
relatively lower computational cost but still able to
ensures high level of confidentiality. All private keys
are easy to be managed as each of them only contains
only the identity of the recipient. No additional
information means that the chances of unnecessary
access to sensitive information are greatly reduced.
The major drawback of identity-based encryption is
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that it is highly dependent on the private key generator
just like attribute-based encryption. Despite having
the drawback, attribute-based encryption still has its
own uniqueness. As the generation of private key in
attribute-based encryption involves attributes of
recipient, the sensitivity of the encryption is increased
and thus higher security level is allowed.
Homomorphic encryption method is arguably the
most secure method among all three encryption
methods that we looked into. This is mainly due to the
capability of homomorphic encryption that allows
computation on the ciphertext (encrypted data) which
could not be done by basic identity-based encryption
and attribute- based encryption. This capability allows
homomorphic encryption to be implemented by many
services that involves monetary actions such as
transaction, etc. Ciphertext could be run by any third
party and this includes the untrusted ones without
revealing sensitive information, inputs and the internal
state of the ciphertext. In terms of performance,
homomorphic encryption is typically slower than
non-homomorphic encryption due to the fact that
computation is always faster if performed in plaintext
compared to ciphertext.
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