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Abstract

Now a days, reviews and feedback on Social media play a vital
role in the aspect of shopping. Any person can drop their review or
feedback in the reviews column and this provides a golden
opportunity for the spammers. In this paper, we propose an
efficient framework that identifies the spammers (spam reviews)
by utilizing the spam features for modelling review datasets as
Heterogenous Information Network to map spam detection
procedure into a classification problem. Different datasets were
collected from various sites like Amazon and Yelp and various
experiments were conducted on them by utilizing the importance
of spam features to obtain the best results.

Keywords: Social Media, Spammer, Reviews and Heterogenous
Information Network

1. Introduction

Social Media plays an influential role for customers in
selecting their products and services. In addition to that
producers started to depend on social media in their
advertising campaigns. In olden days people are mostly
dependent on written reviews but they are independent of
those reviews and decision making process became
simpler. It became so only with the help of reviews and
feedback available on social media.

Both positive and negative reviews are available on
social media and they may encourage or discourage
customers in the selection process of their products and
services. So, these reviews or feedback create impact on
customers potentially. With this golden opportunity,
Spammers provide fake reviews and can mislead
customer’s opinion and then multiplied by the sharing
function of social media over the web.

The proposed framework is totally dependent on
network based approach and model reviews as
Heterogenous Information Networks. Then a new
weighing method for spam features is proposed and is
used to determine the importance of each feature in
identifying spam reviews from normal reviews. The
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earlier proposed functions are not accurate but the
proposed one obtains accuracy as a built-in function.

2. Literature Review

The work of J. Donfroet al. [1] described how internet
made the things very simple and why everyone likes
online shopping. They also described the number of
possibilities for a fake products and reviews. So, some
different classification techniques were proposed to
develop a framework that classifies different type of
datasets.

The work of M. Ott, C. Cardie, and J. T. Hancock et
al. [2] used different methods of designing, detecting and
classifying the different type of datasets and tried to
implement the same techniques on different datasets
collected from different websites of social media.
Moreover, this work provides a clear overview on the
behavior of a spammer.

Various reviewed, behavioral and other features were
implemented in M. Ott, Y. Choi, C. Cardie, and J. T.
Hancock et al. [3] and evaluates the both performance
and efficiency of those features and provides a basic
overview on basic outcomes of different features and the
work of ] M. Ott, Y. Choi, C. Cardie, and J. T. Hancock
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et al. [2] helped a lot in performing those different
detection techniques.

The authors, Ch. Xu and J. Zhanget al. [4] used the
datasets of different type of written reviews and are
converted into different type of pattens by using different
type of regression techniques. Moreover, the work
summarizes how negative reviews can potentially impact
market and economic status of an organization.

Different type of datasets are available and the
authors, N. Jindal and B. Liu et al. [5] describe the
procedure involved in modelling several review datasets
collected from different websites of social media and also
proposed a framework and algorithm to detect spam
users. They also tried to implement them on datasets
collected.

Supervised and unsupervised learning can be helpful
in classification techniques. The authors, F. Li, M.
Huang, Y. Yang, and X. Zhu. et al. [6] tries to implement
them on datasets collected in [4] and in addition to those
learning techniques it also makes use of the algorithm
proposed in [5] just to increase the efficiency and
performance of the framework.

The authors, G. Fei, A. Mukherjee, B. Liu, M. Hsu,
M. Castellanos, and R. Ghosh et al. [7] clearly define the
concept of metapath, review-user and behavioral-
linguistic features. Their work also includes the process
of calculating the weights of datasets collected from
different datasets collected from different websites of
social media using both supervised and unsupervised
learning approaches.

In addition to those learning techniques, the authors,
A. j. Minnich, N. Chavoshi, A. Mueen, S. Luan, and M.
Faloutsos et al. [8] proposed a new graph method was
used to label the reviews based on their performance and
efficiency. They noticed the effect and describe the
noticeable effect in determining the weights of most of
the functions.

B. Viswanath, M. Ahmad Bashir, M. Crovella, S.
Guah, K. P. Gummadi, B. Krishnamurthy, and A. Mislove
and et al.[9]proposed an approach to calculate the
weights of real world labelled datasets collected from
Yelp and Amazon websites. On the other hand, they also
describes how we can determine their performance in
terms of their involvement in connecting spam reviews.

H. Li, Z. Chen, B. Liu, X. Wei, and J. Shao and et al.
[10] provides a complete overview on the concepts of
Heterogenous Information Networks, Support vector
Machine and many others. They even describe how the
problem of spam detection can be considered as a new
research line in such networks field.

L. Akoglu, R. Chandy, and C. Faloutsos and et al.
[11] clearly shows how metapath can increase the
efficiency and also describe in detail how it can be used
for connected through features of a spammer. In addition
to the concept of metapath used in finding the
community, it also provides basic information regarding
the patterns of different datasets.

The authors, A. Mukherjee, A. Kumar, B. Liu, J.
Wang, M. Hsu, M. Castellanos, and R. Ghosh and et
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al.[12] implements those behavioral and linguistic
features and describes that linguistic ones work very bad
compared to behavioral features. They also uses a new
graph based methodology to label the reviews based on
rank based labelling approach.

3. Conclusion

This work describes spam detection framework in
particular it uses the concept of a meta path plan and
another graph based strategy or framework in classifying
or analyzing reviews depending on a rank-based naming
methodology. The execution of the proposed framework
is assessed by utilizing review datasets. The perceptions
used in this work demonstrate that discovered weights by
utilizing this metapath plan can be exceptionally powerful
in recognizing spam reviews and prompts a superior
execution. Moreover, it found that only a prepared set of
web Spam features will figure the importance of each part
and it yields better execution. The outcome also shows
the impact of that utilizing numerous supervisions in
terms of efficiency, just like the semi administered
strategy. Such impact can be mostly decided on their
weights as similarly in numerous datasets.
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