
 

January-February 2020 

ISSN: 0193-4120 Page No. 10469 - 10474 

 

 

10469 Published by: The Mattingley Publishing Co., Inc. 

A Secure File storage in Cloud Computing using 

Hybrid Cryptography 
 

*
1
V. Hari Krishna, 

2
A. Rama, 

3
N. Deepa 

*
1
UG Scholar, 

2, 3
Assistant Professor,  

Saveetha School of Engineering, Saveetha Institute of Medical and Technical Sciences, Chennai 

*
1
vuggamharikrishna55@gmail.com, 

2
suguna.raj89@gmail.com, 

3
ndeepa.sse@saveetha.com 

 

 

Article Info 

Volume 82 

Page Number: 10469 - 10474 

Publication Issue: 

January-February 2020 

 

 

 

 

 

 

 

 

 

 

Article History 

Article Received: 18 May 2019 

Revised: 14 July 2019 

Accepted: 22 December 2019 

Publication: 19 February 2020 

Abstract 

Currently cloud computing helps in storing huge amounts of data in related to 

various fields such as manufacturing, military schools, etc. Upon request from 

the client, the data are collected from the cloud. In order to store information on 

the cloud, there are several challenges, the solution to these problems are 

provided by the Cryptography and steganography techniques. The high-level 

data protection in cloud computing is to use algorithm in unsuccessful. In this 

paper, we introduced a new safety mechanism using symmetric key 

cryptography algorithms and steganography. Blowfish, RC6 and BRA 

algorithms are used in this proposed system to provide data with block wise 

protection. For key information protection, all main algorithm size is 128 bit. 

LSB steganography technique is implemented. Key information includes that 

part of the file is encrypted by splitting the algorithm and key. File into eight 

sections. Using different algorithms, each part of the file is encrypted. Both 

portions of the file are simultaneously encrypted using the technique of 

multithreading. Data encryption Using LSB technique, keys are inserted into the 

cover image. Stego picture is sent by email to a legitimate recipient. Reverse 

encryption method is implemented for file decryption purposes. 
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1. Introduction  

The methodology of cryptography converts the 

original data into unreadable form. The 

methodology of cryptography is divided into 

symmetric key cryptography and the 

cryptography of public key.  

Use keys to convert information into 

unreadable form, this technique. Just licensed 

entities can access data from the cloud server. 

For all men, cipher text information is available. 

AES, DES, 3DES, IDEA, BRA and 

blowfish are symmetric key cryptographic 

algorithms. The main problem is to transmit the 

receiver key to a multi-user request. Such 

algorithms require low delay but provide poor 

security for data encoding decoding. The RSA 

and ECC algorithm is the public key 

cryptography algorithm. Public and private keys 

were incorporated into algorithms for public 

key cryptography. Such algorithms have 

achieved a high level of security but are 

increasing the lag for data encoding and 

decoding. Steganography conceals the presence 

of secret data into the container. Software life is 

not clear to all people in this technique. Only 

the legitimate receiver knows the presence of 
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the information. 

The technique of text steganography is used 

to produce high data security. Hidden user data 

are covered in the folder of the document cover. 

It looks like a normal text file after adding text 

to the data cover file. When text file is 

discovered by unlawful client, sensitive data 

cannot also be accessed. If unauthorized client 

tries to retrieve original data as long as it takes. 

DES algorithm is used for encoding and 

decoding text. The benefit of the technique of 

text steganography is to provide text protection. 

For text steganography, minimum space is 

necessary compared to photo steganography [2]. 

Three bit LSB technique for steganography 

of the image. Writer R.T.Patil. Sensitive user 

data hides this program in the cover image. Use 

LSB steganography technique, we can conceal 

huge amounts in image. The author Klaus 

Hafmann has introduced high-performance 

architecture for cryptography algorithm. AES is 

symmetric key algorithm for cryptography. 

Three types of keys are supported. For 128-bit 

key, 10 rounds are needed, 192-bit key, 12 

rounds, and 256-bit key, 14 rounds. In improved 

AES algorithm encryption and decryption time 

is reduced. The benefit of modified AES 

algorithm provides better delay 

performance[3][4]. 

Writer M presents a new algorithm for 

symmetric key cryptography. Nagle. This uses a 

single key for encoding and decoding 

documents. Core size is 128 bits. Several steps 

are performed arbitrarily in this algorithm so 

unauthorized users can even guess the algorithm 

steps. One of the benefits of symmetric key 

cryptography algorithms is to provide high 

throughput. [5] For data encoding and decoding, 

the enhanced DES algorithm uses 112 bit key 

size. DES algorithm input is split into two parts. 

That two sections are executed at the same time. 

DES algorithm has one disadvantage. This is 

less important size.3DES algorithm requires 

huge amount of time for encryption and 

decryption. Improved DES algorithm has the 

ability to deliver better performance compared 

to DES and 3DES.[6] 

Name Based Encryption Algorithm operates 

on one byte at a time. Using the random key 

generation method, it uses the secret key for 

encryption and decryption. It gives data 

security. The downside of this algorithm is that 

it operates on a single byte at a time[7]To solve 

data storage and security problems, the author 

has a new security design. Private and public 

cloud storage areas are used in this design to 

improve data security. Safe data is stored in the 

private cloud and redundant data is stored in the 

public cloud. Because anybody can access the 

public cloud. The main reason behind this 

program is to reduce storage costs. Private 

cloud is cheaper than the public cloud.[10]In 

order to improve information protection in 

cloud computing. Source data splits into 

different parts. Every part of the file is 

encrypted and stored in a cloud. File 

information is stored for decryption purposes on 

the cloud server. If the attacker attempts to 

recover the original file, only one section of the 

file will be obtained.[11]The Elliptic Curve 

cryptography algorithm is used to achieve high-

level security. Key complexity control is 

avoided using access management and identity. 

The ECC algorithm requires total file 

encoding and decoding time. [12]File is 

translated from AES algorithm to unreadable 

format. Encrypted file is stored on the algorithm 

of cloud. AES is less reliable than the 

algorithms of public key cryptography.[13] 

AES and 3DES algorithms are combined into 

hybrid algorithms to achieve confidentiality. 

Recovering user's hidden file is more difficult 

for the attacker. It requires total lag in 

converting information into decoding and 

encoding form[14]. For data encoding and 

decoding purposes, a single algorithm is used in 
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the existing system. Nevertheless, using a single 

algorithm does not achieve high-level security. 

If we use a single symmetric key cryptography 

algorithm, we have to face security issues 

because a single key for data encoding and 

decoding is used in this type of algorithm. Key 

transmission problem arises when key is 

exchanged in multi-user environment. Public 

key cryptography algorithms achieve high 

security but for data encoding and decoding, 

maximum delay is needed. We also introduced 

a new security mechanism to address the above 

problems. 

The owner of the cloud and the client of the 

cloud are included in the system architecture as 

shown above in fig 1. Cloud owner upload 

information to the cloud server. The file is split 

into a byte. Every part of the file is encoded 

using multithreading technique simultaneously. 

Encoded file is stored on the database of the 

cloud. Keys are contained in the cover image 

for authentication. Cloud computing is the 

multi-user system. More than one user can 

access cloud database file in this environment. 

Cloud user request for data. Use email, which 

consists of key information, you will also 

receive stego picture at the file user's request. 

To decode the folder, the reverse process is 

used. 

 

2. Literature Survey 

A. Triple security of Data in Cloud 

Computing [8]: 

In this paper, the author uses a triple algorithm 

such as DSA, DES, and Steganography to 

provide data security for cloud computing. DSA 

is used in the cloud to authenticate and validate 

information. DSA is responsible for ensuring 

information accuracy, honesty and originality. 

DES is built on an algorithm of symmetric key 

and is used for data encryption. 

To ensure security in the cloud, 

Stenography is used to conceal the information 

in the audio file. The main drawback in this 

paper is that time complexity is high due to one 

by one operation, first applying DSA algorithm 

for authentication and then applying AES 

algorithm and stenography process for 

encryption method. Reverse all system on the 

receiver side for decryption process so that time 

complexity is small. 

 

B. Enhancing Data storage Security in Cloud 

Computing through Steganography [9]: 

The author used steganography technique in this 

paper to allow unauthorized cloud access to 

data. This improved form of steganography is 

used to store data in cloud data storage, and 

when needed, recovers data from the data 

center. The drawback in this paper, the 

proposed scheme will address a limited number 

of threats to security. 

 

C.Data Security in Cloud Computing using 

Encryption and Steganography [10]: 

The writer used the strong AES encryption 

algorithm in this paper to encrypt the data 

chosen by the client and then upload it to the 

database. Next, the hiding algorithm is applied 

to the encrypted data and stored in the database, 

and the procedure is reversed to decrypt the data 

and retrieve the original data. The scheme 

proposed is used to solve the issue of data 

security. 

 

D. Enhancing security in cloud computing 

structure by hybrid encryption [11]: 

In this article, the writer proposed the hybrid 

approach using AES and MD5 algorithms with 

the idea of white text. The plain text comprises 

the text to be encrypted and the content of the 

plain text is translated to the white text. This 

paper provides the message with the 

authentication in the form of the hash function 
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to provide better security in the cloud 

environment. This scheme is used in the cloud 

service world to avoid insider attacks. 

 

E. Secure file storage in cloud computing 

using hybrid cryptography algorithm [12]: 

In this paper, using the Symmetric key 

cryptography algorithm and steganography, the 

author proposed a new protection mechanism to 

protect data in the cloud. The combination of 

four algorithms (AES, blowfish, RC6, and 

BRA) for high-level data protection in the cloud 

was used in this proposed scheme and the LSB 

steganography technique was used for key 

information safety. 

 

F. Three Step Data Security Model for Cloud 

Computing based on RSA and 

Steganography techniques. [13]: 

The researchers suggested in this paper a 

technique of cryptography and steganography to 

protect information in the cloud while data is 

stored and exchanged. The first security step is 

to use the technique of cryptography to encrypt 

the data. The RSA algorithm is used for the 

process of encryption and decryption and RSA 

key generation. The second step is used to 

conceal the encrypted data using 

steganography's image data hiding technique. 

The algorithm used for good cloud and web 

security in the journal. 

 

G. An Approach for Enhancing Security of 

Cloud Data using Cryptography and 

Steganography with E-LSB Encoding 

Technique. [14]: 

In this paper, the researchers proposed to use 

cryptography and steganography and hash 

function to boost data security in the cloud. 

Blowfish algorithm is used for cryptography to 

improve data security and a new powerful 

embedded algorithm is used for steganography 

using Embedded Least Significant Bit (E-LSB) 

and SHA256 Hashing algorithm is used for 

integrity verification. To order to assess the 

safety of the steganography process, data 

destruction attack and data detection are 

implemented. 

 

3. Related Work 

Writer A's hybrid cryptography algorithm. 

Shahade. Shahade. AES and RSA algorithms 

are used as a single key in the hybrid algorithm. 

AES. Three keys are used in a hybrid algorithm. 

AES secret key and RSA public key are 

required to upload data to cloud keys. RSA and 

AES secret key private keys are important for 

storing cloud data. Whenever it is used, it 

makes an effort to first upload data to the cloud 

the file stored for a short time in the folder. First 

AES algorithm is applied to the file in the 

encryption process after the RSA algorithm is 

applied to encrypted data. For decryption, the 

reverse procedure is followed. After applying 

the keys the file is encrypted and saved on the 

cloud server. Hybrid algorithm benefits from 

data integrity, protection, confidentiality, and 

availability. The downside of the RSA 

algorithm is that data encoding and decoding 

require a large amount of time[1]. 

In security model symmetric algorithm uses 

chunk level encryption and decryption of data 

in cloud computing. Key size is 256 bit .Key is 

rotated to achieve high level security. For data 

integrity purpose hash value is generated. Hash 

values are garneted after encryption and before 

decryption. If both hash values matches than 

that data is in correct form. In this security 

model only valid user can access data from 

cloud. Advantages of security model are 

integrity, security and confidentiality.[8] 

 

4. Result Analysis 

AES, RC6, Blowfish, and BRA algorithms are 
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used in this proposed system to block wise data 

security. The proposed system is AES, RC6, 

Blowfish and BRA hybridization. All 

algorithms are cryptography with symmetric 

key. Both algorithms use a single key for the 

purpose of file encoding and decoding. All key 

size algorithms are 128 bit. Using LSB 

technique, hide key information in the cover 

image. The proposed system is implemented 

using java language. Using java programming, 

file encoding and decoding time is determined. 

Just text files are measured for file encoding 

and decoding time compared to existing AES 

and Blowfish algorithms. The file size for the 

AES algorithm is given in MB. That is 1 MB, 2 

MB, 4 MB, and 8 MB. Encoding and decoding 

time is measured in sec for the blowfish 

algorithm given file size 1636 100KB, 200KB, 

400 KB and 800 KB. 

As shown in figure 2 of the proposed 

system, file encoding takes less time. Since 

symmetric key cryptography algorithms were 

performed at the same time in the proposed 

device combination. In the hybrid algorithm, the 

text file requires 17% to 20% less time 

compared to the existing model. In cloud 

computing, the use of a single algorithm does 

not provide high level of data security. 

As shown in Figure 3, the existing system 

needs a maximum time allocation of 15 to 17 

percent compared to the hybrid algorithm for 

file decryption purposes. AES algorithm 

accomplishes the least amount of time for 

decryption. But provides less protection for 

data. In AES, if key size immediately increases 

the number of rounds, it also increases the 

number of rounds and decodes. 

Blowfish takes less time for file encryption 

compared to the standard algorithm for 

Advance Encryption. Compared to Blowfish, as 

shown in fig.4, the proposed system takes 12 to 

15 percent less time for file encoding. Uses a 

single key for data encoding and decoding in 

the proposed hybrid algorithm.    

The proposed text file decryption method 

requires a minimum time of 10 percent to 12 

percent compared to Blowfish as shown in 

figure 5. In the hybrid file decryption algorithm, 

total time is required as opposed to the 

encryption. But the Blowfish algorithm requires 

minimum time for decoding text files as 

compared to the AES algorithm. 

 

5. Conclusion and Future Directions 

Cloud storage problems are solved using 

techniques of cryptography and steganogarphy. 

Block wise Protection of information is 

accomplished with algorithms AES, RC6, 

Blowfish and BRA. Main protection of data is 

done using LSB technique. Using the SHA1 

hash algorithm, data confidentiality is achieved. 

Using multithreading technique, a small delay 

parameter is achieved. Data integrity, high 

protection, low latency, encryption and 

confidentiality criteria are achieved with the aid 

of the proposed security mechanism. Using the 

proposed encryption of the text file would take 

17% to 20% less time compared to the AES 

algorithm. The decryption of AES text requires 

a maximum time of 15 to 17 percent relative to 

the proposed system. In Blowfish, the 

maximum time needed for encryption is 12 to 

15 percent compared to the proposed hybrid 

algorithm. The decryption of text files using a 

hybrid algorithm takes 10% to 12% less time 

compared to the Blowfish algorithm. Try to 

achieve high-level security in the future by 

hybridizing algorithms for public key 

cryptography. 
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