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Abstract 

In cryptography the mobile ad hoc networks plays a role in controlling the relay 

(passing the message) their traffic in the wireless connection in out of range. In 

cryptography the malicious nodes are used in the detecting the attacks. In this 

we are using routing operation for the data packets or dropping them. First by 

using MANET’s network in wireless connections to detecting the attacks on 

message before and prevent it. The malicious node in wireless connection 

identify the malicious message transmission in a network. The encryption and 

decryption of the message attacks on mobile ad hoc prevent by HSAM protocol. 

Using the Advanced Encryption Standard (AES) the route selection phase in 

HSAM will transfer the data from source to destination nodes. In this method 

the counters are involved for monitoring the weather the packets transformed 

successfully. Hash code is used for the secure the transmission of the source to 

destination node. In the result HSAM protocol by using hash code will prevent 

the malicious message transformation of in mobile ad hoc networks. Showing 

the preventing of tamper attacks in the mobile Hoc using the HSAM protocol. 

The protocol and the router helps in the isolated of the complexity of the 

malicious nodes in the MANET’s network. E-HSAM has used to improvement 

the future hash market in cryptography.   

 

Keywords: Network (MANET’s), Hash code function, packet dropping and 

message tamping, malicious node, HSAM protocol 

 

 

1. Introduction 

The MANET’s nodes are connected wirelessly 

in a self configured, self healing network 

without having a fixed infrastructure. In this 

paper, we are solving the tampering attacks and 

the message encryption attacks by using the 

HSAM protocol. Using the Advanced 

Encryption Standard (AES) selecting the route 

for strengthen the integrity of the data while 

transfer the data from source to destination 

node. In the source node the hash code is 

included in data transfer packet. These values 

are stored in the data frame and informed to the 

sub packets to reach the destination node. The 

dataframe will calculate the match of the 

message in hash function. If there is a match the 

information send to the packet received safely 

or not. If there is no match in the message 

packet then again in will send back to the 

sender. By this we can reduce the half of the 



 

January-February 2020 

ISSN: 0193-4120 Page No. 10454 - 10457 

 

 

10455 Published by: The Mattingley Publishing Co., Inc. 

attacks in the message encryption in the mobile 

hoc. 

In this method they are enhancing the 

security packet transfer by maximum allowing 

threshold time after sending the send message 

packet. If the frame does not receive the 

message packet then the packet has lost. We can 

also set an alarm for the detecting the message 

attacks before only by sensor signals in mobile 

hoc. We can set a signal alarm between the nods 

then any mislead of malicious message attacks, 

it easy to detect the attacks in the mobile 

network. The routers and the networks used for 

the signal transfer for the nodes to sub nodes in 

between networks. The malicious will change 

the message which has to transfer to the 

receiver then the conveying of message will be 

changed in the network. The hash function 

helps to message encryption in the mobile 

network. We can prevent the attacks by many 

methods in the wireless connection one of the 

best method is using the cryptography protocol. 

We got introduced a lot of economical approach 

that protects the info integrity within the HSAM 

protocol whereas securing the routes. The some 

of the connection networks and the dropping 

packets are meddling attacks in MANET’s. 

 

2. Literature Review 

The mobile ad hoc network’s steps in detecting 

the more attacks in cryptography based 

methods. Many of the attacks are complicated 

in the mobile ad hoc, because of the unknown 

attacks are more in the tampering of the 

message. Most of the research done on this 

paper to detect the known and unknown attacks 

in mobile networks. Protocol and the router are 

used for the transfer the data in the wireless 

connections. Using the Advanced Encryption 

Standard models for preventing the attacks on 

MANET’s networks. Here we are using the E-

HSAM protocol to preventing the attacks and 

controlling. Most frequently the many of the 

models are used in the detecting the attacks. 

Software was introduced to detect the malicious 

nodes in the networks. 

Gonzalez recently proposed the method for 

detecting the attacks of the malicious nodes. In 

this the threshold time should be maintained for 

the nods transferring in wireless connection. 

And Choi introduced a method for monitoring 

the nodes in the mobile ad hoc networks. As 

many of the models and the methods are present 

to isolated the malicious nods in the network. 

This paper talks about the complexity of the 

malicious nodes in the data transfer from source 

to destination. As per the examination large 

portion was about the tramping of attacks in the 

mobile ad hoc networks. In every one of the 

paper they utilize the different technique and 

methods to detect the attacks of the malicious 

nodes in mobile network. Most of the methods 

are related to the E-HSAM protocol based 

networks in wireless connection. Along this 

lines and methods, the outcomes are very great. 

It is conceivable to future improved the 

preventing the attacks and tampering of the 

message encryption in the mobile ad hoc 

(MANET’s) based on the cryptography. 

 

3. Proposed System 

In this paper, the projected system will work 

with the E-HSAM protocol for preventing the 

attacks in mobile ad hoc network. The proposed 

system completely deals with the mobile ad hoc 

network and the attacks of the malicious nodes. 

In this method the protocol involves the counter 

in the network. Here the source node is 

converted to hash value. There are two counters 

are present in the network to monitoring the 

packets in the mobile ad hoc. One counter is 

used to monitoring the packets are transformed 

successfully and another will monitor the 

misdeals of the packets in networks. The 
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misbehaving packets are again transfer by 

dividing as the sub packets in the layer and 

counter will observe the how many sub packets 

are divided and successfully transferred.  

In destinations node again the sub packets 

combine and form the original packet. Again 

the destination hash value should be calculated 

in the network. Now they will check the hash 

value of both source and destination node are 

match or not. If the hash value is match then the 

network send the replies to the frame and packet 

verify the packet is received safely or not and 

store in to the data. If the hash value is not 

match, it informs to the Confidentiality 

Lost field then the receiver will send packet to 

back the sender. This method helps in the 

security of the packet nods and the threshold 

time should be calculated for the sub packet 

transformation ration. The transformation time 

limit will not be cross the threshold time in the 

network.  

 

 
 

4. System Architecture 

By this method we can control the attacks and 

the tampering of packets in the mobile ad hoc 

(MANET’s). The Advanced protocol and the 

router are helping in the transfer of the data 

packets in the wireless connection in mobile 

networks. It is based on the cryptography 

protocol. The malicious nodes will be detected 

by the (MANET’S) network. E-HSAM 

mechanism is used to router error data packet 

send back to the sender when the threshold 

value is not match. 

 

5. Conclusion 

This paper proposed the tampering attacks 

prevention based on the cryptography by using 

the E-HSAM protocol methods. Transferring 

the data packets through the wireless connection 

in mobile ad hoc (MANET’s) the involvement 

of the counters and the router in the network.  

The HSAM function is used to transfer data 

packets from source to destination nodes. The 

E-HSAM is mechanism of covert the original 

packet to calculate the hash value. To future 

increase the security of the E-HAS hash market 

with based on cryptography protocol. The both 

HSAM and E-HSAM are compared link to 

detect the malicious nodes in the network. 

Future it will improve the methods to detect the 

malicious nodes and tampering attacks in 

network. 
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