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Abstract 

To design an efficient intrusion detection system (IDS) various machine learning algorithms 

such as support vector machine, artificial neural networks, random forest, naïve Bayes and 

decision trees have been used. In this work, a Hybrid Support Vector Machine – Decision 

Tree / Random Forest (SVM-DT/RF) based IDS is integrated along with the automata with a 

view to ameliorate the utilization of energy and lifetime of WSN by detecting the malicious 

packets and discarding them before the node gets affected. By integrating the IDS with 

automata, the proposed model improves the detection rate, accuracy as well the energy is 

efficiently used among the nodes and network lifetime is extended. The proposed automata 

integrated Hybrid SVM-RF IDS shows an improvement in energy and network lifetime than 

automata integrated Hybrid SVM-DT, without automata integrated Hybrid SVM-DT IDS 

and cluster-based IDS.  

 

Keywords; Decision Trees, Intrusion Detection System, Automata, Random Forest, 
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I. INTRODUCTION 

A large number of sensor nodes known as wireless 

sensor networks communicate and transmit the data 

to each other using multi-hop transmissions. The 

ultimate functionality of these node is to monitor 

and accumulate the data around a specific region in 

order to provide protection. The utmost sensor nodes 

energy are consumed by transmitting and receiving 

packets from nearby nodes. Therefore, designing an 

energy efficient scheme is an exciting topic for 

investigators. LEACH protocol [8] acts as a 

clustering approach which reduces energy 

dissipation in a sensor network. The authors have 

proven that LEACH outclasses the traditional 

clustering algorithms such as Energy Aware Data 

(EAD) centric routing [12], rumor routing [13], 

Geographic Energy Aware Routing (GEAR) [20]. 

Mahmoodet. al anticipated a cluster head 

replacement method called as MODLEACH [31] 

which is an energy efficient scheme. The cluster 

head is selected at each subsequent round using the 

threshold value. The amount of energy unexploited 

in packet routing and for forming the cluster and 

cluster head selection are preserved using this 

algorithm. Recent research on routing sensor 

networks indicates that researchers are more 

interested in providing energy-aware routing to 

increase network lifetime [32][33]. Therefore, 

energy efficient routing must be considered when 

selecting the clustering algorithm. 

Secondly, the sensor nodes are susceptible to 

numerous forms of attacks. Intrusions are mainly 

precipitated by privileged attackers and legal users 

trying to misuse authorized rights [2]. Classification 

techniques can be used to detect attack such as 

Support Vector Machine (SVM) [5], Random Forest 

(RF) [4], Decision Tree (DT) [6], as well as 

combining one or more classifiers achieve an 
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improved detection rate and accuracy and can 

successfully detect network intrusion.  

Therefore, the core aim is to recognize the malicious 

activities that occur in the network and to classy 

these attacks into DoS, probe, R2L and U2R attacks. 

It also obtains an energy efficient optimal route for 

broadcasting the data beginning at sensor node to 

sink node thereby to improve the lifetime of the 

network, reduce energy conservation and 

throughput. To achieve this objective an automaton 

system has been implemented. Automata plays a 

foremost role in learning and continuously 

monitoring the network environment and can 

continuously keep track of the network activities. 

Based on the network environment and nodes 

density, the automaton can regulate the transmission 

energy level of the node. An automaton model has 

high adaptability to environmental changes, and 

hence, it is compatible to vastly dynamic WSN 

environments. A novel unified Automata is 

integrated with Hybrid SVM-RF/DT IDS which 

continuously monitors the network environment and 

detects the malicious activities that occurs in 

network. The intrusion detection module categorizes 

the attack into four main classes namely, Probe, 

U2R, R2L and DoS attack. This model improves the 

detection rate, accuracy, network lifetime as well as 

the energy is utilized efficiently.   

A comprehensive related field of study is performed 

on the several clustering and routing algorithms and 

classifiers such as SVM, RF, DTetc are deliberated 

in section 2. The framework of the proposed novel 

unified automata integrated Hybrid SVM-RF/DT 

IDS, network model, anomaly and misuse detector 

module and the dataset used to assess the 

effectiveness of the system are discussed in section 

3. The researches carried out by the proposed 

framework are discussed in section 4 and the closing 

comments are delivered in section 5. 

 

II. LITERATURE SURVEY 

Energy efficiency grabs the attention of various 

researchers since all the innovations in various 

technologies leads to the sustainable global energy 

system. Consequently, many routing algorithms 

based on efficient clustering have been developed by 

several researchers such as LEACH [8], EECS [21] 

and HEED [23]. From [8], it is found that the first 

hierarchical protocol developed for homogeneous 

WSNs based on clustering is LEACH. An extension 

of LEACH is the Hybrid Energy Efficient 

Distributed (HEED) clustering [23] wherein the 

selection of CH confides on the residual energy and 

transmission cost. The main benefit is that this 

protocol does not permit any node to participate in 

more than one cluster. The major threat to the 

HEED is that the hotspot problem that occurs during 

this protocol acts as a big threat to the network 

lifetime. Therefore, another work known as an 

Energy Efficient Clustering Scheme (EECS) [21] 

which combines the possibility of selection scheme 

from LEACH and the structure from HEED. 

Initially the node is chosen to exploit as a tentative 

CH and the other tentative heads participate in the 

competition to act as the final CH. The distribution 

of CH is improved in EECS. But there is no change 

in the energy consumptions in the nodes that possess 

the Euclidean distance from the sink and in addition 

the hot spot issue remains unsolved.  

Greedy Load Balanced Clustering Algorithm 

(GLBCA) algorithm was proposed by Chor Ping 

Low et. al [19] and the author’s intention was to 

bring the sensor nodes together to group as cluster. 

The foremost focus was to enhance the global 

expandability of the network. The process 

functioned by preserving the load among the 

gateways. An experimental scheme was presented 

by Wenkeet. al [25] to exhibit the various 

classification and clustering techniques to detect the 

doubtable actions. The data mining techniques was 

integrated with intrusion detection system by 

Hemalathaet. al [24] to categorize the relevant data 

competently. The proposed algorithm focused on the 
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primary problems such as data classification, lack of 

labels in the data, human interaction level and the 

efficiency of various attacks. The technique was 

trained and tested using KDD Cup’99 dataset [9] 

and the outcomes exhibited with a high accuracy 

rate and there was reduction in false alarm rate. 

Sulaimam et al. [26] reviewed the benefits and 

limitations of the developed data mining methods 

such as Bayesian Classifier, fuzzy logic, genetic 

algorithm, neural network and support vector 

machine in IDSs. Weller-Fahy et al [27] presented 

the usage of resemblance and the measure of 

distance within the network. A comprehensive 

background study has been performed on decision 

tree (DT) [17], fuzzy logic [29], support vector 

machines (SVM) [30], neural networks [28], random 

forest (RF) [16] and in order to design an efficient 

utilization of energy and an effective intrusion 

detection system. Various network classifiers were 

evolved with the help of the above algorithms to 

categorize the traffic of the network into two classes 

namely, normal class and attack class.  

Finite automata (FA) have been recognized to 

accomplish well in many systems for anomaly 

detection such as fraudulence detection, liability 

detection, monitoring system health and event 

detection in sensor networks [22]. Deterministic 

Finite Automata (DFA) are designed to identify or 

receive member strings of a particular regular 

language. For instance, to recognize the language of 

various attacks such as sybil attack, wormhole 

attack, selective forwarding attack DFA can be 

designed. The author Joel W. Branch [11] developed 

a system that gives itself to the detection of DoS 

attacks by means of time dependent deterministic 

finite automata (TDFA). The authors Zong-Fen Han 

et.al [7] proposed an Adaptive Time dependent 

Finite Automata (ATFA) which is an extension of 

time dependent deterministic finite automata. The 

authors Gholipour and Meybodi proposed LA-

Mobicast [1] which utilizes the automata to flexibly 

control the shape and the location of the progressing 

region. This model has implemented a complete 

distributed algorithm that needs lesser 

communication overhead to determine the 

forwarding zone.  

The major emphasis of this work is on the 

hybridization of Support Vector Machine with 

Decision Tree and Random Forest for intrusion 

detection system in integrating Learning Dynamic 

Deterministic Finite Automata (LD
2
FA) [34]. The 

core objective is to integrate Hybrid SVM-RF/DT 

IDS [14] with automata so that intrusions that occur 

in the network can be identified easily and 

automated to drop the malicious packets thereby the 

lifetime of the nodes can be extended and obtains 

almost cent percent accuracy and detection rate. The 

proposed framework concentrates on efficiently 

utilizing energy, improving the detection rate, true 

positive rate and overall accuracy of intrusion 

detection and also focusses on extending the 

network lifetime. 

III. PROPOSED MODEL  

3.1 Proposed Framework 

Hybrid SVM-RF/DT IDS integrated with automata 

has been proposed in which the automata adapt to 

the responses from the network environment 

through a series of interactions about the sensor 

nodes. It dynamically learns the characteristics of 

the environment of the network such as node’s 

position, its corresponding neighbor nodes, 

timestamp, cluster head information residual energy 

and when the node becomes dead node and 

identifies malicious activities that takes place in the 

environment. The automaton progressively studies 

the network environment through which the node, 

packet and route information are monitored and 

inspected.  Hybrid Particle Swarm Grey Wolf 

Optimizer algorithm validates all the feasible route 

from the starting vertex to sink vertex and finds the 

optimal transmission route from origin vertex to sink 

vertex. In this optimal route the packets are 

traversed through the nodes and Hybrid SVM-

RF/DT IDS agent is enabled which examines the 
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packet samples and detects the malicious packets. 

The malicious packets are dropped thereby the 

energy consumption of the node is not detained. As 

the malicious packets are identified and dropped 

without affecting the node the network lifetime is 

also extended. The detection of malicious packets in 

the earlier stage makes the normal packets to move 

towards the destination at a faster rate. Thus, the 

packets are delivered more accurately with high 

detection rate and reaches maximum accuracy. 

3.2 Automata integrated Hybrid SVM-RF/DT 

IDS 

The main objective of automata integrated Hybrid 

SVM-RF/DT is to secure the transmission nodes 

while broadcasting the message so that the 

consumption of energy and lifetime of the network 

can be improved. The NSL-KDD datasets [10] and 

KDDCup’99 datasets [9] are used as the packet 

sample to measure the effectiveness of IDSs.  Since 

SVM classification system cannot process the 

dataset in its present format each data sample is 

represented as numerical values so the categorical 

samples are converted into numerical samples. 

Feature 2, 3 and 4 contained strings and therefore it 

was converted into numeric data using factorize 

method [3]. In this proposed IDS, statistical 

normalization [15] is used which converts derived 

sample from any normal distribution to a standard 

normal distribution with mean 0 and 1 to achieve 

unity-based normalization. The samples are grouped 

into training and testing dataset and finally the 

samples are passed to the anomaly detector module. 

The anomaly detector module classifies the samples 

into normal and malicious samples. The malicious 

samples are further passed to the misuse detector 

module. The misuse detector module analyses the 

malicious packets, identifies the attacks and 

categorizes the attack into the attack classes. 

IV. RESULTS AND DISCUSSIONS 

The automata integrated model is experimented 

through simulation in MATLAB. NSL-KDD dataset 

and KDDCup’99 datasets are employed to train and 

test the automata integrated SVM-RF model and 

automata integrated SVM-DT model. The training 

phase is carried out with 90% of NSL-KDD dataset 

samples and testing phase are carried out with 10% 

of samples. The overall accuracy, true positive rate, 

precision rate and F1-Measure are measured and 

compared for NSL-KDD dataset and KDDCup’99 

dataset with the data mining techniques such as 

linear-SVM [16], RBF-SVM [16], Random Forest 

[16] and Decision Tree [17]. The overall 

performance such as accuracy, true positive rate, 

precision rate and F1-score of the automata 

integrated SVM-RF model and automata integrated 

SVM-DT models are evaluated besides the benefits 

and limitations of each model are discussed in this 

section.  

4.1 Evaluation of NSL-KDD Dataset 

The overall accuracy of DT, RF, linear-SVM, RBF-

SVM, automata integrated SVM-DT and automata 

integrated SVM-RF models on 10% testing and 90% 

training data samples for NSL-KDD dataset is 

depicted in Table 1. The overall accurateness of the 

automata integrated SVM-RF model achieves 0.10% 

improvement when compared with automata 

integrated Hybrid SVM-DT IDS, 5.07% better than 

DT, 2.12 % increase in accuracy than RF, 1.52% 

betterment than RBF-SVM and 0.10% improved 

accuracy than Linear-SVM.  
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Evaluation 

Metric 
DT RF 

Linear- 

SVM 
RBF-SVM 

Automata 

integrated 

SVM-DT 

Automata 

integrated 

SVM-RF 

Accuracy (%) 94.6 97.64 98.76 98.24 99.64 99.77 

Precision (%) 99.06 97.92 97.45 97.78 99.69 99.76 

True positive(%) 98.74 96.44 97.78 97.35 99.94 99.77 

Table 1. Accuracy, Precision and True positive of NSL KDD Dataset 

The detection rate and true positive rate of DT, RF, 

linear-SVM, RBF-SVM, the proposed automata 

integrated SVM-DT and the proposed automata 

integrated SVM-RF is depicted in Table.1. The rate 

of detection of the automata integrated SVM-RF 

achieves 0.16% improvement when compared to 

automata integrated SVM-DT, 0.4% improvement 

when compared with Decision Tree, 1.96% increase 

in comparison with SVM (RBF) and 2.28% better 

when compared to linear-SVM. The true positive 

rate of the automata integrated SVM-RF achieves 

1.07% improvement when compared with Decision 

Tree, 3.32 % better true positive rate than Random 

Forest, 0.16% better than automata integrated SVM-

DT, 2.37% better than RBF-SVM and 2.02% 

improvement compared with linear-SVM. The 

computational time of the automata integrated 

SVM-RF model and automata integrated SVM-DT 

model are 2.5392ms and 1.9720ms respectively. 

The performance of lifetime of the network is 

depicted in Fig.1. The round at which the exhaustion 

of energy of the first node takes place is given in 

Fig.1 for the proposed and the existing algorithms 

such as automata integrated Hybrid SVM-DT/RF 

IDS, without automata integrated IDS [34], PSO 

[18] and GLBCA [19] 

 

Fig.1.  Network Lifetime 

Fig.2 depicts the performance of consumption of 

energy for 200 - 2000 sensor nodes for each round. 

The automata integrated Hybrid SVM-RF exhausts 

lesser energy when compared with automata 

integrated Hybrid SVM-DT, without automata 

integrated IDS [34], PSO [18] and GLBCA [19]. 

The overall performance of the energy consumption 

indicated in Fig.2 shows that the proposed automata 

integrated Hybrid SVM-RF has obtained 6% lesser 

than automata integrated Hybrid SVM-DT, 11% 

lesser than without automata integrated IDS [34], 

15% lesser energy than PSO [18], and 16% lesser 

than GLBCA [19]. 
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Fig.2. Energy Consumption 

V. CONCLUSION 

The proposed work has integrated an automata-

based learning environment with Hybrid SVM-

RF/DT IDS to dynamically learn and monitor the 

network environment to produce almost cent percent 

accuracy and detection rate besides it eliminates the 

intruders such that the data transmission can be 

successfully completed and the energy consumption 

can be reduced. The automata integrated Hybrid 

SVM-DT/RF IDS uses Hybrid PSO-GWO algorithm 

to persuade the legitimacy of all the feasible paths. 

The various performance measures such as lifetime 

of the network, consumption of energy, accuracy, 

true positive rate, detection rate and F1-score are 

considered for measuring the performance. The 

energy consumption of automata integrated Hybrid 

SVM-RF is almost 6%, 11%, 15% and 16% lesser 

than automata integrated Hybrid SVM-DT, without 

automata integrated IDS [34], PSO [18] and 

GLBCA [19]. The network lifetime of the proposed 

approach has been prolonged where the first node’s 

energy exhaustion takes place after 1230
th

 round. 

From the inferences made on the two proposed 

algorithms, automata integrated Hybrid SVM-RF is 

considered as an efficient utilization of energy 

approach to route the packets in an optimal route 

and to detect malicious packets and to classify the 

attacks in WSN 
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