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Abstract:
The recent development made in mobile technologies has demanding increase of

secured networks in real-time applications. Security is more significant in Mobile
Adhoc Network than in wired environment. When two or more different attackers
collaborate together to interrupt the network performance it results in collaborative
attacks. Due to lack of resources and centralized authority, these collaborative
attacks have to be handled effectively. Prior security protocols may not be
appropriate or may compromise the Network performance. In this paper three
proposed techniques: hybrid security protocol for detecting malicious nodes,
distributed anonymity fault diagnosis protocol and Adaptive risk prediction
protocol are compared. The performance metrics are evaluated in terms of Packet
Delivery Ratio (PDR), End-to-End delay, Throughput, Energy Consumption using
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I. INTRODUCTION

The technological advancement made in wireless
technologies has greater impact among the wireless
users. In general, MANET composes of dynamic,
self- arranged and self-deployed group of nodes
where each node acts as a router. This environment
will not rely on any centralized architecture due to
their adhoc nature. Mobility is a significant
parameter in MANET environment. Most of the
network protocols aim to be attack-resilient rather
than discarding the attack sources. Even though, the
resiliency model detects the threats, the time
consumed for detecting new type of attacks is still in
vain. The main source of attacks is to compromise
the nodes by disrupting the network services. The
effect is even worst when these attackers collude
with each other and collaboratively attack the
network [8] [9] [10].

Collaborative attack is one of the most vulnerable
threats in routing process of mobile adhoc networks.
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It belongs to a class of synchronized attacks where
more attackers are involved to interrupt the routing
services of the network. When two or more intruder
involves synchronizing the actions to interrupt the
target networks, it constitutes as  collaborative
attack. There are different routing attacks like
wormhole attacks, blackhole attacks and greyhole
attacks. These attacks collaborate with each other
and try to disrupt

the network services. Privacy preservation is an
important concept to achieve better security system
[2].The acquisition of data from different sources of
network exposes different

security challenges. Even though, lot of security
techniques supports the data protection process,
integrity of the data is not achieved.

Anonymization [1] is one of the efficient techniques
used for enhancing the security and network
performance of the systems. Since MANET
environment is open in nature, data may get lost or
tampered by threatening the routing protocols. This
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scenario is resolved by anonymous routing
protocols. The term anonymity refers to concealment
of identity of the source, destination and the selected
path. With the help of anonymization protocols,
secured communications is possible by hiding node
identities and thus preventing the attacks. It applies
to banking, military etc. The defending of
collaborative attacks often utilizes anonymization
techniques, as a solution to the data protection issue.
Data privacy is maintained by using anonymization
techniques [3] [4].

II.PROPOSED TECHNIQUES
2.1 Lightweight Energy Efficient Anonymous
Routing Protocol (LEEAR):

The wireless communication medium is open in
nature and the possibility of advertising the false
information to the network is higher that degrades
the performance of the system [6].. The protocol
consists of following phases [17] :

e Implementation of trapdoor protocol using

zero-knowledge proof [5].

e Anonymous route discovery phase [7].

e Anonymous route reply phase.

e Anonymous data transfer phase

Anonymous route discovery phase:

In this phase trapdoor protocol is used
along with the bloom filter. Since trapdoor is used
only true destination can open the trapdoor.Bloom
filter ensure efficient routing.

Anonymous route reply phase:

In anonymous route discovery phase, when
the destination node has received the RREQ
message:

e If the destination node D has already shared a
session key with its ancestor node, it constructs
the RREP message as following:
<NRREP, Ny y+1,Ex, .., (Seqnum, K;) > where K;
is the commitment value of K;.

e If there is no session key between them, the
constructed RREP message is :
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<
ARREP, Ezpy, (Ky x+1,Nx x+1)Exy 4, (Seqnum, K¢ )Ch

ecks if EK}(seqnum) = EKf (segnum), If true

destination is valid node or else invalid node.

6.1.3 Anonymous data transfer phase:

In anonymous data transfer path, after the
establishment of the anonymous path, data transfer
takes place providing security to the data by using
pseudonym (N) and encrypting the data with shared
keys.

Fig.2.1 Anonymous data transfer phase

dataS’A =< NS,A ’EKS,A (N’S,A'EKSID (data)) >

dataA’B =< NA,B B EKA,B (N:’\,B' EKS,D (data)) >

2.2.  Anonymity Fault Diagnosis Protocol for
MANET

Anonymous routing protocol efficiency can
be enhanced by incorporating fault diagnosis [15].
In the fault diagnosis model, the node trust level is
diagnosed based on the node anonymity fault
probability ~ function TA(q). Based on the
characteristic matrix, the maximum probability of
interaction is measured as P(B;) = log,N;(x;y),
where (x;,yi) are the node N coordinates and the
mobility probability is measured as P(g) =
Yrqsi (x,y) =t , where s; is the speed of the node
and ¢ is the time.

TA(q) = {P(By), P(e1)} (1)
Based on the characteristic matrix, an anonymity
fault diagnosis protocol organizes the diagnosis
packet at source node or transmitter node by
computing the anonymity fault diagnosis function.

F; () = P(a;; )P(By) 2
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Anonymity RREQ Fault Diagnosis Format

Fault diagnosis route discovery initiate a route
discovery process by creating fault diagnosis route
packet [12]. Upon receiving a packet from source
node by the forwarder node or neighbor node, the
hop count mhc is decreased by 1 and flag type
compute the fault diagnosis function to validate the
node. If the fault diagnosis function is less than the
threshold rate value, then the ftype change the mode
as True, if not the ftype mode will be a False.

Anonymous route discovery process:

Let n be the number of nodes in a network
and b be the number of bits to denote a node in the
routing vector. To inspect this process, the
anonymity route discovery process initializes bit
vector and route vector. The route vector represents
set of bits for corresponding nodes. The following
steps determine the route anonymized route
discovery process.

Step 1: Initialize routing vector nxb « 0V n.
Step 2: lIdentify the optimal node with high
probability functional weightage calculated based on
speed and energy of the nodes and set the bit vector
for visited node as 1 and unvisited node as 0.
Step 3: Set next routing vector with b — bits based
on visited and unvisited factor function R(n)as :

R(n) = (m+b) + 1)tk
Step 4: Repeat step-3 to identify the destination and
set routing vector.

Secure Data Forwarding

When the secrecy shortcoming end model approves
the hubs and finds the direction, the proposed
convention creates a fantastic direction [13]. This
thrilling pen name is applied to talk to an data
sending manner. The source typifies the facts
bundles and disseminates the parcels on over the
determined course and updates the course pen call
into the direction disclosure table. Each forwarder
hub have to investigate the route revelation table to
approve the hub verification. In the occasion that it
is not coordinated it disposes of the package deal.
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2.3 Adaptive Risk Prediction and Anonymous
Secured Communication in MANET

ARPASC is proposed to predict the risks and
identify the attacks before processing anonymous
communication [15].

Risk Estimation:

3)

Risk Estimation probability = f(a,d, m,ct)

Where a= Angle, d = Distance, m = Mobility, ct =
Compromise Time.

Angle probability:
— __ Y%
p(ay) = 0.5X(1 (2i=19k)> 4)
Distance probability:
diSt(ioJo)(ik:jk) =
VUi = Jjo)? + (i = 10)? + Ui —Jo) % (i — lo)
()

dist, . _ .
mWheredlStk = lOglO dlSt(iOrjO)(ikrjk)’

(6)

p(di) =

Compromise time probability:

_ 1—cty, _ n 1 -
p(cty) = Toa-an) (1_Ctk))wherectk = Zizl—tivsi,where i

{1 to n}, n is number of vulnerabilities.

(7)
Consider t =1 unit., vs; is the vulnerability severity.

Mobility probability:

p(my) = (1 — #f;k)) wherem, = rand(v), where

v isvelocity which represent the node mobility
speed. (8)

Path Vulnerability Estimation
Algorithm[16]:
1) Initialize set of states s = {sy,s5, ..., s;} Where
si = {p(ay), p(di), p(My), p(cti)} 9)
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2) Generate random  observation  states
{Ul,vz,...,vM}
3) Calculate  risk  estimation  transition
probability

5.1 transition probabilities REP; = P(s;]s;)
P({p(ar), p(di), p(my), p(cty)}) =

p(ak) p(dg) p(cty)
P ((P(dk)) P(P(mk))P(P(dk))) (10)
5.2 observation probabilities
B = P(vnm|s:) (11)
5.3 initial probabilities
r=(m;), m; = P(sy) (12)

4) Find the probability of minimum and
maximum number of hops using the
transition matrix.

5) The overall transition
estimation probability is

P(VE) = (Hmin'Hmax'REPij'

vulnerability

B,n (13)

Risk Evidence Collection:

The risk of each path and risk of each adjacent node
is obtained by the risk evidence collection based on
entropy and information gain calculations. Estimate
entropy of each path to determine uncertainty by
considering risk estimation matrix data[14].

H(S) = Xcec —p(c) log, p(c) (14)
where S represents set of path states.
C represents set of classes {Hyn , Hmax » REP;, B, 7).

p(c)represents the proportions of number of
elements in a class C.

Entropy value set will be assigned to information
gain for determining the path efficiency.
IG(A,S) = H(S) — Xrevaray P(OH (1) (15)

H(S)entropy of set S.
A : Attribute set
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The risk evidence considers two different evidences
types RE1,RE2, where RE1 is possibility of attack
occurrence in a chosen path in between source and
destination pair. The risk evidence probability is
represented as

P(RE1) = f(IG(S)) (16)
where the £(1G(S)) is a probability attack function
which is a representation of information gain
attribute rate.
min(/G) < P(RE1) < max(IG)will be considered.
P(RE2): proves an evidence of path alter by
malicious node, where the path alter function
f(P)considers the minimum and maximum hop
values {H,,i» , Hnma } @nd different distance rates.

P(RE2) = f(P)

Attack = P(RE1) @ P(RE2)

(17)
(18)

1. SIMULATION RESULTS

Comparative analysis is done for all the
three proposed LEEAR, AFDP and ARPASC
protocols in this paper. The results [17] demonstrate
that the ARPASC protocol is efficient than LEEAR
and AFDP protocols with respect to PDR,
Throughput, Energy consumption and E2E Delay..
PDR of ARPASC is 6.5% more than LEEAR and
5.5% more than AFDP.Throughput of ARPASC is
10% more than LEEAR and 7% more than
AFDP.Energy Consumption of ARPASC is 14.9%
less than LEEAR and 10% less than AFDP. E2E
Delay of ARPASC is 6.5% less than LEEAR and
5% lessthan AFDP
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Number of attacks vs Average Throughput
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Fig.2.3 Throughput Vs Attacks
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IV. CONCLUSION

The advancement of  protocols and
cryptographic techniques deployed in MANET
facilitates secured communication at lower cost. The
efficiency of proposed protocols is measured in
terms of packet delivery ratio, throughput, energy
consumption and end to end delay. It can be
concluded from the simulation results that the
proposed protocols are 11%-14% more efficient than
existing protocols. It can be concluded than the
AFDP protocol is 6% - 8% efficient than LEEAR
protocol. Simulation results show that the ARPASC
protocol is 12% - 15% efficient than LEEAR
protocol and 8% — 11% efficient than AFDP
protocol.
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