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Abstract 

Now a days, social networks are hacked and detects our information. If the 

hackers attacks our information we want to wait until he processed to 

further process then only we can collect the details of hacker. We can 

generate a honeyword, when the hacker tries to attack our users then 

automatically our original password will be changed into another password 

and it is saved along with honey words. We can develop an intermediate 

server and shopping server for purchase and we can develop a cloud server 

for maintaining customer details. In this project we will only invite hacker 

to attack, so only we can easily find him. When the attacker know about the 

original email account then he can easily change the cloud server password. 

When the hacker login into the portal, on that time he has been tracking 

unknowingly, were he has been allowed to do purchase. When we got the 

details about the hacker we can easily block the attacker even when he is 

using his original account.   
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1. Introduction 

Nowadays cloud storage services have become popular. 

Customers can store their details in cloud storage services 

and can be used from any were, any time. Because of 

customers privacy the details for users are stored in the 

cloud. Cloud is encrypted and it secure the details from 

the other users. Taking collaborative property of the 

cloud storage, the attribute base encryption (ABE) is one 

of the most suitable encryption technique used in the 

cloud storage. Most of the systems assume that the cloud 

storage service provides the handling key parties which 

cannot be hacked. But in some times due to the poor 

communication and the low data server our handling keys 

cannot be secure our details. 

Most of the proposed schemes assume cloud storage 

service providers or trusted third parties handling key 

management are trusted and cannot be hacked; however, 

in practice, some entities may intercept communications 

between users and cloud storage providers and then 

compel storage providers to release user secrets by using 

government power or other means. In this case, encrypted 

data are assumed to be known and storage providers are 

requested to release user secrets. As an example, in 2010,  

 

without notifying its users, Google released user 

documents to the FBI after receiving a search warrant. In 

2013, Edward Snowden disclosed the existence of global 

surveillance programs that collect such cloud data as 

emails, texts, and voice messages from some technology 

companies. Once cloud storage providers are 

compromised, all encryption schemes lose their 

effectiveness. Though we hope cloud storage providers 

can fight against such entities to maintain user privacy 
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through legal avenues, it is seemingly more and more 

difficult. 

2. Literature Review 

The idea of ABE (Attribute-Based Encryption) in which 

information proprietors can embed how they need to 

appropriate information regarding encryption. That is, as 

it were the individuals who coordinate the proprietor's 

conditions can effectively decode put away information. 

We can say here that ABE is encryption for benefits, not 

for clients. This makes ABE an extremely 

accommodating apparatus for distributed storage 

administrations since information sharing is a huge 

element for such administrations. Distributed storage 

clients are not down to earth for information proprietors 

to encode their information by pair insightful keys. 

Besides, it is likewise unfeasible to scramble information 

ordinarily for some individuals. With ABE, information 

proprietors settle on a choice just which sort of clients can 

get to their encoded information. Clients who persuade 

the conditions can unscramble the encoded information. 

The plan of deniable encryption is only it too like normal 

encryption plans, deniable encryption can be isolated into 

a deniable shared key plan and an open key plan. 

Permitting the distributed storage situation, we center our 

endeavors around the deniable open key encryption 

conspire. 

The simulatable open key framework gives an 

ignorant key age work and an unaware figure content 

work. While moving a scrambled piece, the sender will 

send a lot of scrambled information which may be 

typically scrambled or torpid. In this way, the dispatcher 

can guarantee some sent messages are neglectful while 

really they are most certainly not. The plan can be applied 

to the collector side with the end goal that the plan is a bi-

deniable plan. While playing out this plan there are a few 

drawbacks may emerge. Those are Computational 

overhead. For example Encryption parameters ought to be 

entirely unexpected for every encryption activity. So 

every compulsion will lessen adaptability. 

We can likewise confront Decrypted information 

with missing of substance at such squares. Elements of 

the cloud the earth may stop interchanges between clients 

and distributed storage suppliers and afterward require 

capacity suppliers to discharge client insider facts by 

utilizing control or different methods. In this 

circumstance, scrambled information are thought to be 

known and capacity suppliers are mentioned to release 

client insider facts here another detriment is Data excess 

is Occur at each square of information. The non-

interactive and completely recipient deniable plans can't 

be accomplished at the same time. 

It is additionally difficult to scramble unbounded 

messages, utilizing one short key in non-submitting plans. 

The future execution plot with Cipher Text Policy 

Characteristic Based encryption exhibits a distributed 

storage supplier which intends to make counterfeit client 

insider facts. Indicated such phony client privileged 

insights, outside coercers, can just acquire counterfeit 

information from a client's put away cipher text. The 

coercers think they got insider facts are genuine, they will 

be substance and all the more unmistakably cloud 

capacity suppliers won't have uncovered any genuine 

insider facts. In this way, client security is as yet kept in a 

cloud figuring the environment. 

In request to beat all these impediments Cipher text 

approach trait-based encryption (CP-ABE) conspire is 

being actualized. The usage of a deniable CP-ABE plot 

that can make distributed storage administration. In these 

conditions, distributed storage specialist organizations 

will simply watch as collectors in other deniable plans. 

Not at all like most past deniable encryption plans, we 

don't utilize straightforward sets or simulatable open key 

frameworks to apply deniability. Deniable Cipher 

Content Policy Attribute-Based Encryption conspire to 

make with two encryption situations simultaneously, 

much like the thought arranged in this plan with 

numerous sizes while asserting there is just one size. This 

is the methodology expels clear excess parts. The base 

ABE plan can scramble one square each time; our 

deniable CPABE is certainly a square astute deniable 

encryption conspire. The bilinear activity for the 

Composite request bunch is slower than the prime request 

gathering, there are a few techniques that can change an 

encryption plot from Composite request gatherings to 

prime request bunches for improved computational 

execution. Deniable Cipher Text Policy Attribute Based 

Encryption offers a solid domain for our deniable 

encryption scheme. This plan expands a blending ABE, 

which has a deterministic unscrambling calculation. 

3. Methodology 

Actually now a days securing our personal information 

has become more complicated. In today’s world password 

is the main access. Hackers are trying to hack our main 

original passwords to get customers details. This make 

them to crack the password and enter into the world of 

that website. We can called it as dictionary attack. A 

dictionary attack means crack the password 

systematically and entering into the websites. For that this 

paper provides a protocol to reduce the attacks by using 
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prover and verifying the system. So then this system 

makes difficult for the attacker to attack and hack the 

websites. This is will reduce the attacks which are going 

on the websites. There have been several passwords are 

leaked from the several years in the websites like 

linkedin, yahoo etc.. Some companies will develops 

hashes for storing the password, for the it is not that easy 

to crack it when it is a highly served network. But 

sometimes the company will uses a weak hashes for 

storing the password, then that time the hackers will 

easily crack the system. For that only we can improve 

security by using deception. Now a day’s more 

information is available in online only. So that only we 

will develop a novel taxonomy of methods which helps 

us to protect the data information. By developing these 

techniques our data will be protected, and also it will be 

some difficult for the hackers to attack our password. 

Then we will develop a kamouage a new architecture for 

resistance the password manager. When an attacker who 

steels the lap or cell by using a kamouage password 

manager then he will forced to carry out a considerable 

amount from the online detection. Well this is a well 

suitable and more secured for cell phone password. For 

this we will develop honey words to secure the password 

like we are improving the hashed password. When the 

attacker trees to hack the password of our account then 

when we improved the hashed password means then our 

original password will be changed into the another 

password. For cracking that password it will take more 

time and some more difficult. The method of honeywords 

passwords is to convert the original password into the 

another format, which it is an update of hashed password 

manager. Honeywords is like an alarm were we can 

known that our system has been hacked. 

When the attackers are trying to hack our system 

immediately we will known that our system has been 

hacking by someone. Then we want to wait until he 

processed for further, then only we can know all 

information about the attackers. After knowing his 

information only we can able to block his account. This 

paper will deals about the what are the security systems 

we will use and update of the hashed password into the 

honeywords. For these process we will both contains the 

software and the hardware requirements. In this by 

considering the modelling syntax methods only we will 

all known about the honeywords password system which 

helps us to protect the user information and the data. For 

these process we requires: 120 GB, 15 color with vgi 

support, minimum 256mb of RAM, Pentium iv or above 

processor, minimum 500 mHz processor speed of 

hardware requirements and Windows Xp of the operating 

system, java based language, Mysql data base and net 

bean (IDE) of the software requirements will help us in 

implementing the security system. 

 

 

Figure 1: Architecture of survey and detection and elimination 

 

4. Working 

Here we are using two process that is cloud services for 

securing the data and the customers information and also 

we use java application which we uses in lap tops, cell 

phones etc.. Based on the cloud encrypted process only 

our information of the customers is secured. And also 

these are mainly based on the hashed processing system 

for security purpose, the updating process of hashed only 

honeywords based password. The working process of 

these paper is to secure the customers information and 
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attacking the hacker. When the hackers try to attack or 

login into any website, the honey words will change the 

original password into another format to secure our 

details. Then to attack the hacker we want to wait until he 

processed further then only we will get all information 

about the hackers and then we can try to block the 

hackers. 

5. System Design 

In this system the users will register with the two e-mails 

with their own password. When user try to purchase 

anything and he login with his own mail id and password 

then it will not show any fault process will be completed 

successfully. But when any user try to login in an email 

with an incorrect password then automatically it will 

show error in the three system and it will try to catch the 

ip address of that fault system. In that type of situations 

only the users password will automatically changed based 

on the honeywords to secure the data from the attackers. 

Only the main users can capture the password and then he 

login into the websites. When we found an unauthorized 

users using our account, by using the security based 

systems we can try to attack the hackers. The whole 

system was based on the securing our data and the 

customers information and try to attack the unauthorized 

person. 

6. System Module 

User registration Module: In this module, we will create 

a user module which are going to access the access the 

user application. First the user want to create a account to 

login into the website. Based on the request given by the 

users server will respond. All the details are stored in the 

server data. The details of the users like username, 

password and the other details are stored in the data 

server. 

Server Module: In this module server will verify the all 

details of the users. When the user trying to login into the 

website are any application it will get the responds from 

the server. When any others try to attack the main users it 

will immediately give the alert then automatically honey 

word will react and change the original password into 

another password. 

Honey word generation: In this module, we generate the 

honey word password due to the update of hashed based 

password. When the attackers try to attack the password 

automatically the original password will converted into 

the another password. Were the hacker cannot hack the 

password. 

Intermediate server: In this module the intermediate 

server will use for the users to store their information and 

the data given by them. These process will used for the 

securing the users data. And the shopping server will be 

both product details and the customer details. 

Password hacking process: Hacking is the process were 

knowing the password that has stored in the computer. A 

common approach for knowing the password is trying to 

guess the password or forgotten the password. When we 

try both these methods we can easily known the 

password.  

Identification of attackers: In this module when the 

attackers are trying to attack the automatically our system 

will receive the alarm, then our original password will 

change into the another format, were the attacker will 

takes more to hack the password. For knowing his details 

we want to wait until he proceeds further then only we 

can get the information about the attacker ,we can block 

his account were he is attacking our account. 

7. Conclusion 

This application we will implement secured online 

purchasing system. Honeywords are generated based on 

the server when any one try to hack the password 

automatically the original password will change into the 

another format, were our password will be secured. If we 

identify hackers means automatically his ip address, 

email id and all the details of the hacker will send into the 

main user email id. 
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